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Abstract

Bilateral conflict involves an attacker with several alternative attack methods and a
defender who can take various actions to better respond to different types of attack. These
situations have wide applicability to political, legal, and economic disputes, but are
particularly challenging to study empirically because the payoffs are unknown.
Moreover, each party has an incentive to behave unpredictably, so theoretical predictions
are stochastic. This paper reports results of an experiment where the details of the
environment are tightly controlled. The results sharply contradict the Nash equilibrium
predictions about how the two parties’ choice frequencies change in response to the
relative effectiveness of alternative attack strategies. In contrast, nonparametric quantal
response equilibrium predictions match the observed treatment effects. Estimation of the
experimentally controlled payoff parameters across treatments accurately recovers the
true values of those parameters with the logit quantal response equilibrium model but not
with the Nash equilibrium model.

The data and materials required to verify the computational reproducibility of the results,
procedures and analyses in this article are available on the American Journal of Political
Science Dataverse within the Harvard Dataverse Network at:
https://doi.org/10.7910/DVN/TAOLXZ
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I. Introduction

Many settings that arise in the study of politics and international relations involve
strategic conflict between two opposing sides with asymmetric roles, where the defender
takes a position to fend off the attacker’s attempts to exploit vulnerabilities. A country
facing an imminent attack must consider how to deploy forces across alternative points
of attack, as in the classic Colonel Blotto game (Roberson 2006), and the invader must
choose how best to allocate attack assets. A government facing an active domestic or
foreign terrorist group must decide how to allocate security forces across multiple
potential targets such as stadiums, theaters, markets, airports, pipelines, and schools
(Powell 2007a, Powell 2007b, Sandler and Lapan 1988).

Applications of attacker-defender games in political science are not limited to
situations of violent conflict, but encompass a broader range of environments, including
electoral competition. A vulnerable centrist incumbent politician facing a possible
electoral challenge from the left or the right must choose which policy position to adopt
to fend off alternative types of challenges (Ansolobehere et al. 2001). Candidates who
must win both a primary election and a general election face a similar strategic positioning
problem (Brady et al. 2007, Gerber and Morton 1998).

Even though both sides may have a rich array of available actions in these
examples, it is useful to consider broad classifications to isolate salient aspects of the
problem for the design of a laboratory experiment. Military assaults may be either frontal
or indirect, as with amphibious landings farther from the front. Candidate positions can
be left or right. The games to be studied model the binary conflict as one where the
attacker has two alternative strategies, while the defender has two defensive strategies,
one of which is more effective against a particular attack.

The payoffs for this class of games are shown in Table 1, with the payoff for the
defender (row player) listed on the left side of each cell. The attacker (column player)
chooses between actions a1 and az, which could represent a terrorist attack at site 1 or site
2. The defender allocates defensive resources between these two alternative attacks. The

defense is most effective by matching the attack, and the attack is most effective against



a “mismatched” defense. The attacker’s payoff listed on the right side of each cell can
be interpreted as the probability of a successful attack. This payoff is highest when the
subscripts for the attack and defense actions do not match. For example, attack az is more
effective against defense do, where the positive difference B—A represents the relative
advantage of this attack against a mismatched defense.

An Attacker-Defender Game

with Choice Probabilities o for Attack a; and ¢ for Defense d»
(defender payoff, attacker payoff)

di (0,) dz (1—(1)
di (1-8) [-A, A —C, C
d. (3) -B, B -D, D

Besides the substantive importance of bilateral conflict situations, our study is
also motivated by more general theoretical and behavioral questions. One key issue is the
predictive value of Nash equilibrium — the workhorse theoretical paradigm for analysis
of strategic interactions (Holt and Roth, 2004). The Nash equilibrium of these games,
which is in mixed strategies, makes sharp predictions about how behavior responds to
changes in the relative payoffs of different combinations of attacker and defender choices.

Nash predictions in binary conflict games, however, can be highly counter-
intuitive, which raises questions about its usefulness as a model. For example, one natural
question that one might hope a model could answer involves predictions about how the
probability of using an attack depends on its effectiveness. Consider an increase in the
effectiveness of the first attacker strategy, ai, so that the probability of success strictly
increases against both defenses. It is reasonable to expect that the probability of action a:
would increase, but Nash equilibrium predicts that such an increase in effectiveness can
have no effect at all, or may even go in the opposite direction and lead to a reduction in
the use of the enhanced attack.

In spite of these implausible Nash predictions, there is a widely used modification
of Nash equilibrium that incorporates a specific type of bounded rationality and generates

intuitive predictions: quantal response equilibrium. (QRE, McKelvey and Palfrey, 1995;



Goeree, et al., 2016, 2020). This approach, which has been applied to the analysis of both
experimental and field data, is a stochastic generalization of Nash equilibrium. It
maintains the equilibrium assumption of rational expectations (i.e., players’ beliefs about
the distribution of their opponents’ actions are correct). QRE formally incorporates
stochastic choice via privately observed payoff disturbances, which can be modeled as
payoff-responsive errors: Actions with higher expected utility relative to the unperturbed
payoffs are chosen more frequently than actions with lower expected utility, as in logit
and probit models in discrete choice analysis. In less formal language, players are unable
to optimize perfectly, but small mistakes are more likely than large ones, which captures
a range of behavioral phenomena such as misperception, miscalculation, or inattention.

Our experiment involves manipulating the payoffs by increasing the effectiveness
of attack a; against either defense in specific ways. Nash equilibrium predicts no
increased use of the enhanced attack ai, whereas QRE can explain the increased attack
rate that is observed in the experiment. Since both approaches are being used for
structural empirical work in political science, our findings may help inform researchers
who face a choice of whether to analyze data through the lens of Nash equilibrium or
QRE. The findings are also suggestive to formal theorists about the potential benefits of
analyzing their models using a QRE approach.

In addition to providing insights for this specific class of games and the potential
for using QRE in formal modeling and in the structural estimation with field data, the
experiment also illustrates three advantages of laboratory experiments that make them
especially valuable for theory-testing exercises like this one.

One obvious advantage is that the payoffs of the game matrix are controlled in
the laboratory, and hence known to the experimenter and all players, and are assigned
exogenously in a manner that prevents unobserved nuisance variables from interfering
with causal inference. In contrast, a comparable analysis of naturally occurring games
would require estimation of all the relevant payoff parameters. Moreover, unobserved
payoff heterogeneity creates further challenges for estimation with field data, and

additional assumptions about the players’ beliefs about payoff differences are required.



The second advantage concerns the precision of control. Because the
experimenter can specify exact payoffs and subject payoff information, manipulation of
payoffs to test comparative static predictions can be done with precision. In relevant
naturally occurring data, for example athletic contests (Walker and Wooders 2001 and
Chiappori et al. 2002), the effect of enhanced attack effectiveness on the magnitude of
the payoff changes (for example, B-A) is difficult to control or estimate precisely.

The third advantage of a laboratory experiment over field data is design. In the
laboratory, one can choose which of the payoff manipulations provide a powerful test of
the hypotheses, e.g. when different theories make sharply opposing predictions. In
contrast, with naturally occurring data, it is usually the case that the payoff manipulations
are neither directly observable nor a choice variable for the researcher.

These advantages of control, precision, and design should not be interpreted as a
call to replace the study of naturally occurring data with laboratory data. To the contrary,
various data sources each have their specific advantageous features. Naturally occurring
data, as well as data generated by field experiments, are typically analyzed in the specific
context of a significant substantive or policy problem, enriched by important institutional
details.

The next section presents the model and analyzes the Nash and QRE predictions
for changes in the effectiveness of one attack option against either defense. Section Il
details the design of the laboratory experiment. The main features of the data and
statistical tests for treatment effects are presented in Section IV. In section V, we report
formal statistical estimation and model comparison. We first fit a parametric logit QRE
model to the data to show that resulting estimates of choice frequencies produce a close
match to the data, while the Nash equilibrium choice frequencies are far from the data in
all but one treatment. Our second approach to model comparison is to estimate the payoff
parameters in a game experiment as if they were unknown. This enables us to test whether
the estimates based on the QRE and Nash models successfully recover those known
values. The QRE model accurately recovers the concealed payoff parameters, while Nash

equilibrium does not. Section V1 circles back to the original motivation for the experiment



in terms of applications to field data and policy relevance for the design of optimal

defense strategies against terrorist threats.

I1. The Model, Nash Equilibrium, and QRE
A. The Model

Consider the zero-sum game in Table 1 in the previous section, with the
defender’s payoff shown as negative on the left in each cell of the table. The assumption
that the attacker action does better against the “wrong” defense (i.e., with mismatched
subscript) is indicated by the two inequalities in (i) below. The game is only interesting
when there are no dominated strategies, which is ensured by assuming that the highest
attacker payoff for each decision is greater than the lowest payoff for the other one, as
specified in (ii):
) B>A>0andC>D>0
i) C>AandB>D

B. Nash Equilibrium
The Nash equilibrium is unique and is in mixed strategies, i.e. a pair of choice
probabilities between 0 and 1, one for each player. Let a denote the probability that
Column chooses attack a; and let ¢ denote the probability that Row chooses defense do;
these probabilities are shown in parentheses next to the corresponding action in Table 1.
The attacker’s expected payoffs for each action, as a function of the defender’s mixed
strategy, are: Eq, (6) = A(1—6) + BS and E,,(6) = C(1 —6) + D4, so the expected

payoff difference is:
Eq (6) —Eg,(8) = A—C + (C—D+B—A)s.

This expected payoff difference must be 0 in a mixed strategy Nash equilibrium, which
determines the equilibrium probability 6* for the defender:

C-A
C—-D+B—-A

1) &= (Nash equilibrium probability of dy).



Note that this expression has been conveniently organized so that the various parameter

differences (B—A), (C—A), and (C-D) are positive by the initial inequality assumptions.
The equilibrium probability for the attacker is obtained similarly. The expected

payoff difference for d> versus di, as a function of the attacker’s mixed strategy, «, is:

Eq,(a) — Eg (@) = (C—D)— (C—D + B — A)a,

which yields:

C-D
C—-D+B-A

(2) a* = (Nash equilibrium probability of ai).

Now consider an exogenous change that increases the effectiveness of attack a,
by raising both A and B by the same amount. Notice that these parameters only appear as
a difference (B—A) in the denominator of (2). This yields the unintuitive prediction that
equal absolute increases in the effectiveness parameters A and B for attack a; will have
no effect on the Nash equilibrium probability of choosing that attack. This prediction is
due to a countervailing increase in the equilibrium probability of defending against that
attack.!

On the other hand, it is clear from the formula for o* in (2) that unequal increases in
both A and B can change the Nash equilibrium frequency of attack ai. Our experiment
also investigates the effects of proportional increase in A and B, to zA and zB, where 7 >
1. Such proportional increases in the effectiveness of attack a; cause an increase in the
denominator of (2), so the Nash probability of attack ai; actually decreases. As before,
this seemingly unintuitive prediction is due to a countervailing increase in the equilibrium

probability of defending against that attack.?

L In practice, it is unlikely that the increases or decreases in attack effectiveness are exactly the same for
both attack methods in naturally occurring settings. However, the particular case of equal enhancements
provides an ideal baseline setting for a controlled experiment in which the theoretical Nash prediction of a
null effect is sharply different from an alternative theoretical approach based on a generalization of the
Nash equilibrium, described in the next section.

2 powell (2007a) also considered a 2-site attacker-defender model, with the difference that the defender has
a continuous choice of how to allocate a divisible defense asset. He uses the indifference requirement of a
Nash equilibrium in mixed strategies to generate comparative static results about the effect of decreased
defense effectiveness that “...may at first seem to be counterintuitive” (p. 531) but which are consistent



C. Quantal Response Equilibrium

With two decisions for each player, the QRE is specified by a pair of choice
probabilities, o and o, as functions of (equilibrium) expected payoff differences, in a
manner that depends on the “precision” of choice behavior, denoted by 4>0. As precision
is increased, behavior gradually approaches fully rational best replies as choice
probabilities respond more sharply to expected payoff differences.

Formally, the Nash indifference equations that generated (1) and (2) are replaced
by QRE choice probability equations. Let Q(4) be any continuous, non-negative, and
strictly increasing quantal response function of the precision-weighted expected payoff

difference, 4, between actions a: and a. (or between d; and dz):
(3) @ = Q(A[Eq,(8) — Eq,(®]) = QULA—C+(C—D+B—A)3])

(4) 6§ = Q(AUEq4, (@) —Eq,(@)]) = QA[C-D—(C-D+B-Aa])
Q is assumed to satisfy:

iii) 31_1)1010 Q) =1, and Q(-4)=1-Q(4) forallA.

The limit condition ensures that choices are approximately deterministic for extreme
payoff differences or high precision. The second part of (iii) requires that the choice
probabilities are not biased for one attack action over the other, and (from continuity)
implies that actions are chosen with equal probability when 4 is 0. In applied work, Q is
often assumed to be a logit function, which will be used in the section on estimation.

A QRE is any pair of choice probabilities, a* and §*, that solve equations (3) and
(4). The a and ¢ probabilities on the right sides of these equations can be interpreted as
representing “beliefs” about the other’s strategy. Rational expectations requires that these
beliefs match the true equilibrium choice probabilities on the left sides of (3) and (4).

Notice that the left equation in (3) can be rewritten in terms of the inverse of Q:

with equilibrium adjustments to changed conditions. The reductions in defense effectiveness in the Powell
model are roughly analogous to the increases in attack effectiveness in the our game.



6) L9 = A—C+(C-D+B-A)5.

As precision goes to infinity, the left side of (5) approaches 0, so the equation reduces to
the standard indifference equation (1) for the Nash equilibrium defense strategy, 5*.
Similarly, (4) reduces to equation (2) for large A. Thus, the mixed Nash equilibrium is the
limiting case of QRE for any Q. Typically, different functional forms Q will provide
different QRE outcomes for finite values of A, but the key results about the effect of
changing the effectiveness of a particular attack method that are nonparametric in the

sense that these qualitative predictions of QRE hold for all Q.

QRE Predictions for Equal Absolute Changes in Attack Effectiveness Parameters

Even though equal absolute changes in the effectiveness parameters A and B will
have no effect on the Nash equilibrium a; attack probability in (2), a quick inspection of
the QRE equilibrium equations (3) and (4) indicates that equal changes in the A and B
parameters will have an unambiguous effect on QRE predictions. There is an additional
stand-alone A term on the right side of (3), which is highlighted in bold and directly
affects the expected payoff difference for the attacker. With equal changes in A and B,
this stand-alone term will generate a higher a; attack response for any given value of the
defense choice probability, 4, on the right-hand side of (3). As a result, the QRE
equilibrium ay attack rate, a, will increase when a constant is added to both A and B. This

leads to Proposition 1 proof on p.2 of online appendix).

Proposition 1. Under assumptions (i), (ii), and (iii), if the effectiveness parameters A
and B increase by equal absolute amounts to A + y and B + v, then the Nash equilibrium
probability of attack a: is unchanged, but the QRE probability o of this attack method is
increased. The QRE probability of defending against this attack (/—0) increases. This
result holds for any quantal response function, Q and for any positive precision, 4.

Proposition 1 holds under general conditions, and Figure 1 illustrates it for two of
the payoff parameter sets used in the experiment. The figure shows the graph of the logit

QRE a; attack rates as a function of A (using a log scale) for two payoff profiles, A = 2,
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B=28 C=7 D=4, (Low effectiveness) and A = 6, B =12, C =7, D = 4, (High
effectiveness with y=4). For all positive values of 1, QRE predicts the “intuitive” pattern,

with higher a; effectiveness resulting in higher a; choice frequencies.

Figure 1. Logit QRE a; Attack Probability

ald) g 7

eseee|OW

e High

0.3
0.2
0.1

0 1 2
Logit Precision In(1+A)

Note: The lines show the locus of QRE a; attack frequencies as precision increases from left to right, with
attack effectiveness reduced in equal absolute amounts from High (solid line) to Low (dotted line.)

Notice that both curves in Figure 1 converge to the same Nash equilibrium mixed
strategy of o = 0.33 as precision increases on the right side of the figure, as implied by
the theory. However, the QRE correspondence exhibits the intuitive effect for a; attack
proportions to be higher, for all values of A for the High payoffs (solid line) compared
with the Low payoffs. Furthermore, the convergence is from above for both treatments:
i.e., QRE predicts a > 0.33 for both treatments (or approximately equal to 0.33 for very

large values of /).

Figure 2 illustrates, in a different way, the equilibrium effects of equal absolute
shifts in the attack effectiveness parameters A and B, by graphing the best response
correspondences of the attacker and defender, and the analogous quantal response
functions. The figure is constructed with « on the horizontal axis and J on the vertical

axis. For the Low payoffs (A=2,B =8, C=7, D =4), the attacker is indifferent between
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the two attack methods at 0 = 0.55, and so every mixture is a best response at that point,
represented by the horizontal solid line at a height of 6 = 0.55. Similarly, the defender is
indifferent between the two defense methods (and any mixture) when the az attack is used
with probability 0.33, which results in a vertical defender best response line at that point.
The resulting best response graphs are step functions that intersect at & = 0.33 and ¢ =
0.55, the Nash equilibrium, marked by the solid diamond in the figure. Quantal response
functions are the smooth curves shown in the figure for a logit specification (A = 0.7). For
the Low payoff profile, the attacker and defender quantal responses are shown as the
curved upward sloping and downward sloping solid curves, respectively, which intersect
at the Logit QRE slightly lower and to the right of the Nash equilibrium, marked by a

solid square.

Figure 2. Effects of Equal Absolute Increases in Attack Effectiveness
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Note: The mixed Nash equilibrium points (diamonds) are at intersections of sharp best response lines
(straight or dotted). Quantal response equilibria (squares) are at intersections of the curved quantal response
lines. The increase in attack effectiveness shifts the attacker quantal response line to the right, from dashed
to dotted, which increases the predicted attack rate (square at lower right). The lower Nash equilibrium
diamond for the dotted sharp best response line, in contrast, does not shift to the right.

Next consider the effect of equal absolute increases in A and B, from 2 and 8 to 6
and 12, respectively. The defender’s quantal response function and best response curves

depend only on the difference, B—A. Therefore both are invariant to equal absolute
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changes in A and B. In contrast, we can see from equation (3) that the attacker’s quantal
response function (and best response correspondence) shifts down in response to equal
absolute increases in A and B, since « depends on A directly, as well as A—B. The shifted
quantal response function is shown in the figure by the dotted upward sloping curve. This
shift moves the QRE intersection down and to the right, as indicated by the square, so the
QRE a; attack probability o increases as a result. Notice that this effect does not depend
on the functional form of the quantal response function Q, as Proposition 1 established
that the comparative static predictions are nonparametric.

For the Nash equilibrium analysis, the increased effectiveness of a: causes the
attacker best response line to shift down (dotted horizontal line), but this does not change
the Nash equilibrium probability of a1 (marked by the diamond). This invariance is due
to the fact that the vertical solid line at & = 0.33 representing the indifference point for the
defender is unaffected by equal increases in A and B, so the Nash equilibrium value of a

is unchanged.

QRE Predictions for Equal Proportional Changes in Attack Effectiveness

As shown earlier, a proportional increase in attack effectiveness actually
decreases the Nash equilibrium probability of this attack. For very high levels of
precision, the QRE equilibrium necessarily converges to Nash equilibrium, so some QRE
predictions would share this unintuitive prediction. However, this is not the case for a
wide range of plausible lower precisions, as can be seen in Figure 3, which compares the
logit QRE attack rates as a function of A for two payoff profiles that are used in the
experiment: A=3,B=6,C=7,D =4, (low effectiveness) and A=6,B=12,C=7,D =
4, (high effectiveness). Except for very high values of A, QRE predicts the “intuitive”
pattern, with higher effectiveness resulting in higher a; attack proportions.

This effect of equal proportional changes in A and B shown for the example in
Figure 3 is a general property of any QRE (not only logit), which leads to Proposition 2
(proof on pp.2-3 of online appendix):
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Proposition 2. Under assumptions (i), (ii), and (iii), if the a1 attack effectiveness
payoffs, A and B, increase by equal proportional amounts (to zA and zB, where = >1),
then for any quantal response function Q satisfying (iii), there exists a positive precision
parameter Ao such that for 0 < A < Ao, the QRE a; attack rate with high effectiveness is
higher, while the analogous Nash attack rate is lower. Furthermore, the frequency of

defending against a; increases in « for all values of A.

Figure 3. Logit QRE a; Proportions
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Note: The lines show the QRE locus of predicted a; attack proportions as precision increases from left to
right, with attack effectiveness reduced in equal proportions from High (solid line) to Low (dotted line).

Figure 4 shows the intuition behind the much different Nash and logit QRE
predictions for changes in attacker and defender behavior resulting from an equal
proportional increase in both A and B. The change induces a leftward shift of the
downward sloping defense quantal response function (to the dark dotted curve) and a
rightward shift of the upward-sloping attacker quantal response function (to the light
dotted curve). The combined effect of both shifts is to reduce the QRE d> defense rate, J,
and increase in the QRE a; attack rate. In contrast, the Nash predictions for this treatment

change are indicated by the switch from the solid, straight-line best responses in Figure 4

14



to the dotted-line best responses, resulting in a decrease in the Nash equilibrium a; attack
rate from 0.50 to 0.33.

Figure 4. Effects of Equal Proportional Increases in A and B
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Note: The sharp lines are best responses, the curved solid lines are quantal responses for low attack
effectiveness, and the curved dotted lines are quantal responses for high attack effectiveness. The quantal
response equilibrium square shifts to the right (with higher predicted attack rates). In contrast, the Nash
equilibrium at the intersection of the sharp dotted lines shifts to the left (with lower predicted attack rates).

I11. Experimental Design and Procedures

The experimental design, summarized in Table 1 uses the three payoff functions
analyzed in the previous section. The design on the left side of the table involves equal
absolute changes in the two attack effectiveness parameters, A (against defense di1) and
B (against defense d2). The high effectiveness treatment is shown in the top row of Table
1, with a parameter set for A, B, C, D of 6, 12, 7, 4. The low absolute effectiveness
treatment (henceforth called LowADb) is shown in the bottom row on the left side, with a
reduction of both A and B by 4 in each case, i.e. from 6 and 12 to 2 and 8, respectively,
resulting in no change of the Nash equilibrium a; attack rate of 0.33. The low proportional

effectiveness treatment (henceforth called LowProp) is shown in the bottom row on the
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right side, with both A and B reduced by 50% from 6 and 12 in the top row to 3 and 6,

resulting in an increase in the Nash equilibrium a; attack rate from 0.33 to 0.50.

Table 1. Treatments, Predictions, and Data Averages for Equal Absolute or Equal
Proportional Changes in the Effectiveness of Attack ai

Equal Absolute Change Equal Proportional Change
A, B,C,D Nasha;Rate | A, B,C,D Nasha; Rate
High Effectiveness of Attacka; 6,12,7,4 0.33 6,12,7,4 0.33
Low Effectiveness of Attacka; 2, 8,7,4 0.33 3, 6,7,4 050

Note: The table lists payoff parameters A, B, C, and D for the Attacker Defender Game, along with the
Nash equilibrium a; attack rates for each of the four treatment cells. Low Effectiveness treatment in the
bottom row of the table corresponds to relatively low attacker payoffs (A and B) for attack ai, and the High
treatment in the top row corresponds to high attacker payoffs. The switch from low to high attack
effectiveness involves equal absolute changes on the left side and equal proportional changes on the right.

The experiment was conducted with payoffs (in dollars) reduced by a factor of
10, e.g. from 6 to 0.60, etc. We also added a fixed amount of 1.20 to all defender payoffs
to avoid losses. These adjustments have no effect on the Nash equilibrium predictions in
(1) and (2). We will continue to discuss the treatments in terms of integer amounts, e.g.
6, 12, 7, 4, which now refer to 10-cent payoff units.

We conducted four sessions (48 subjects) with the equal absolute change design
on the left side of Table 1, and another four sessions (48 subjects) with the equal
proportional change design on the right side. Each session consisted of 20 rounds for each
of the two attack effectiveness treatments (High and either LowAb or LowProp). Roles
stayed the same (attacker or defender) and matchings were fixed, both within each 20-
round part and across parts. Both treatment orders (Low-High and High-Low) were used,
with Low-High in half of the sessions and High-Low in the other half. Subjects were
recruited from the University of Virginia student population and were paid $6 plus all
earnings. Total earnings averaged $30 for a session that lasted about 45 minutes, which
included the reading of instructions aloud. The experiment was run with the publicly

available online Veconlab software. The game was presented with minimal context, i.e.
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with decisions labeled Top or Bottom and Left or Right. Instructions from one of the

treatments are in online appendix p.6.

IV. Results

Figure 5 shows the time series of a; attack frequency averages (&) for the first
paired treatment that changes the attack effectiveness parameters A and B by equal
absolute amounts. This change does not affect the Nash equilibrium prediction for the a;
attack rate, which is 0.33 for both treatments, as indicated by the horizontal dark line at
that level. The solid lines that connect data average points in the figure are averages for

the High treatment, and the dashed lines are for the LowAb treatment. The averages for

Figure 5. Average a: Attack Frequencies, a, by Round, with Equal Absolute Changes:
Solid Lines for HighAb (6, 12), Dashed Lines for LowAb 2, 8)

Treatment

——High (6, 12) 1st
Change gh | )

—e— High (6, 12) 2nd
--e--LowAb (2, 8) 1st
--=-10wAb (2, 8) 2nd

Nash Prediction in
» Both Treatments

40 Round Number

Note: The dashed lines connect data average dots for the LowAb treatment, and the solid lines connect data
average dots for the High treatment. The Nash equilibrium prediction is represented by the flat line at 0.33
for both treatments. Data averages conform to Nash predictions in the LowAb treatment but are
significantly higher High attack effectiveness treatment.

sessions with High in the first 20 rounds are displayed in gray, and averages for the
reverse order are displayed in black. The black dashed line on the left shows that the

observed a: frequencies center around the Nash prediction of 0.33 with low effectiveness
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for the first 20 rounds. The black solid line on the right indicates that a; attack frequencies
almost doubled in the final 20 rounds after the treatment switch for the same subjects and
the same Nash prediction. Average a; attack rates are greater in the High treatment, with
an overall average of 0.59 (for both treatment orders), than in the Low treatment, with an
overall rate of 0.33. Moreover, there are no clear sequence or trend effects.

Figure 6 shows a similar plot of a; frequencies for the case of equal proportional
changes in the A and B effectiveness parameters. The treatment change from the
LowProp treatment (3, 6) to the High treatment (6, 12) reduces the Nash equilibrium
value of a from 0.50 (horizontal line on left side of Figure 6) to 0.33 (horizontal line on
right), or vice versa for the opposite sequencing of the treatments. Data averages for the
20 rounds in the LowProp treatment are shown by a dotted line on the left side, regardless
of whether it was done first or second, and the 20 rounds of data with the High treatment
are displayed on the right. Observed a; attack frequencies increased from 0.49 to 0.63 as
A and B increase proportionally, which is the opposite of the Nash equilibrium downward
shift at the midpoint of the figure.

Figure 6. Average a: Attack Frequency by Round, with Equal Proportional Changes:
Dashed Line for LowProp (3, 6), Solid Line for High (6, 12)

1
LowProp (A=3,B=6) | High (A=6, B=12)
0.8
s
08 'r ,{‘ P\ oae
a .
04 ‘, N \.: ‘“'l |..|‘“:‘| —e&— High Data (6, 12)
. : \. - -e—-LowProp Data (3, 6)
0.2 Nash Prediction
O 1 1 1 1 1 1 1 J

40 Rounds with Treatment Change after Round 20

Note: The dashed line connects data average dots for the LowProp treatment, and the solid line connects
data average dots for the High treatment. The Nash equilibrium prediction is represented by the flat lines
that drop from 0.5 in the LowProp treatment to 0.33 for the High treatment, a predicted effect that is not
observed in the attack rate data.
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If the enhanced effectiveness of the a; attack is anticipated by the defenders, then
the incidence of the matched di defense should rise and the incidence for d2 should fall.
Table 2 shows a breakdown of the overall frequencies of both attack (a1) and defense (d2)
decisions, with a row of treatment averages in bold and a row of Nash predictions in
italics. First consider the left side of the table, for the equal absolute change. When the
A and B effectiveness parameters for attack a: increase by equal amounts in this manner,
the targeted defense d; against this attack is predicted to increase, and the propensity ¢
for the other defense ds is predicted to decline sharply from 0.56 to 0.11, as shown in the
bottom row on the left. The corresponding increase in 1-¢ is what causes the Nash
equilibrium value of a for attack a; to stay constant at 0.33, even in the presence of the
doubled effectiveness of this attack method. The data show a less dramatic decline in the
d> frequency, from 0.41 to 0.19, coupled with the a; frequency that almost doubles, from
0.33 to 0.59, which leads to our first result.

Result 1a: An equal absolute increase in effectiveness parameters for attack a; (from 2
and 8 to 6 and 12) causes a significant and large (nearly doubled) increase in the
observed frequency of this attack, despite the Nash prediction of no change.

Table 2. Treatments, Nash Predictions, and Observed Data Proportions

Equal Absolute Changes Equal Proportional Changes
Treatment Payoffs LowADb HighAb LowProp HighProp
(A, B, C, D): (2874) (6127 4) (3674) (6127 4)
Observed Attack Rate a:  0.33 0.59 0.49 0.63
Nash prediction: 0.33 0.33 0.50 0.33
Observed Defense Rate 6: 0.41 0.19 0.66 0.17
Nash prediction: 0.56 0.11 0.67 0.11

Note: The table shows attack and defense rates observed in the data for each of the four treatment
conditions, with Nash equilibrium predictions listed in the row below in each case.

Support: The observed overall treatment difference is about 26 percentage points (0.59

—0.33 = 0.26). The a: frequency increased in the High treatment for all but 6 of 24
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attacker-defender pairs, with 3 relatively small reversals and 3 ties with equal attack rates
in each treatment. Since each pair interacted with each other in all 20 rounds, we use a
matched-pairs test to calculate the proportion of permutations of treatment labels that
yield a treatment difference as great as or greater than the observed difference of 0.26.

The resulting p-value is 0.0004, so the null hypothesis of no effect is soundly rejected.

The increase in a; attack rates in the HighAb treatment is consistent with the
observation that the d: defense against this attack was observed less frequently than
predicted in the Nash equilibrium. The increase in a; attack effectiveness resulted in a
decline in the d> defense frequency from 0.41 to 0.19, which is a substantially smaller
decline than the predicted decline from 0.56 to 0.11, as shown in the bottom row of Table

2, left side. This difference is highly significant:

Result 1b: An equal absolute increase in effectiveness parameters for attack a; (from 2
and 8 to 6 and 12) results in a tendency to over-defend against the other attack a, relative

to the Nash prediction of a sharper reduction in d> defense rates.

Support: The observed overall reduction in the d> defense from 0.41 to 0.19 is about 22
percentage points, which is much less than the predicted 45 percentage point reduction
from 0.56 to 0.11. The d; frequency decreased by less than 45 points for all but 4 of 24
attacker-defender pairs, as can be verified by considering the d» defense rate changes
shown in the rows of p.5 of online appendix. This difference is significant at p < 0.002,
confirming the QRE prediction that the overall reduction in the d» defense is less than the

change in Nash frequencies of d..

Next consider the results for the equal proportional change with doubled A and B
parameters, shown on the right side of Table 2. The Nash equilibrium value of « no
longer stays the same, but rather, declines from 0.50 to 0.33. In contrast to this predicted
decline, the attack frequency o increased from 0.49 to 0.63 percent, a 14 point change,
yielding an a; attack frequency that is nearly double the Nash equilibrium frequency of
0.33. The observed 0.14 increase is significant for a 2-tailed matched pairs permutation
test (p = 0.034). This is summarized as our second result:
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Result 2a: An equal proportional increase in effectiveness parameters for attack a; (from
3 and 6 to 6 and 12) causes a significant increase in the observed frequency for this

attack, despite the Nash prediction that the frequency will decline.
The final result pertains to the defender responses:

Result 2b: An equal proportional increase in effectiveness parameters for attack a; (from
3 and 6 to 6 and 12) does not result in a clear tendency to over-defend against the other

attack a. relative to the Nash prediction.

Support: The overall observed 0.49 reduction in the average d» frequency from 0.66 to
0.17 is less than the predicted 0.56 reduction (from 0.67 to 0.11) in a Nash equilibrium.
Furthermore, the d> frequency decreased by less than the predicted 56 points for two-
thirds of the fixed attacker-defender pairs, but this is not statistically significant from one-
half using a 2-tail binomial test (p = 0.152).

Finally, note that the choice frequencies in the third column of Table 3 for both
attackers and defenders in the LowProp treatment are almost exactly equal to the Nash
predictions (and a null hypothesis of no difference cannot be rejected by standard
statistical tests). Some intuition for this result is suggested by Figure 4, where the solid
quantal response curves for the LowProp treatment intersect at a point that is close the
Nash intersection of the straight best response lines for this treatment. This suggests that
Nash predictions are not badly flawed when Nash and QRE predictions are close, but less
accurate otherwise, which leads into the next section where statistically compare the

performance of QRE and Nash equilibrium models in these games.

V. Two Model Comparisons of QRE and Nash

The first approach is to obtain a maximum likelihood estimate of the
responsiveness parameter of the logit QRE model by fitting the attack and defense
frequencies in the data, and then compare the likelihood of the fitted model with the
likelihood of the Nash equilibrium frequencies. There is a 1-1 mapping between 1 and the
profile of six QRE choice frequencies (for two player roles and three payoff treatments).
Therefore, it is straightforward to obtain a maximum likelihood estimate of A given by
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solving for the QRE choice rates at each stage of a search over a range of precision values
(Goeree et al. 2016, Ch. 6).

Our second method of model comparison is less standard in the analysis of
experimental data and more commonly used in structural estimation of game theoretic
models in empirical studies based on historical data or field observations. Such data sets
often lack direct measurements of key structural parameters of the game-theoretic model
applied to the empirical study, which in our case are the exact payoffs in the binary
conflict game matrix. Hence the empirical analysis requires estimation of these
parameters, under maintained assumptions about the equilibrium behavior of the agents.
One can conduct the same estimation procedure with experimental data by concealing
experimentally controlled parameters and treating them as if they were unknown. Merlo
and Palfrey (2018) call this method of model validation “concealed parameter recovery”
and used it to compare different behavioral models of voter turnout using experimental
data. Here we use this method by concealing the two game payoff parameters (C and D)
that are constant across our treatments and compare how well the QRE and Nash models

recover those parameters.

A. Logit QRE Estimation

The previous analysis was based on qualitative data comparisons with patterns
predicted by a Nash equilibrium or with general QRE comparative static predictions that
hold non-parametrically. In this section, we report estimation results based on the
parametric logit specification. The estimated value of the logit precision /. was
constrained to be the same for all treatments. The quantal response functions (3) and (4)

were rewritten as ratios of exponential expressions using the logit form: Q(14) =

—————, which resulted in two equations in the equilibrium attack and defense rates,
1+exp(—14)

o.and ¢, for a given logit precision A. The equilibrium values of o and ¢ for each treatment
were calculated numerically for all possible values of A. The likelihood function is
constructed as a product of each predicted choice probability (for each treatment) raised

to a power that equals the number of times that choice was observed in the data. Since
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the QRE predictions depend on the logit precision 4, the likelihood function is evaluated
for each / to determine that it is maximized at A = 0.70.3

The maximum likelihood estimate of 1 was used to construct the quantal response
curves shown earlier in Figures 2 and 4 for the paired treatment changes. In each case,
the fitted QRE choice predictions are at the intersections of the decreasing defense quantal
responses with the solid and dotted attack (increasing) quantal responses. In both cases,
the QRE intersections move to the right, correctly predicting the observed increase in the
ai attack rate after the treatment change documented in the previous section. These QRE
predictions contrast sharply with the Nash attack rate predictions (of no change for equal

absolute increases in A and B, and of a reduction for equal proportional increases).

Figure 7. Effects of Equal Absolute and Equal Proportional Increases in A and B

1
Quantal Responses and Predictions
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R Quantal Responses: A=3, B=6
© 03 eeeeeQuantal Responses: A=6, B=12
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o1 A Data Averages
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a (attack a,)

Note: The curved lines are quantal responses for the various treatments, with intersections at the squares,
which represent QRE predictions. The dark triangles are data averages that are near the QRE predictions

for each treatment.

Figure 7 shows a unified picture of QRE predictions (squares at intersections of

quantal response lines) and dark data dots that indicate the data averages for the

3 Since there is twice as much data for the A=6, B=12 treatments, we divided the data counts and number
of observations for this treatment by 2 in the likelihood function to avoid over-weighting this treatment.
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treatments (LowProp and High). The data dot in the lower right part shows the averages
for the High treatment that was run twice, once paired with the LowAb treatment and
once with the LowProp treatment. The QRE (like Nash) predictions are consistent with
the sharp reduction in the d> frequency in the High treatment, but QRE correctly accounts
for the most salient feature of the data, the increase in the a; attack frequency, which is
the opposite of the Nash prediction of a decrease (from LowProp). The QRE intuition is
that the enhanced effectiveness of the a; attack causes the attacker’s upward sloping
quantal response curves to shift to the right, as shown by the upward sloping dotted line.

Table 3 presents a numerical comparison of the treatment data averages with the
theoretical predictions. The data points in the top row, in bold, are listed as («, o) pairs
for a; and d> choice rates. The middle and bottom rows show analogous QRE and Nash
point predictions by treatment. For the equal absolute change treatments on the left side
of the table, the fitted logit QRE predictions in the middle row imply that the a; frequency
should increase from 0.36 in the LowAb treatment (A = 2, B = 8) to 0.59 in the HighAb
treatment (A = 6, B = 12). The QRE model fits the patterns of the data better than Nash,
both qualitatively and quantitatively. This strong positive treatment effect on the a; attack
rate is captured by QRE and inconsistent with the Nash prediction of no effect.
Furthermore, the QRE estimates of attack frequencies in these two treatments closely
track the observed frequencies in the data (0.33 and 0.59).

Table 3. Data, Nash, and Logit QRE: (a, d)

Equal Absolute Change Equal Proportional Change
Treatment Condition:  LowAb HighAb LowProp HighProp
Data Averages (0.33,0.41) (0.59,0.19) (0.49, 0.66) (0.63,0.17)
Logit QRE forA=0.7 (0.36,0.46) (0.59,0.17) (0.41, 0.58) (0.59,0.17)
Nash Equilibrium (0.33,0.56) (0.33,0.11) (0.50, 0.67) (0.33,0.11)

Note: The top row shows data averages (attack rate o, defense rate d) for each of the four treatments. These
data averages are closely approximated by the quantal response equilibrium predictions in the second row.
In contrast, the bottom row Nash attack predictions of 0.33 for the high attack effectiveness columns are
much lower than the data averages of 0.59 and 0.63 shown at the top of the second and fourth columns.
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The same observation holds for equal proportional increases in a; attack
effectiveness (the LowProp to HighProp change in the right two columns of Table 4),
where the estimated QRE predictions of a; attack frequencies, 0.41 and 0.59 (middle
row), closely track the observed increase from 0.49 to 0.63 (top row), in stark contrast to
the Nash prediction of a decline from 0.50 to 0.33 (bottom row).

Table 3 also displays the data, Nash predictions, and QRE estimates for 4, the dz
defense frequency, shown as the second number in each pair. While Nash and QRE both
make the same qualitative prediction that d» defense frequencies will fall in the HighAb
and HighProp treatments than in the Low treatments, the observed declines in the d»
defense data (top row) are smaller in magnitude than the declines that the Nash model

predicts (bottom row), and this dampening is reflected in the QRE estimates (middle row).

B. Concealed Payoff Parameter Estimation

The method used above for logit QRE estimation and comparison with Nash
equilibrium was only possible because, in a laboratory setting, the payoff parameters of
the games are known, fixed numbers. This contrasts with structural estimation methods
used in applied field settings. In the analysis of auction data, for example, the payoff
parameters like prize values are unknown to the econometrician and need to be estimated.

In this subsection, we follow this traditional field-data approach by ignoring the
fact that the payoff parameters in the experiment are known, and instead blinding
ourselves to the two parameters that are common to all treatments (C=7 and D=4). Then
we estimate those parameters for both QRE and Nash equilibrium models. Since the true
values of the estimated parameters are known with certainty, a simple statistical test can
determine whether the concealed parameters are accurately recovered by the estimation
for each of the two models.

We use maximum likelihood to estimate C and D using the logit QRE model with
J fixed at 0.7 and compare this to the maximum likelihood estimates of these two
parameters using the Nash mixed strategy equilibrium model. The QRE estimates are

Core = 7.1 and Dyge = 3.7 (third row of Table 5) and the Nash estimates are  Cy s, =
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7.6 and Dy,s, = 3.1 (bottom row). For each model, we conduct a likelihood ratio test
with C=7 and D=4 as the null hypothesis to see if the models successfully recover the
true experimentally controlled parameters.

The other parameters in the game, A and B, vary across the three treatments, and
Both QRE and Nash models are

identified because we have three different (A, B) pairs in our treatment, each of which

are treated as known parameters in the estimation.

generates different QRE and Nash equilibrium strategy profiles for all values of C and D

that satisfy inequalities (i) and (ii) in section II.

Table 4. Concealed Parameter Estimation (a1 Attack Rate, d> Defense Rate)

LowAb High LowProp —logLd

Attack and Defense Data: (0.33,0.41) (0.61,0.18) (0.49,0.66)

QRE estimates:

A=07 C=7, D=4 (0.36,0.46) (0.59,0.17) (0.41,0.58) 1832.675
A=07 C=71 D=37 (0.38,0.47) (0.60,0.18) (0.45,0.59) 1830.374
Nash estimates:

C=7, D=4 (0.33,0.56) (0.33,0.11) (0.50,0.67) 1924.214
C=76D=31 (0.43,0.53) (0.43,0.15) (0.60,0.61) 1889.242

Note: This table shows estimates of the C and D payoff parameters of the game, which were known by the
experimenter but “concealed” in the estimation. The resulting estimates for the QRE specification (C = 7.1,
D = 3.7) in the left column are significantly closer to the known values of 7 and 4 than the corresponding
estimates using the Nash equilibrium specification.

The choice frequencies implied by parameter estimates are shown in the middle
columns of Table 4, and the last column shows the log likelihood values. We conduct a
likelihood ratio test for both the QRE and the Nash models, with C=7 and D=4 as the null
hypothesis, where the test statistic (twice the likelihood ratio) is chi-square distributed

with two degrees of freedom. The QRE estimates of ¢ =7.1and D =3.7 are not

significantly different from the true values (7, 4) at the 5% significance level (x2=4.602,

p>0.095). For the Nash model, we obtain an estimate of ¢ = 7.6, D = 3.1, which are
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significantly different from (7, 4) at the 1% level (x2=69.94, p<0.001). The bottom line

is that the QRE model successfully recovers the concealed parameters, C and D, while
the Nash model does not.*

The difference between the success of the two models in recovering the payoff
parameters is also reflected in the difference between the constrained and unconstrained
estimates of the mixed strategy attack and defend frequencies in the three treatments. The
average difference in the estimate for the attack rate o is 0.10 for the Nash model and 0.02
for the QRE model, while the average difference in the defense rate J estimate is 0.04 for
the Nash model and 0.01 for the QRE model.

V1. Related Applied and Empirical Studies

Our binary attacker-defender study can provide insights that may enhance an
understanding of behavior in more complex naturally occurring conflict settings. To
illustrate this, we discuss two specific applications. The first is an empirical study of
rebel attacks on oil infrastructure facilities in African countries (Blair et al. 2022),
modeled as a simultaneous-move game between an attacker (“rebel”) and defender
(“government”) that has similar strategic incentives as our game. There are N > 2 possible
oil infrastructure targets, with location 1 being a high-value critical facility (e.g. a
refinery) and the other locations arrayed along a pipeline supply chain. The rebels choose
a location to attack and the government chooses a location to defend. If the attacked
location is defended, the attack is blocked, resulting in no gain for the attacker and no
loss for the defender. If an attacked non-critical location is undefended, the attack is
successful, resulting in a loss of (v + k) for the government and a gain of vr for the rebel
group, where k represents a government repair cost, and v and Vg represent the direct
monetary loss to the government and the rebel gain, respectively. The analogous

government and rebel payoffs from a successful attack at the critical infrastructure

4 Alternatively, one could estimate the QRE model with three free parameters, 4, C, and D, instead of fixing
the precision at 0.7. In this case, the estimated precision is 4 = 0.75 and the hidden parameter estimates are
essentially unchanged (C = 7.2, D = 3.7) from the estimates of € and D in row 3 of the table.
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location are —0(ve + k) and Ovr respectively. The parameter 6 >1 scales how much
greater is the value of the critical location to both sides.

The case of N = 2 locations reduces to a game similar to our 2x2 binary conflict
game, with the payoffs shown in the table below, where a denotes the probability of

attacking location 1 and ¢ denotes the probability of defending location 2.

Two-Location Point of Attack Game
(adapted from Blair et al. 2022)

ar (o) a (1-a)
di (1-9) 0, 0 | —(vetk), VR
d2 (3) —0(ve+k), Ovr 0, 0

The mixed Nash equilibriumis § = a = ﬁ. Since 6> 1, the rebel group is more likely

to attack at location 2, despite its lower value, whereas the government is more likely to
defend the critical infrastructure at location 1.° As in our model, these equilibrium
conditions have comparative statics implications about how attacker and defender
behavior changes with the underlying payoffs. For example, an increase in the world price
of oil increases the scale parameter 6, which is similar to a proportional increase in ai
attack effectiveness in our model. This scale increase is predicted, counter to naive
intuition, to result in fewer attacks on critical location 1. On the other hand, an increase
in repair costs, k, has no effect on equilibrium attack frequencies, parallel to the non-
effect of absolute attack effectiveness changes in the Nash equilibrium of our model.
These and other qualitative predictions are derived by Blair et al. (2022) for the
more general model with more than one non-critical pipeline location. The authors use
geo-spatial data for insurgent attacks in selected African countries to analyze the pattern
of attack rates. The resulting estimates conform to the qualitative prediction that rebels

5 Thus the model predicts a misalignment between attack and defense “profiles.” See also Holt, et al. (2016)
for a study of “misaligned profiling” in an airport security context, where defenders tend to target
potentially effective attackers (young, single, athletic, international), whereas the attackers often rely on
those who do not fit those profiles.
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tend to focus their attacks on the less critical pipelines, and rebel groups randomize where
they strike.

While those findings are in line with the game theoretic models, the reduced-form
methodological approach differs from the structural approach taken in our paper. This
limits the ability to directly test with their methods whether their data on infrastructure
attacks is better explained by Nash equilibrium or quantal response equilibrium. Ideally,
in order to make such a comparison one would have to structurally estimate the driving
payoff parameters of the underlying game in a similar way as we did in section V.B, albeit
with unknown “true” payoff parameters. But this seems impractical or very difficult to
do without additional strong assumptions (or more granular data) about heterogeneity
across terrorist groups and across targets, and such analysis would not have luxury of
comparing estimated payoff parameters with known “true” payoff parameters.

This application illustrates in a couple of ways how laboratory experiments have
a useful complementary role to empirical field studies. The most obvious is the ability to
directly control (and thereby observe without error) variables that are difficult or
impossible to measure in the field, and to reduce or eliminate confounding factors such
as heterogeneity across targets or insurgent groups. This greater control in the laboratory
makes the application of structural estimation methods to the data for the evaluation of
alternative theoretical models a straightforward exercise, in contrast the challenges of a
structural approach to the Blair et al. (2022) data. A controlled experiment also has the
advantage of being able to precisely manipulate the variables in the model to test
comparative static predictions, for example by altering factors like a safe escape route
that only changes the attacker’s payoffs, and hence, that would only affect defender
choice probabilities in a mixed-strategy Nash equilibrium.

A second illustration of how laboratory experiments can complement applied
studies is the design of defense strategies. The focus here is on defending against terrorist
attacks or smuggling incursions at a major airport with multiple entrances that can be
reinforced with mobile patrols (Yang et al., 2013). The authors consider the problem of

designing an optimal strategy for positioning 3 defense assets at a subset of the 8 gates of
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the Los Angeles International Airport (LAX). The objective is to position the assets to
minimize the expected number of successful incursions. The defender (TSA) is modeled
as a perfectly rational actor. But recognizing that human attackers may not be perfectly
rational, the authors use a logit precision (Z = 0.76) taken from a previously published
study to construct a predicted quantal response attack strategy at LAX that is imperfectly
responsive to differences in attacker expected payoffs for each gate target.

The authors evaluated the effectiveness of the BRQR defense strategy (defender
best response to attacker quantal response) and compared it to other strategies based on
different behavioral assumptions about the attacker, using 40 financially-motivated
human subjects who played the attacker role in an Amazon Turk experiment. In most
cases, the quantal-response-based (BRQR) defense was the most effective of these
behavioral models in terms of preventing successful attacks by the human subjects (Yang
et al., 2013, Figure 4). This application shows how quantal response equilibrium theory
combined with laboratory experiments can be usefully applied to design optimal defense

strategies in security applications.

VII. Conclusions

The experiment reported here was motivated in three ways. First, the games we
consider capture some of the key strategic elements of bilateral conflict, a classic and
important problem that arises in several areas of political science. Second, the workhorse
theoretical paradigm for studying these models, the Nash equilibrium, provides
unintuitive predictions about how behavior responds to changes in underlying payoffs in
the game. Third, quantal response equilibrium, which modifies the Nash equilibrium by
injecting payoff-responsive errors into choice behavior, yields more intuitive predictions
about the effects of such changes. In particular, the effect of this behavioral noise is that
defenders respond only partially to the increased effectiveness of an attack method. This
partial responsiveness for defenders tends to reinforce the incentive for attackers to
increase use of the attack method with enhanced effectiveness, resulting in intuitive attack

patterns that differ from Nash predictions.
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The laboratory experiment implements two distinct changes in the effectiveness
of one of the attacker’s two strategies, using equal absolute or equal proportional
increases in the effectiveness of that strategy. In the first case, Nash equilibrium predicts
no change of attacker behavior. In the second case, Nash equilibrium predicts that the
improved strategy is used less often. Both predictions are sharply contradicted by the
observed increase in a; attack rates following a switch from low to high effectiveness for
that action. In contrast, the observed data patterns are consistent with QRE.

One might wonder whether it would have been possible to explain any data pattern
with this model, but this is not the case. The discipline that ensures the empirical content
for QRE in our setup derives from the requirement that the quantal response function in
equations (3) and (4) are smooth and payoff responsive, in the sense that action choice
probabilities are ordered by equilibrium expected payoffs. Better actions are chosen more
often that worse actions. The results are nonparametric: they do not depend on the
functional form of the quantal response functions, only its ordinal properties.

The use of Nash equilibrium is the standard approach for the structural estimation of
game-theoretic models using naturally occurring data that arise in applied microeconomics.
Similarly, the Nash paradigm is used in political science for empirical analysis in a wide
range of substantively important areas: legislative organization (Diermeier et al. 2003,
Diermeier et al. 2005); judicial behavior (laryczower and Shum 2012); crisis bargaining in
international conflicts (Crisman-Cox and Gibilisco 2018, Lewis and Schultz 2003,
Signorino 1999, 2003); the causes of civil war (Gibilisco and Montero forthcoming); and
committee decision making (Lopez-Moctezuma 2019). As some of those studies have
shown, QRE is a feasible and useful alternative to Nash equilibrium as a theoretical
foundation for structural modeling. Our experimental findings suggest that in some
empirical applications, when facing a choice between using Nash equilibrium and QRE, the
latter approach (if feasible) might be the better choice. The findings suggest a similar
message for formal theorists who develop game-theoretic models to study problems of
conflict, agency, legislative behavior, voting and other political science applications.
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Propositions 1 and 2 illustrate the fact that QRE analysis can be a tractable and relatively
straightforward alternative to Nash equilibrium.

As a relatively novel methodological contribution, this paper used concealed
parameter recovery as a method of validation of the Nash and QRE models. This method
is closely related to such structural empirical studies, and our analysis demonstrates how
this technique can be applied to experimental data. Structural payoff parameters that are
experimentally controlled and known to the experimenter and the subjects are treated as
unobserved (“concealed”), are estimated (“recovered”) from the observed choices, and
are compared to the true values of those parameters. We find that QRE provides accurate

parameter recovery, while estimation based on the Nash equilibrium model fails.
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A. Proofs of Propositions

Proposition 1. Under assumptions (1), (ii), and (iii), if the effectiveness parameters A and B
increase by equal absolute amounts to A + vy and B + v, then the Nash equilibrium probability of
attack ay is unchanged, but the QRE probability o of this attack method is increased. The QRE
probability of defending against this attack (1—0) increases. This result holds for any quantal
response function, Q and for any positive precision, A.

Proof. The comparative statics prediction for the effect of equal absolute shifts in 4 and B by the
same amount y can be derived by totally differentiating (3) and (4) with respect to y under the
condition that dA/dy = dB/dy = 1, so there is no effect on the (B—A) terms in these equations.

The result of this differentiation is a pair of equations in da/dy and dd/dy:

da ’ dA ’ dsé

(Al) d_Y = AQ ()d_y+ AQ ()[C —D+B _A]d_y and
asé , da
d_y:_/lQ ()[C_D+B_A]d—y

Then substituting the do/dy expression on the right into the first equation in (A1) and using the
fact that d4/dy = 1, one obtains:
da Q' ()

(A2) @y~ 1+Q'0OQ OR[C-D+B-AP? >0

The ratio in (A2) is positive since the Q'(+) derivatives are positive, even though the arguments
of these functions (not shown) are different. This implies that an equal absolute increase in the 4
and B parameters will increase the QRE a; attack probability, and vice versa, for any quantal

response function Q. The second equation in (A1) then implies that Z—j < 0, so the (1-9)

probability of defending against attack a1 increases.m

Proposition 2. Under assumptions (1), (ii), and (iii), if the a1 attack effectiveness payoffs, A and
B, increase by equal proportional amounts (to tA and nB, where & >1), then for any quantal
response function Q satisfying (iii), there exists a positive precision parameter Ao such that for 0
<A < Ao, the QRE ai attack rate with high effectiveness is higher, while the analogous Nash
attack rate is lower. Furthermore, the frequency of defending against a; increases in 7 for all
values of .

Proof. Replace A and B with 74 and 7B, respectively, in equations (3) and (4). Denoting x = C—
D +r(B—A), equations (3) and (4) reduce to:

a=QUmA—-C+x6]) and & =Q([C—D —xa))

Since the derivative of x with respect to 7 is B—A4, the total derivative of the QRE conditions with
respect to x are:

da

an

(A3) =2Q'Oa+8B - +x 2| and



D = 2O | - a) + 22
.= O al x|

These 2 equations can be solved for the two comparative statics derivative, and hence:

as 50y a(B-A)+xAQ' ()[A+8(B-A)]
(A4) dmr AQ () 1+22Q' ()Q' ()x2

) ) ds ) " )
Since Q' > 0, it follows that — < 0, as stated in the proposition. The only negative term on the
. prop y neg

righthand side of the equation for Z—Z in (A3) is %, which vanishes for small A, and hence Z—Z >

0. It is easily verified that the effect on the Nash equilibrium goes in the opposite direction. m



B. Supplemental Data Appendix

Average Attack and Defense Rates for Equal Absolute Increases in Attack Effectiveness

Treatment: A=2, B=8 A=2, B=8 A=6. B=12 A=6, B=12 change in
Sessionand  al d2 al d2 change in d2 rate
Attacker ID  attack rate defend rate attack rate defend rate  d2 rate >-0.45
prqr2 ID7 0.2 0 0.7 0.25 0.25 1
prqr2 ID8 0.15 0.6 1 0 -0.6 0
prqr2 ID9 0.55 0.45 0.25 0.1 -0.35 1
prqr2 ID10 0.1 0.65 0.1 0.75 0.1 1
prqr2 ID11 0.3 0.2 0.45 0.3 0.1 1
prqr2 ID12 0 0 0.45 0.2 0.2 1
prqrd ID7 0.45 0.5 0.6 0.3 -0.2 1
prqr4 ID8 0.35 0.55 0.95 0 -0.55 0
prqr4 ID9 0.4 0.45 0.4 0.15 -0.3 1
prqr4 ID10  0.55 0.6 0.95 0 -0.6 0
prqrd ID11  0.55 0.4 0.3 0.25 -0.15 1
prqr4 ID12  0.45 0.35 0.6 0.3 -0.05 1
prgsl ID6 0.15 0.4 1 0 -0.4 1
prgsl ID7 0.4 0.45 0.65 0.1 -0.35 1
prgsl ID8 0.35 0.3 0.6 0.15 -0.15 1
prgsl ID9 0.45 0.3 0.6 0.3 0 1
prgsl ID10 0.1 0.65 0.1 0.6 -0.05 1
prqs3 IDS8 0.4 0.05 0.95 0 -0.05 1
prqs3 ID9 0.35 0.45 0.6 0.15 -0.3 1
prgs3 ID10 0.3 0.45 0.5 0.1 -0.35 1
prgs3 ID11 0.4 0.45 0.3 0.15 -0.3 1
prqs3 ID12 0.3 0.65 0.65 0.2 -0.45 0
prgs3 ID13 0.2 0.35 0.95 0 -0.35 1
prgs3 ID14  0.45 0.6 0.55 0.2 -0.4 1
Average 0.3292 0.4104 0.5917 0.1896

Notes: Treatment parameters 4 and B refer to attacker payoffs in Table 1 when the attacker (column
player) chooses decision al (left column). The low payoff treatment (4=2, B=8) occurred in the first 20
rounds in sessions prqr2 and prqgr4, and in the final 20 rounds in sessions prgs! and prgs3. The rows
show 20-period average decision rates for each 20-period block for each attacker ID of each session show
on the left. Pairings were fixed in all periods, so there is one defender matched with each attacker ID.

The variable definitions are:
al attack rate = proportion of al (left column) attack decisions for the attacker ID in that row
d2 defend rate = proportion of @2 (bottom row of Table 1) decisions for the matched defender

change in d2 rate >=-0.45 = Boolean variable, 1 if the d2 rate fell by less than the -0.45 Nash prediction



Average Attack and Defense Rates for Equal Proportional Increases in Attack

Effectiveness
Treatment:  A=3, B=6 A=3,B=6 A=6. B=12 A=6, B=12 change in
Session and change in d2 rate
Attacker ID  attack rate defend rate attack rate defend rate  d2 rate >—-0.56
prqu2 ID7 0.4 0.5 0.75 0.3 -0.2 0
prqu2 ID8 0.1 0.85 1 0.1 -0.75 1
prqu2 ID9 0.75 0.85 0.65 0.35 -0.5 0
prqu2 ID10 0.5 0.8 0.35 0.05 -0.75 1
prqu2 ID11 0.55 0.8 0.5 0.4 -0.4 0
prqu2 ID12 0.2 0.75 0.7 0.3 -0.45 0
prqué ID7 0.5 0.55 0.65 0.2 -0.35 0
prqué ID8 0.45 0.55 0.4 0.15 -0.4 0
prqué ID9 0.45 0.85 0.5 0.2 -0.65 1
prqué ID10 0.45 0.45 0.3 0.2 -0.25 0
prqu4 ID11 0.15 0.8 0.7 0.1 -0.7 1
prqué ID12 0.55 0.45 0.6 0.25 -0.2 0
prqus ID7 0.5 0.7 0.9 0.15 -0.55 0
prqus ID8 0.4 0.55 0.6 0.4 -0.15 0
prqu5 ID9 0.65 0.65 0.7 0.1 -0.55 0
prqus ID10 0.75 0.7 0.65 0.05 -0.65 1
prqus ID11 0.6 0.65 0.4 0.2 -0.45 0
prqus ID12 0.4 0.75 0.75 0.15 -0.6 1
prqué ID7 0.55 0.85 1 0.05 -0.8 1
prqué6 ID8 0.55 0.45 0.85 0.2 -0.25 0
prqué ID9 0.65 0.45 0.55 0 -0.45 0
prqué ID10 0.65 0.6 0.6 0.1 -0.5 0
prqué6 ID11 0.55 0.75 0.2 0.1 -0.65 1
prqué ID12 0.45 0.55 0.7 0.05 -0.5 0
Average 0.4896 0.6604 0.6250 0.1729

Notes: Treatment parameters 4 and B refer to attacker payoffs in Table 1 when the attacker (column
player) chooses decision al (left column). The low payoff treatment (4=3, B=6) occurred in the first 20
rounds in sessions prqu4 and prqu6, and in the final 20 rounds in sessions prgu2 and prqu5. The rows
show 20-period average decision rates for each 20-period block for each attacker ID of each session show
on the left. Pairings were fixed in all periods, so there is one defender matched with each attacker ID.
The variable definitions are:
al attack rate = proportion of a1 (left column) attack decisions for the attacker ID in that row

d2 defend rate = proportion of @2 (bottom row of Table 1) decisions for the matched defender

change in 42 rate >=-0.56 = Boolean variable, 1 if the d2 rate fell by less than the -0.56 Nash prediction



C. Instructions Appendix

Rounds and Matchings: The experiment consists of a number of rounds. Note: You will be
matched with the same person in all rounds.

Interdependence: Your earnings are determined by the decisions that you and the other person
make.

Roles: In each pair of people, one person will be designated as the "row" player and the other
will be the "column" player. You will be a column player (or) row player in all rounds.

Continue with Instructions

The column player will press either the Left or the Right button. The row player will

choose Top or Bottom. These choices determine which part of the matrix is relevant (Top Left,
Top Right, Bottom Left, Bottom Right). In each cell, the row player's payoff is shown in blue
and the column player's payoff is shown in red.

Payoff Matrix (Row, Column)
Left Right

Top  $0.80, $0.40 $0.40, $0.80

Bottom $0.50, $0.70 $1.00, $0.20

o Ifyou are a row player, your decision buttons will be on the left side of the payoff table,
and if you are a column player, your decision buttons will be above the table.

Continue with Instructions

e Matchings: Please remember that you will be matched with the same person in all
rounds.

o Earnings: Your earnings are determined by the choices that you and the other person
make in the round. You begin with a fixed payment of $0, and earnings will be added to
this amount (losses, if the game has negative payoffs, will be subtracted). Your total
earnings will be displayed in a cumulative earnings column on the page that follows.

e Rounds: There will be 20 rounds in this part of the experiment, and you are matched
with the same person in all rounds.



