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Abstract— We study network error correction with unequal In this paper, we consider network error correction with
link capacities. Previous results on network error correction ynequal link capacities. For any link in the network
assume unit link capacities. We consider network error cor- with capacityr, » symbols can be transmitted dn If an
rection codes that can correct arbitrary errors occurring on ; L
up to z links. We find the capacity of a network consisting of adversgry controls th's_“nk' some or all of the symbols
parallel links, and a generalized Singleton outer bound for any transmitted across the link may be corrupted. We therefore
arbitrary network. We show by example that linear coding is  define az-error link- correcting code to be a code that can
insufficient for achieving capacity in general. In our example, recover the source message at all sink nodes if there are at
the capacity is 50% greater than the linear coding capacity st , adversarial links in the network. In Section 1, we

and we achieve using a nonlinear error detection strategy. We . .
also present a method for finding an upper bound on the study a two-node network with parallel channels of varying

linear Coding Capacity for arbitrary network. We show that CapaCitieS. When th|S network COI’]SiStS[ﬁﬂinkS Of arbitrary
even for a single source and single sink network, it may be capacity and there are at mostdversarial links, we show

necessary for intermediate nodes to do coding, nonlinear error  that the capacity of the network is the sum of t#é — 2z)
detection or error correction. This is unlike the equal link smallest link capacities.

capacity case, where coding only at the source and forwarding -
at intermediate nodes suffices for a single source and sink In Section IV, we extend the parallel channel result to

network. We conjecture that the generalized Singleton outer Obtain a generalized Singleton outer bound that applietl to a

bound is not achievable in general. network scenarios. In this case, we prove the insufficiency
of linear network codes to achieve the capacity in general.
. INTRODUCTION The proof uses an example for which we can show that

o the capacity is 50% greater than the linear coding capacity
Recently, Yeung and Cai introduced the network erroryng e achieve using nonlinear error detection strategy. We
correction problem [1], [2]. They generalized the Hammingeneralize our proof and present a method for finding an
bound, the Singleton bound, and the Gilbert-Varshamo\pner hound on the linear coding capacity for arbitrary
bound from classical error correction coding to networkanvork. In Section V, we show that even for a single
coding. In [3], Zhang introduced the concept of minimumyq,,rce and single sink network, it may be necessary for
rank for linear network codes, which plays a similar rol§nermediate nodes to do coding, nonlinear error detection
in classical error-correcting codes. In [4], [5], the aut0 o error correction. This is unlike the equal link capacity
presented a reflned_ version of the Singleton bound flase, where coding only at the source and forwarding at
network error correction. intermediate nodes suffices for a single source and sink
In all previous works on network error correction, thenetwork. We conjecture that the generalized Singletonroute
authors assume unit link capacity. therror-correcting code pound is not achievable in general. We provide an example

is defined as follows: if the total number of links in theyjth some intuition. Section VI concludes this paper and
network that may be corrupted by errors is at mosthen  proposes future works.

the source message can be recovered by all sink nodes. In

this scenario, the tightness of the Singleton bound is ghove [l. PRELIMINARIES

and linear network error-correcting codes are optimal & th \we consider an acyclic communication netwogk =

sense oft-error-correction [2, Theorem 4]. The capacity iS(y, £). Source node € V transmits information to the sink

¢ —2t, whereC is the min-cut of the network. nodesu € U. We user(a, b) to denote the capacity of edge
In the error-free case, any link with capacity can (q,b) € £. We assume that the code alphabiis equal to

be represented by edges of capacity one without loss of G(¢) for some prime powey. We regard an error vector

generality. However, in the case with errors, there is a losf each link! € £ as set ofr(l) symbols in code alphabet

of generality in assuming that errors occur independently oy, with the outputy; of link [ equals the modulg sum of

the unit capacity edges. the inputz; to link I and the error; applied to linkl. We
say thatr error links occur in the network i&; # 0 on 7
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As in [1], [2], we consider any linear coded multi-
cast (LCM) V that assigns a linear subspadg(a) to $
each nodea € V and a set ofr(l) column vectors X
{wT()1,v7(1)2,..,v"(I)ry} to each linkl € & in the
network. Denote byG, the matrix whose columns are
the vectors assigned to the input links of node For
any LCM V, there exists a set of(l) column vectors
{7 (D)1, (D)2, -, " (1)r@y} such thatv™(1); = Guc(1);.
Then we can define a linear network codébased on any
LCM V as in [1]. Let

di(w) = {{w, v (1)) : 1 < i <r(1)}

denote the error-free output of lirlkwhen the network input

is w. We again use vectot; to denote the errors on link
lande = (¢ : I € &) to denote the entire network error.
If an error vectore occurs, its components are added to the
link inputs according to the coding order. Then the output
of a link [ is a function of both the network input and Fig. 1. Two-node networks with K parallel links : there aré; links of
the error vector. We denote that output by (w, e). With  capacitye; connectings andu (¢1 < ¢z < .. < cm).

this notation, a sink node cannot distinguish between the

case wheray is the network input and errar occurs and

the case where/’ is the network input and errar’ occurs  Ill. TWO-NODE NETWORK WITH PARALLEL CHANNELS
if and only if

h

In this section, we consider a two-node netwdrkwith
(hi(w,e) : 1Ty (u) = (h(w,e): 1eTy(u), (1) K para_llel !inks between th(_a single sours_eand sinku, as
shown in Fig. 1. There ark; links of capacityc; connecting
whereI'| (a) = {(c,a) : (¢,;a) € £} andT'_(a) = {(a,b) : sandu (c; < c2 < ... < ¢,). We define the min-cut as
(a,b) € £} denote the sets of incoming and outgoing edgethe sum of link capacities, i.en = 31" ¢;k;. Under the
of nodeq, respectively. LefV(e) = |[{l € £ : ¢; # 0}| denote assumption that there are at masadversarial links in this
the number of links in which an error occurs. We say that angetwork, we derive the capacity of the network.
pair of input vectorsw andw’ are z links separable at sink  Theorem 1:The capacityC' is equal to the sum ok —2z
nodeu if (1) does not hold for any pair of error vectaraand  smallest link capacities.
e’ such thatN(e) < z and N(e') < z. Lemma 1 in [2] for Proof:  First we show thatC' is achievable. We
the network with unit link capacity can be directly extendediecompose? into m subnetworks(G1, ..., G,,) where G;
to the following lemma for the network with arbitrary link consists OfZ;L k; links of capacityc; — ¢;_1, as shown in

capacity. Fig. 2. o = 0). Each ofG; contains at most adversarial
Lemma 1:For all I € &, all network inputsw and w’, links. SinceG; consists of equal capacity links, we can apply
error vectorse ande’, andp € GF(q), the achievability result in [2, Theorem 4]. Suppose that
wl(w + w/7e + 6/) = 1/11(71)73) +¢l(wl7e/) kp + kp+1 +..+ km 2 2z > kp+1 + ..+ km
and for somel < p < m.
Y1 (pw) = py(w). Then, for sufficiently large;, the achievable capacity'
From Lemma 1, for this network is
Yi(w, €) = Pi(w,0) + ¢y (0, €) = gr(w) + Oi(e). ” m
In other wordsy); (w, e) can be written as the sum of a linear Z(Ci — ¢i—1) max(0, Z ki —2z)
function of w and a linear function oé. =1 J=i
Let (A4, B) be a partition ofV, and define the cut for the B u -
partition (A, B) by - Zl(ci - ci‘l)(z ki — 22)
1= =1
cut(A,B) = {(a,b) € E:a € Abe B} p—1
. _ = Zciki—ﬁ—cp(k:p—l—..—i—km—Qz)
The quantitym(A) = 3_, ;)ecut(a,5) (@, b) is called the i1
volume ofcut(A, B). cut(A, B) is called a cut between two = C.

nodese andb if « € A andb € B. Let CS(a,b) denote
the set of cuts betweem and b and letc(a,b) denote the
minimum volume of a cut betweesn andb. As shown above( is achievable.
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Fig. 2.  We decomposé' into m subnetwork G, ..., Gm) WhereG; consists on;":i k; links of capacitye; — ¢;—1.
Now we show the converse. We u&eto denote the source IV. INSUFFICIENCY OF LINEAR NETWORK CODE

alphabet. If there exists-error links-correcting code on the

two-node networkG with source alphabet’, then Here we first extend the converse part of the two-node

network result to obtain a generalized Singleton bound that
applies to all network scenarios. We show by example that
linear coding is insufficient for achieving capacity in geale

In our example, the capacity is 50% greater than the linear
coding capacity and we achieve using a nonlinear error
K detection strategy. We generalize our proof and present a
gtrategy that gives an upper bound on the linear coding
capacity for arbitrary network.

log |X] < C -logg.

We assume that link€ = {ly,..,lx} are indexed in
increasing order, i.es;(l1) < ... <r(lg).

Let {¢; : | € £} be az-error link-correcting networ
code transmitting an information from source with alphab
Z. ¢;(x) denotes the error-free output of inputon link
I. Now we assume thatt'| > ¢ and will show that this
leads to a contradiction. We us&z) = (¢y, (z), .., ¢1,. (2))
to denote the error free output of the network with input ~ On an acyclic directed grapé we can define a coding
From the definitionC' is the sum of thg X' — 2z) smallest order such that lower-indexed arcs are upstream of higher-
capacities of links in the network, i.e(; = Zi:fz r(l;). indexed arcs. We regard the errors in the network as being
From our assumptionX| > ¢, there exist two distinct injected by a jammer according to the coding order, as in
symbolsz, 2’ € X suchthaty;, (v) = ¢, (") Vi=1,.., K— [1].

A. Generalized Singleton bound

2z. So we can write For a cut@ € cut(s,u), let K(Q) denote the number of
links in Q.
O(x) = {Y1, s YK —22, U1 oy Uz, W, oy W Lemma 2: Consider anyz-error correcting network code
{1, : l; € E,1 < i< K} with source alphabeX. Consider
O(z") = {1, -, Yk —22, U, .., ul, wy, ., wl b any setS consisting of2z links on a source-sink cu® such

that none of the remaining links o are downstream of
We can construct-error links that change®(x) to the value any link in S. Let M be the total capacity of the remaining
Y1y YK —22, U}, vl wy, .., w, } as follows. We apply an links. Then
error of value ¢, — u;) mod ¢ on links {x_o,4; for 1 < log | X| < M -logg.
1 < z. Since this does not change the output value of other
K — z links, we obtain{yi, .., yx—2., u}, .., u,, wy, .., w, }.

For the source symbal’, we can follow a similar procedure Proof: We assume thatX| > ¢™, and show that this
to constructz error links that change the value 6¥(z’) leads to a contradiction.

to {y1,., Yk 22, Uy, ., ul, wi, .., w, }. Thus, sink nodeu For brevity, let @ = {l,..lg} where S =
cannot reliably distinguish between the source symbahd  {i,()_2.11,...lk(g)} and links in S are in the coding
', which gives a contradiction. B order of the given network code. Sing&| > ¢, from the

Theorem 1 gives us the capacity of any two-node networttefinition of M, there exist two distinct symbols, 2’ € X
with parallel links of varying capacities. such thaty; (z) = ¢;, (=) Vi = 1,.., K(Q) — 22. So we can



write
O(x) = {y17 YK (Q)—22, ULy -y Uz, W, "7wz}7
O(‘r/) = {yla YK (Q)—22> u/la "au/z?wllv L) w/z}

We will show that it is possible for the jammer to produce
exactly the same outputs at all the channelg)ornhen errors
are occurred at most links on Q.

Assume the input of network is. The jammer will inject
errors onz links i (Q)—2.41; - [k (@)—- IN this order as
follows. First the jammer applies an error on likg)—2.11
to change the output fronx; to «). Then the output of
links (Ix(@)—2:+2, - k(@) may be affected, but not the
outputs of links(ly, .., [ (Q)—2-)- Letu;(j) andw;(j) denote
the outputs of linkd i () 2.4 andix(q)—.+4, respectively
after the jammer has injected errors on libkg)—2:+;,
where j = 1,2,..,¢ with «j(1) = u}. Then the jammer
injects errors on linkig(g)—2.42 to change its output
from w) to uy. This process continues until the jammergig 3. Al links on the top layer have capacity 2. All links ¢ine middie
finishes injecting errors on links I (Q)—2:+41,-lk(Q)—-  and bottom layer have capacity 1.
and the output of this channel changes frabz) to
{1, Uk(@Q)—220 U, - ul, wi(t), .., wl(t)}. Now suppose
the input is z’. We can follow a similar procedure by (2) SendX down both linksl; and .
injecting errors onz links lx(Q)—.41,-- k(). Then the (3) SendY” down both linksl; andls.

jammer can produce the outputs (4) Send a different linear combination &f andY’, ¢X +
{1, Uk (@22 U, -y ul, wi (), ., wl(t)}. dY, down link [y.

Thus, sink nodeu cannot reliably distinguish between the At the bottom layer, \_Ne do the foIIovymg operations:
source symbok: andz’, which gives a contradiction. ® (1) Forward the received packet on li.

From above Lemma, we derive the cut-set outer bound (2) Send a 1 followed byX on link /1, if the two copies
as follows. Given a cut), we consider all possible set of X match, send a O otherwise.
S consisting of2z links on the @ such that none of the (3) Send a 1 followed by on link ;5 if the two copies
remaining links on@ are downstream of any link irf. of Y match, send a 0 otherwise.
Then we choose a sét* among them that has the maximum (4) Forward the received packet on lit.

total link capacities. We defing/(Q) to be the sum of the  \we can show that above nonlinear error detection strategy

capacities of the links o which are not inS*. This gives  4|jows a sink node to decod&(Y’). Suppose thata, b) and
the outer bound (¢, d) are independent. Then coding vectors on any two links

log|X| <min min M(Q)-logg. on the bottom layer are independent and they satisfy with
ueU Qecut(s,u) MDS (maximum distance separable) properties. If nothing
B. Insufficiency of linear network code was sent down botlh;; and l;2, the decoder can recover

We consider a single source-destination network in Fig-X>Y ) from the information received on linkso and /3.
3. Sources transmits the information to a sink node We I nothing was sent down only ofi;, then the outputs of
index the links and assume the capacities of links as shorz @nd 13 should not be corrupted and the decoder can
in Fig. 3. For a single adversarial link, generalized Sitaie recover(X,Y). Similarly, the decoder can decode correctly
bound ismingeccs(s o) M(2) = 2. when nothing was sent down only di,. If all the links

Theorem Z:Eivééril% network in Fig. 3, for a single adver-in the bottom layer received symbols, there is at most one
sarial link, rate 2 is asymptotically achievable with naetar  €rroneous link on the botto2m layer, which has MDS code.
error detection strategy, whereas scalar linear netwode co 1 NUS We can achieve rae- - with error detection strategy.
achieves at most 4/3. Now we show that scalar linear network code can achieve

Proof: We first illustrate the nonlinear error detectionat most rate 4/3. Suppose that we want to achieve linear

strategy as follows. Source wants to transmit two packegding capacityk/n by transmittingk: symbols reliably by
(X,Y). We send them im channel uses, but each packetsing scalar linear network code during n time slots. To
has onlyn — 1 bits. We use one bit as a signaling bit. Weshow the insufficiency of linear coding for achieving this
send(X,Y) down all links in the top layer. In the middle capacity, from (1), it is sufficient to prove that there exist
|ayer, we do the f0||owing 0perati0ns: pairs (w,e) and (w’7 6/) for linear network COd@ such that

(1) Send the linear combination df andY, aX + bY,
down link 1. (1(w,e) : L €T (u)) = (Py(w',€) : 1 € Ty (u)),



N(e), N(¢/) < 1. Since above equation is equivalentto  (aq,..,ax) # (0,...,0) and (by, .., bai,) # 0. Then,

K 2%
(1w —w'): 1 €Ty (u)) = (6i(—e+¢€): 1Ty (u)), Zai(Guxi) + Zbl(Myl)
i=1 i=1
by linearity, it is enough to find: ande” such thatz € X, k 2k
N =3 anc = Y Gulaun) + Y MO
i=1 j=1
. . K 2%
(@) : 1€l (u) = (0u(e") : 1€l (u), (2 = S Gulaw) = Y M(~biys)
i=1 j=1
where X denotes a source alphabet aid = ¢*. We will = 0.

show that there exists, ¢’’) satisfying above equation when
errors occur on the linkg andls in error vectore”.

k
Let M, and M, denote transfer matrices betweerand 1herefore, we have found nonzero = >_; , a;z; and

- 2k
u, and betwee andw duringn time slots respectively. To (€1,€2)” = —32;=,(=b;y;) such thatG,z = Me'. It
transmit & symbols reliably in this network, bott/, and completes the proof.

M, should have rank at leadt, i.e., rank(M,) > k and n

rank(Ms) > k. Otherwise, when adversarial link is on the Corollary 1: Given a network in Fig. 1, for a single
top layer, we cannot transmit symbols reliably on the top adversarial link, vector linear network code can achieve at

layer from Theorem 1. Then data processing inequality giveé80St 4/3. . o
us contradiction. Proof: For a network code using vector transmission,

the outgoing edges of each node carries vectors of alphabet
symbols which are function of the vectors carried on the
incoming edges to the node. We consider a vector linear
code that groupsn symbols into a vector. As in Theorem

& we define(4n)m x km generator matrixG,, betweens
andwu. Transfer matriced/; and M, are also defined in the
same way, andank(M;) > km andrank(Ms) > km. As

in the proof of Theorem 1, wheh > %”, we can show that
there exists vectorge, eq, e2) (z # 0) satisfying

M, 0 i
Gt = < 0 M, ) (e1,e9)" = M -¢". Gux = (M - e1, My - e3).

Let e; ande; denote the errors occurring on links and
l3, respectively. Errors oma; propagates té,;o andi;, and
errors one; propagates td,, andl;3. We usedn x k matrix
G, to denote the transfer matrix betweerand « during n
time slots. Its columns are global coding vectors assigmed
Lo, lin, Lz, andlys.

From (2), we have following set of equations

If rank(G,) < k, then there exists some; # 0 such . . .
that G,z1 = 0. Then(z,e1,e2) = (21,0,0) satisfies above C. Upper bound on the finear C°d'”9 capacity
equation. Actually, this network code is a bad code itself Here we present a strategy that gives an upper bound on
since we cannot distinguish any pair of source messagesthe linear coding capacity for arbitrary network. Suppde t
andw’ such thatw — w’ = x; even when there are no error We want to transmit: symbols reliably by using scalar linear

links in the network. network codep during n time slots. Then it is sufficient to
Otherwise, rank(G,) = k. Sincerank(M,) > k and Mdz €& and ¢’ such thatV(e”) < 2z and

rank(Ms) = k, rank(M) > 2k. ThenA = {.Gux cxe X} (r(z) : 1 €Ty (u)) = (0,(e") : 1 € Ty (u)). ©))

and B = {Me" : ¢’ € GF*"(q)} are both linear subspaces i

of GF4"(¢), anddim(A) = k anddim(B) > 2k. Let 2, = cut{V — {u},u} denote the cut between sink

nodewu and all other nodesC; = >, 7(I) denotes the
volume of ,,. Suppose that there exists a cQtwhich
containsp > 2z links and there aren disjoint sets of

Let {z1,.,zx} denote the basis ofXx. Then
{Gyx1,..,Gux} is the basis of A. Similarly, since
rank(M) > 2k, there exist2k vectors{yi,..,y2x} such ‘
that { My, .., Myar } is a subset of basis dB. links (L1,.., L) such that2z > m(p — 22), L; C &,

: . |Lz| :p—QZ, LszJ :Q), andQ(Ll)UUQ(Lm):Qu
If 3k > 4n, since bothA and B are linear subspaces of \yhere)(1,) denotes the set of links i, such that symbols
GF*"(q), there existday, .., a, by, .., bar) # (0, ...,0) such

on L; can be propagated. We prove ti@t/(m + 1) is an

that upper bound of linear coding capacity by showing that there
k 2k is (z,€") that satisfies (3) when error vectef consists of
> ai(Guxi) + Y bi(My;) =0. error links in (L1, .., Ly,).
i=1 j=1 We usee; to denote an error vector oh;. Let 0(e;) =
(01(e;) - 1 € Q(L;)) denote the output ofi2(L;) C £,
If (a1,..,ax) = (0,...,0) or (by,..,bor) = (0,...,0), givene;. Given a linear network code, let M, denote a

then it contradicts the linear independence of basis. Thusansfer matrix betweeh; andQ2(L;). i.e., 0 (e;) = M; - e;.



To transmitk symbols reliably in this network)/; should
have rank at least, i.e., rank(M;) > k for 1 < i < m.
Given an error vectoe” = (ey,..,e,,) on the cut?, since
0i(€) = 3" jucar,y file;) for L € Q,, we obtain following
equation

(0i(e"):1€Q,)=A-(0"er),...,0™(em))" 4
which is equivalent to

(") 11 € Q)

My . . 0

= A 0 M2 (61,..767”)7—
0 . 0 M,

= A-M-(").

Here a matrix A depends on the graph topology. For
instance, whenl; = I; and Ly = I3 in Fig. 3 Q(Ll) U Fig. 4. All links on the top or r_niddle layer have capacity ondl. lkks
Q(LQ) :’ Q, and Q(Ll) A Q(Lg) — 0. SinceM,' (e")T _ on the bottom layer have capacity 2.
(9110(61)79111(61)79112(62)79113(62)) ,and 9[(6”) = 91(61)
for I € {l10,l11} and 6;(e”") = O;(ez) for I € {l12,113}, _ L .
A = I,,,. Since we assume that errors @, .., L,,,) can be Lemma 3:Given a network in Fig. 4, for a single ad-
propagated to any link if2,,, i.e.,Q(L1)U. . .UQ(Ly) = Qu, versarial link, coding at intermediate nodes is necessary f

A has always full rank. achieving the rate 4.

We useG,, to denote the generator matrix betweeand Proof: To achieve rate 4, any four links on the top
u. Then (3) is equivalent to layer should carry 4 independent packets. Otherwise, when
adversarial link is on the top layer, source cannot trans-
Gur=A-M-(")". G mit 4 packets reliably Theorem 1. Then data processing

Sincerank(M) = Y™, rank(M;) > km and A has full inequality gives us contradiction. Sim?larly, any two lmk
rank, rank(AM) = T(;T;k(M) > km. on the bottom layer should carry 4 independent packets.

If rank(G,) < k, then there exists some, # 0 such SinceY; is connected to at most four different nodes among
that G,,z1 = 0. Then (z,¢") = (z1,0) satisfies (4) and this (X1:-»Xe) for V1 < @ < 4 and all links in the middle
network code is a bad code itself. layer have capacity 1, each &f, Y5, Y3, andY, receives

When rank(Gy) = k, since rank(M) > mk, we can all independent information. Thus we cannot apply error-
always find (z, e,, e2) satisfying (4) whenk + mk > C,. detection or correction &at7, Y, Y3, andY,. Suppose that

Thus, the upper bound on the achievable linear codin‘@ﬂly forwarding st_rategy is u_sed on this network._ Then we
capacity isCy /(m + 1). show that rate 4 is not achievable. There are six symbols

on the top layer. Since we use only forwarding, these are
V. LINEAR AND NONLINEAR OPERATIONS AT forwarded to the bottom layer. Since bottom layer links have
INTERMEDIATE NODES total capacity 8, there are at least two same symbols on the
In the unit link capacities problem, coding only at thebottom layer links. This contradictg that any twp links on
source and simple forwarding at intermediate nodes suffic#¢ bottom layer should carry four independent information
for a single source and single sink. Here we give exampldg achieve rate 4. Therefore forwarding is insufficient for
where intermediate nodes may have to do coding or errg€hieving the rate 4 in this network.
correction for achieving the capacity in our unequal link ca Now we show that a generic linear network code, where
pacities problem. We have already shown that error detectidntermediate nodes do coding achieve rate 4. From [6, Ch
at intermediate nodes can be used for achieving capaciy®], generic network code can be constructed with high prob-
We conjecture that the generalized Singleton bound is nebility by randomly choosing the global encoding kernels

achievable in general. provided that the base field is much larger than sufficient. So
. . ) when we apply random linear network code on this network,
A. coding at intermediate nodes it is generic with high probability whepg is very large. If

Here we give an example network that coding at intermedadversarial link is on the top or middle layer, then each
ate nodes but not error-detection and correction is negess&apacity 2 on the bottom layer is equivalent to two unit
for achieving the capacity. We consider a 3-hop single sourcapacity links. Then all links in the network have capacity
and single sink network in Fig. 4. For a single adversariadne and this problem is reduced to the equal link capacities
link, mingecges,u) M(2) = 4. problem. From [2], raté —2 x 1 = 4 is achievable. From [6,
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Fig. 5. The link capacity in this network is as follows(l;) = r(I2) =  Fig. 6. The link capacity in this network is as follows(l;) = r(l2) =
r(l3) = r(la) = 4,r(l5) = ... = r(l10) = 2. All the links in the middle  r(I3) = r(la) = 3,7(ls) = r(l7) = r(lg) = r(log) = 2,7(l5) =
layer have capacity. r(l10) = 1. All links in the middle layer have capacity.
Theorem 19.32], since the min-cut betweemand (Y;,Y;) s

is at least 4 fovl < i # j < 4, in a generic network code
the global encoding kernels on any two links on the bottom
layer are linearly independent and they satisfy with MDS
property. Thus an error on the last layer can be correamd.

B. error correction at intermediate nodes

In this section, we give an example in which error correc-
tion at intermediate nodes is used for achieving the capacit
The intuition behind our approach is that error correction
at intermediate nodes can reduce the error propagation to
the bottom layer and MDS code assigned on the bottom
layer gives the correct output. We consider a 3-hop single
source-destination network in Fig. 5. For a single advébar
link, mingecs(s,u) M(2) = 8. From Sec. llI-C, wherf =
{l1,12,13,14}, L1 = {l1,14}, andm = 1, the upper bound
on the linear coding capacity {5, r(l;)/(m + 1) = 6.

Lemma 4:Given a network in Fig. 5, for a single ad- Fig. 7. At nodesY; andY;, we apply error-detection. At3, if any two
versarial link, rate 8 is achievable using error correcin ©f (d,e,d + ¢) gives the same output, it transmits(d, ). Otherwise, it
. . transmits—(d, e) whered ande are inputs fromX; and X> and they can
intermediate nodes. be corrupted. We do the same operation at nbge

Proof: Without loss of generality, all nodes forward
the received information excepf; and Y. We first assign
(12,8) MDS code(a, b, . .., 1) on the bottom layer links and and (g, h). Therefore, when adversarial link is on the top
apply (4,2) MDS code at each decision node, e.g., assigyer, at most two errors are propagated to the sink and)12,8
(e, f,e+f,e+2f)and(g, h,g+h,g+2h) onincoming links  MDS code returns the correct output.
to Y3 and Y, respectively. Then we can assign codewords ]
on all links in the network since all nodes excépt and )
Y, are forwarding. If adversarial link is on the middle orC- conjecture
bottom layer, at most two errors are propagated to the sink Conjecture 1:Generalized Singleton bound is not achiev-
node and MDS code assigned on the bottom layer giveble in general.
the correct output. If adversarial link is on the top layer, We believe the example in Fig. 6 is one in which the
at most two errors are propagated to the sink node througjeneralized Singleton outer bound is not achievable. For a
forwarding nodesy:, Yz, Y5, and Ys. Since at most one single adversarial linkminge ¢ (s,.) M (2) = 6. From the
error is incoming to¥s andY; respectively, (4,2) MDS code test in Sec. lI-C, wherQ} = {i1,1s,13,14}, L1 = {l1,14},
applied at each decision node gives error-free oufpuf) and m = 1, the the upper bound on the linear coding
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corrupted. We do similar operation at nollg If u receives [6] R. W. Yeung,Information theory and network codingpringer, 2008.
—(d, e), one ofly, I, I3 can be adversarial link. Suppose that
source transmits a message. If [; is an adversarial link,
(c,e, f,g,h,i,7) are not corrupted at the sink. In this case,
by changing(a,b,d) to (a’,b',d’) only, it is able to make
that any 6 of(a’,b',c,d' e, f,i,j) returns the message
different from w;. Similarly, if source transmitsv, and i3

is an adversarial link(a,b,c,d, e, f,i,7) are not corrupted.
By changing(g,h) to (¢, h”) on I3, we can make any 6

of (¢c,e, f,¢",h", i,j) returnsw;. Then, we construct two
confusable sequences at the sink and cannot distinguish
from w,. Therefore, error detection strategy described above
cannot be used for achieving rate 6.

VI. CONCLUSION AND FUTURE WORK

In this paper, we propose a new problem, network error
correction with unequal link capacities. We definerror
link-correcting code that can correct all errors occurningy
to z links in the network. We have found the capacity of
two-node network with parallel links and extend this result
to the generalized Singleton outer outer bound that can be
applied for all network scenarios. We have shown by example
that linear coding is insufficient for achieving capacity in
general and presented a method for finding an upper bound
on the linear coding capacity for arbitrary network. We show
that unlike the equal link capacity case, even for a single
source and single sink network, it may be necessary for
intermediate nodes to do coding, nonlinear error detection
error correction. We conjecture that the generalized 8togl
bound is not achievable in general, even using nonlinear
operations. Future work includes to prove or disprove this
conjecture, to investigate the error correction capacity o
general network and to develop low complexity achievable
schemes.
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