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Abstract—We address secure network coding over networks unit capacity is made without loss of generality, since diak
with unequal link capacities in the presence of a wiretappewho  |arger capacity can be modeled as multiple unit capacikslin
has only access to a restricted number of links in the network. in parallel. However, in the secure communication problem,

Previous results show that for the case of equal link capadis h fi tb de without | f lit
and unrestricted wiretapping sets, the secrecy capacity igiven by Such an assumption cannot beé made without 1oss or generality

the cut-set bound, whether or not the location of the wiretaped ~Indeed, we show in this paper that there are significantrliffe
links is known. The cut-set bound can be achieved by injectmk  ences between the equal capacity and unequal capacity. cases
random keys at the source which are decoded at the sink along For the case of equal link capacities, the secrecy capagity i
with the message. In contrast, for the case where the wiretgging given by the cut-set bound, whether or not the location of

set is restricted, or where link capacities are not equal, weshow ; . -
that the cut-set bound is not achievable in general. Finallyit the & wiretapped links is known. The cut-set bound can be

is shown that determining the secrecy capacity is a NP-hard achieved by injecting: random keys at the source which are
problem. decoded at the sink along with the message [3]. However,

| INTRODUCTION we sh_ow that if the network has unequal_llnk capacities anq
) ) o the wiretapper has access to an unrestricted set of links in
Information-theoretically secure communication uses-coghe network the cut-set bound is not achievable in general
ing to ensure that an adversary eavesdropping on a subi§etany jinear or nonlinear coding scheme. We further show
of network links obtains no information about the securgat this also holds in the case of an unrestricted wiretappi
message. A theoretical basis for information-theoretiuisgy set and equal unit link capacities in the network. Finallg, w
was given in the seminal paper by Wyner [1] using Shannonsgiqress the complexity of determining the secrecy capécity
notion of perfect secrecy [2], where a coset coding schefig |ocation of the wiretapper is unknown. We show that this

based on a linear maximum distance separable code Wagphlem, which is closely related to network interdictids,
used to achieve security for a wiretap channel. More regent\p_nard.

information-theoretic security has been studied in netaor
with general topologies. The secure network coding problem Il. NETWORK MODEL AND PROBLEM FORMULATION

was ir!troduced in [3] for multicast Wireline networks where |, this paper we focus on acyclic graphs for simplicity; we
each link has equal capacity, and a wiretapper can observesgBect that our results can be generalized to cyclic netsvork
unknqwn set (_)f up t(k_network Imks. For this pr_oblem, con-ysing the approach in [9], [10] of working over fields of
structions of information-theoretically secure lineatw&k (ational functions in an indeterminate delay variable.
codes are proposed in e.g. [3]-[5], where trade-offs betwee \we model a wireline network by a directed acyclic graph
security, code alphabet size, and multicast rate of sewearl g _ (V, &), whereV is the vertex set and is the directed
petwork codes are gon5|dered in [4]. In [6], [7] the work if [3edge set. There is a source node V and a sink nodd < V.
is extended to multiple sources, where random keys can ngwch link (i, j) € £ has capacity; ;.
be generated at an a_rblt_ranl_y glven_subset of no_des. Ruithe A eavesdropper can wiretap a sétof links chosen from
[8], secure communication is considered for wireless @esty known collectionV of possible wiretap sets. Without loss
networks. _ o of generality we can restrict our attention to maximal waget
In this paper, we consider secure communication OVgts je. no set inV is a subset of another. The choice of
wireline networks with unequal link capacities and restic iretap setd is unknown to the communicating nodes, except
wiretapping sets. In the case of throughput optimizatiohwi \yhere otherwise specified in this paper. The secrecy capiacit
out security requirements, the assumption that all linkeehaype highest possible source-sink communication rate s t
This work has been supported in part by subcontract #0694g4ded by the message commu_nicateq is information theoreticallﬂec
BAE Systems National Security Solutions, Inc. and supponethe Defense regardless of the choice of, i.e. has zero mutual information
Advanced Research Projects Agency (DARPA) and the SpaceNamvdl yith the wiretapper’s observations
Warfare System Center (SPAWARSYSCEN), San Diego underr&@ast No. )

NG6001-08-C-2013 and W911NF-07-1-0029, by NSF grants Cmese15 1N Sections lll and 1V, we show that the cut-set bound is
and CCF 0830666, and by Caltech’s Lee Center for Advancedidtking.  unachievable and that finding the secrecy capacity is NP, hard



even for the following special cases:

1) Scenario 1 is a wireline network witaqual link ca-
pacities, where the wiretapper can wiretap an unknown
subset oft links from a known collection of vulnerable
network links.

2) Scenario 2 is a wireline network witlnequallink ca-
pacities, where the wiretapper can wiretap an unknovgn
subset ofk links from the entire network.

It is convenient to show these results for Scenario 1 firad, an
then show the corresponding results for Scenario 2, by con-
verting the Scenario 1 networks considered into corresipgnd
Scenario 2 networks for which the same result holds.

I1l. UNACHIEVABILITY OF CUT-SETBOUND

Let S¢ denote the set complement of a setA cut for
. " . ¢
z,y € V Is a partition ofV into two setsV, ande such that Fig. 1. An example to show that the secrecy rate without kadgeé of

T €V, Qndy € V;. For thex -y cut given bwa,_the Cut-set yjretapping set is smaller than that with such knowledgee Wretapper can
Vi, V] is the set of edges going from, to V¢, i.e., wiretap any three of the five links in the middle layer.

Ve, Vo] = {(u,v)|(u,v) € E, u €V, v €VEE. (1)

We can state the following cut-set upper bound whiciheree, — 0 asn — o0 and

applies to the general model of Section Il including both (@) is due to Fano's inequality; _
scenarios 1 and 2: (b) is due to the data processing inequality and the

) ) o fact thatM — X™ — Y™ — Z" forms a Markov
Theorem 1. Consider a network of point-to-point links, where  cpajn:

link (i, j) has capacity:; ;. The secrecy capacitit; is upper (c) is due to the definition of the mutual information.

bounded by -

min min Z Cij. ) Note that Theorem 1 is a generalization of the bound in [6]
{Vs: Vs is ans—d cutp AeW (i) EVevelnAe to arbitrary link capacities.
° If the choice of wiretap setl is known to the communicat-
This upper bound applies whether or not the communicatifgy nodes, the cut-set bound (2) is achievable using a n&twor
nodes have knowledge of the chosen wiretap4et code that does not send any flow on links4n In the case
Proof: Consider any source-sink cit, and any wiretap of unrestricted. Wi.retapping sets and unit link capacitibg,
setA € W. Denote byX the transmitted signals from nodes irS€CTeCY capacity is equal to the cut-set bound [3]. In ceftra

V, over links in[Vs, V<] and denote by andZ the observed W€ NOW show that the cut-set bound is not achievable in
signals from links inDSJS,Vg] and in[V,, V<] N.A, respectively. general when the wiretap set is unknown, by considering

We consider block coding with block length By the perfect the example in Fig. 1, where the set of wiretappable links

secrecy requiremerff (M|Z") = H(M) we have is restripted (Scer_lario 1). We use the program Information
Theoretic Inequalities Prover (Xitip) [11] to show that the
nRy <H(M|Z") secrecy capacity is bounded away from the cut-set bound. We
(a) then convert the example into one with unequal link capesiti
<SH(M|Z") — H(M|Y") + nen (Scenario 2), and show the unachievability of the cut-satio
=H(M|Z") - HM|Y",Z") + ne, for this case also.

=I(M;Y"|Z") + nen A. Restricted Wiretap Set (Scenario 1)

@I(X";Yﬂzn) + ne, In Fig. 1, let the middle layer links be 1-5 (from top to
(Z) n n bottom) and the last layer links be 6-8 (from top to bottom).
< ZH(mZi) _ Z H(Yi|Xi, Zs) + nen, 3) All Iinks.have unit capacity. Let the signal carried by linke

=1 =1 called signak, or S;. Let the source information be denoted
=nI(X;Y|Z) + nen, t)ﬁ I;or tlhli exa{rr:ple,g:jel slecrecy ra(';e Iist t\(/jvo_ if atnhy threebof
_ _ e five links in the middle layer are deleted, i.e., the numbe
=n (H(X|Z) — H(X|Z,Y)) + nen, of wiretapped links is three.

=n (H(X|Z) — H(X|Y)) + nex, The constraints required are that the source information

<nmax (I(X;Y) — I(X;Z)) + ne, is a function of the signals on the sink’s incoming links,
p(X) and that there is zero mutual information between the source

=n Z ¢i,j + nen, information and the signals on the links in each adversarial

(1,5)€[Vs,VEINAe subset.



In this example, the cut-set bound is 2. To provide intuition (14) 1(8; 54, 55|21, 22, Z) = 0,
we first show that secrecy rate 2 cannot be achieved by 1(83; 55|21, 22, Z3) = 0,
using linear coding. This argument can be converted to an (15)  I(S4;S1,82,85|Z1,Z2,23) =0, 4)
information theoretic proof that secrecy rate 2 cannot be 1(S5;S2, 83, 84|21, Z, Z3) =0,
achieved using any coding schemes [12]. (16) I(S1,Ss, S5, Su, Ss: X|Z1, Za, Zs) = 0,

Suppose secrecy rate 2 is achievable with a linear network

code. First note that the source cannot inject more than Uiere the first inequality is the capacity constraint, theosel
amoun_t of random key, otherwise the first Iaye_r_cannot carpnstraint shows that the sink can decaoile constraints (3)

two units of source data. Let the random key injected by thg (5) mean that the signals in the last layer are independent
source be denoted’. For the case when the source injectgs gther signals given the incoming signals from the middle
a unit a_mount_of secret key, we fII_’St hav_e the followmgayer' constraints (6) to (10) represent the secrecy cainssr
observations. Signal 6 must be a function of signal 1, otf®&W \yhen any three links in the middle layer are wiretapped, and
if the adversary sees the signals 2-4 then he knows signalsgnstraints (11) to (16) represent the conditional indelpene

7. Also, signal 8 must be a function of signal 5, otherwise fetween the signals in the first layer and those in the middle
the adversary sees signals 1, 2 and 4, then he knows &grp&%r' In particular, (16) shows thaX — (71,7, Z3) —

7-8. Similarly we can show that signal 8 must be a functiofy, .y forms a Markov chain. Note that constraints (3)
of 5|gnal 1, and S|gnal 7 must be a function of signal 2. (5) and (11) to (16) implicitly allow some randomness to be
consider the following two cases. injected at the corresponding nodes. We use the Xitip progra

Case 1: signal 5 is a linear combination of signals presentjal], which relies on the framework in [13], to show that
the source node. To achieve the full key rank condition okslin 7(X) < 5/3 is implied by the set of equalities (4). Therefore,
1,2 and 5, the top second layer node (a) must put independgns is an upper bound on the secrecy rate when the location
local keysk; and k2 on links 1 and 2 respectively. Link 7, of wiretapper is unknown, which is less than the secrecy rate
whose other input is independent kf, is then a function of 2 gchievable when such information is known.
ko. Similarly, Link 8 is a function ofk;. This means that the
last layer has two independent local keys on it.

Case 2: signal 5 is a linear combination of signals prese%t
at the source node as well as a local Keynjected by the e next show that the unachievability of the cut-set bound
bottom second layer node (c). also holds for the secure network coding problem with unequa

Case 2a¥% is also present in signal 1. Thénis present in link capacities (Scenario 2). We convert the example of Eig.
signal 6, and is independent of the key present in signal 7 by partitioning each non-middle layer link infoparallel small

Case 2bik is not present in signal 1. Thenis present in links each of which has capacity Any three links can be
signal 8, and is independent of the key present in signal 7 wiretapped in the transformed graph.

From Cases 1, 2a, and 2b, we conclude that the secrecy ratBor the case where the location of the wiretap links is
without knowledge of the wiretapping set by using only line&known, deleting anyk’ (¥’ < 3) non-middle layer links
network coding is less than two. reduces the max flow by at mokte. Whenk’ = 0, the min-

We can also show that the secrecy rate is bounded away is 2. Whenk’ > 1 or at most 2 middle layer links are
from 2 by using the framework for linear information inequalwiretapped, the min-cut between the source and the sink is at
ities [13]. Let X be the message sent from the source Znd least 2 after deleting these wiretapped middle layer liakel

Unequal Link Capacities (Scenario 2)

i=1,...,3 be the signals on the links adjacent to the sourcte min-cutis at least—k’e > 2—3e after further deleting the
We want to check whethel (X) < w is implied by k' > 1 non-middle layer links. Therefore, the cut-set bound is
at least2 — 3e.
1) H(Z)<1,H(S;)<1l,i=1,...,3,j=1,...,8, For the case where the location of the wiretap links is
2) H(X|Se,S7,S8) =0, unknown, we prove the unachievability of the cut-set bound

in the transformed network. First, consider the transfarme

(1)
(2)
(3) I(X, 21,2, 23, 84, 55, 57, 853 56|91, 52, 95) = 0, [orvone with the restriction that the wiretapper can only
(4) I(X, 21, Z2,Z3, 51,53, 95,9, 95: 57|92, 54) =0, wiretap any 3 links in the middle layer. The optimal solution
(5) I(X,Z1,Zs,Zs, 52, S5, Se, S7; Ss|S1, S4, S5) = 0, is exactly the same as for the original network of the prewiou
(6) I(X;Si,82,83) =0, I(X;S1,52,5) =0, subsection, and achieves secrecy rate at nsgst Now,
consider the transformed network without the restriction o
(7) I(X;51,82,85) = 0, I(X; 51, S5, 84) = 0, wiretapping set, i.e., the wiretapper can wiretap any 3sliimk
(8) I(X;51,85,85) =0, I(X;S1,851,55) =0, the entire network. As wiretapping only the middle layekén
(9) I(X;S9,83,54) =0, I[(X;52,53,55) =0, is a subset of all possible strategies that the wiretapper ca
(10) I(X;Ss,S4,85) =0, I(X;Ss,81,55) =0 have, the secrecy rate in the transformed network is less tha
N or equal to that in the former case, which is strictly smaller
(1) 1(S1; 22|21, Z3) = 0, 1(S2; Z2, Z3|121) =0, than the cut-set bound ferstrictly smaller than;. Therefore,
(12)  1(S3: 25|21, Z2) = 0, 1(Su; 21, Z3|Z2) = 0, the cut-set bound is still unachievable when the wiretakslin
(13) I(Ss;Z41,Z2|Z3) =0, 1(S1; 54|21, Za, Z3) = 0, are unrestricted in the transformed graph.



Fig. 3. lllustration of Strategy 1. In this figuré, = 2 and only the 5 links
d in the first layer can be wiretapped.

with capacity 2 and call this set of arc4;. For each edge
e = (u,v) € &, direct two arcs ing* from i, to j, andj,
with capacity 1, respectively and call this set of arts For
each vertexw € Vy, direct an arc with capacity 1 from, to d.
(b) Transformed Grapig™t Let this be the set of arcd;. This completes the construction
of g7 = (N, A) = ({stu{d} UN] UN,, A3 U Ay UAs). In
Flg 2. 'Example of NP-hardness proof for the case with kndgdeof the F|g 2, we give an examp'e of the graph transformation’ where
wiretapping set. H=({1,2,3,4},{a,b,c,x,y}). We replicate [14, Lemma 2]
IV. NP-HARDNESS as follows.

We show in the following that determining the secreckemma 1. Let G’* be constructed fronH as above. Then,
capacity is NP-hard by reduction from the clique problenthere exists a set of arcd] C A; with |[A;| = [&] — (5)
which determines whether a graph contains a cfigeieat such that the maximum flow fromto d in % — A/ is r if
least a given size. and only if’H contains a clique of size.

From Section Ill, finding the secrecy capacity when the ey oy .
location of the wiretap links is known to the communicatin 'After obtainingg ™, we generat ™ by replacing each arc

nodes is the same as the NP-hard network interdiction pmobl Ze’j”). with |£,| parallel arcs each with capacity |£,| and
[14], which is to minimize the maximum flow of the networkCaII this arc setdp. We carry out the same procedure for

when a given number of links in the network is removed. rcs (ju, d) and call this arc setls. Theng™ = (W, A) =
show that the case where the location of the wiretap links 65} U{d} UN1UNs, A1 U A2 U As). For the case when the
unknown is NP-hard, we use the construction in [14] showiri cation of wiretap links is known, it is shown in [14] that
that for any clique problem on a given graph) there exists a € worst case wwe_tappmg_sél.‘ must be a subset of;. By
corresponding networg™ whose secrecy capacity iswhen USINg Lemma 1, this case is NP-hard. . _ .
the location of the wiretap links is known if and only ~ NOW. we consider the case where the wiretapping set is
contains a clique of size. We then show that for all suchUnknown, and show that the secrecy capacitg 8fwhen the

1 T
networks G*, the secrecy capacity for the case when tHiretapper accesses any unknown subsek of || — (5)

location of the wiretap links is unknown is equal to that follkS is 7 if and only if 7 contains a clique of size. We

the case when such information is known. use the following achievability result from [15], which $sa

We briefly describe the approach in [14] in the f0||owing§trategy where random keys injected by the source are either
Given an undirected grapi. = (V,, &), we will define a canceled at intermediate nodes or decoded by the sink:

capacitated directed netwod®® such that there exists a set Strategy 1 achievable rateConnect eacrll subset of links
of links A’ in ™ containing less than or equal 16| — (r) A € W in the networkG to a virtual nodet*, and connect

2’ both t* and the actual sink to a virtual sink*. Let R,_. 4

links such thatG”™ — A’ has a maximum flow of- if and be the mini ; i bet 4+4 The virtual
only if H contains a clique of size. For a given undirected 'ek betmlnlmljlm ngiaﬁac' y be v_\f[eeran t .d the VI_rtuaI
graph™ = (Vy, &) without parallel edges and self loops, w Ik betweeni”" an as capacityli; 4, and the virtua

create a capacitated, directed graph — (\,.A) as follows: ink between the actual sink antt* has capacityR,. This is
For each edge € g'h create a node. in ’a node set\; illustrated in Fig. 3. If the min-cut between the source and

and for each vertex € V), create a nodg, in a node set each Vif‘”a' rgceived““ Is at leastR; + Rs—., the secrecy
N>. In addition, create source nodeand destination node rate R, is achievable. » ) )
d. For each edge € &, direct an arc inG™ from s to i, From Lemma 1, the condition th&{ contains a clique of
sizer is equivalent to the condition that the max-flow to the
Sl . . .
LA clique in a graph is a set of pairwise adjacent verticespatier words, sink in G'* after removing an)k I.mks frpm Ay is 7. We nOW )
an induced subgraph which is a complete graph. show that the latter condition is equivalent to the conditio




that the secrecy capacity 6f* when the wiretapper accesse8y using Strategy 1, a secure raterofs achievable wheod’

any unknown subset of links from 4; is r. We create a is wiretapped. Thus, the secrecy rate for the case when the
virtual sink connecting each subset bflinks from .4; and location of the wiretap links is unknown is equal to that for
the actual sink. As the wiretapped links are connected to ttiee case when such information is known with an unrestricted
source directly, the min-cut between each virtual sink d& twiretapping set. We have thus proved the following theorem.

source is at leastk + r. Sincer is the cut-set upper boundTheorem 2. For a single-source single-sink network consist-
on the secrecy rate, by using Strategy 1 the secrecyrréte ing of point-to-point links and an unknown wiretapping set,
achievable, which is equal to the secrecy rate when thei@atcomputing the secrecy capacity is NP-hard.

of wiretap links is known.

Finally, we show that the secrecy capacity @ when V. CONCLUSION

. . ; : We have considered secure network coding in the presence
any k links of A, are wiretapped (scenario 1) is equal 1 5 wiretapper. In contrast to previous results for network

the secrecy capacity @"* when anyk links are wiretapped ;h equal capacity links and unrestricted wiretapping $et
(scenario 2). Since each second layer link has a single fifggtichy the cut-set bound is identical to the secrecy capacity
layer link as its only input, wiretapping a second layer linke have shown for a simple example network that the secrecy
yields no more information to the wiretapper than wiret@pi canacity is strictly smaller than the cut-set bound if the
a first layer link. When some links in th?/ th'rg/ layer ar@etwork has equal capacity links and the wiretapper has only
W[r/etapped, IetAlthe wiretapping set WA/: Aj UA; where  5ccess to a restricted wiretapping set. In addition, based o
|A3] > 1 and[Aj| <k —1. Thus.A, — A} contains at least s result we have also shown that the cut-set bound is not
(5) +1 arcs. We create nodes d* with their corresponding achievable in general if the wiretapping set is unresticte
incident links as described in Strategy 1. As removing linkst the network consists of links of unequal capacity. Fjpal
in A; is equivalent to removing links irk, after removing \ve have addressed the complexity of determining the secrecy
links in H corresponding tod’, H contains a subgraph: capacity if the location of the wiretapper is unknown. It is
containing(;,) edges plus at least an edge- (u, v). shown that this problem, which is closely related to network
Case 1:H; is a clique of sizer. In this case, the numberinterdiction, is NP-hard.
of vertices with degree greater than O%fy Ue is r + 2.
Case 2H, is not a clique?; contains at least+1 vertices
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