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Abstract—This paper considers secure network coding over equal (unit) link capacities and unrestricted wiretappsets,
networks with restricted wiretapping sets and unequal link the secrecy capacity is given by the cut set bound, whether or
capacities in the presence of a wiretapper that can wiretap@y o4 the |ocation of the wiretapped links is known. This calyac
subset ofk links. In particular, we consider networks with point- . .
to-point erasure channels. Existing results for wireline retworks Car_‘ be achieved by 'nJeCt!n@ random keys at the source
show that for the case of both unrestricted wiretapping setand ~Which are decoded at the sink along with the message [3]. We
equal (unit) link capacities, the secrecy capacity is givety the refer to this approach as the global key strategy. In coftras
cut-set bound, whether or not the location of the wiretapped the restricted wiretapping set case is more complicategh ev
links is known, and can be achieved by injectingk random o 5 gingle source and sink. We propose new achievable
keys at the source which are decoded at the sink along with . . .
the message. In contrast, for restricted wiretapping sets rad strate_gues where. r.andom k_eys are .canceled at intermediate
unequal link capacities we show that this global key strateg NON-sink nodes, injected at intermediate non-source naues
is suboptimal. In particular, we propose achievable stratgies where a combination of both strategies is applied, and show

where random keys are canceled at intermediate non-sink nab, that these approaches can outperform the global key syrateg
injected at intermediate non-source nodes, or a combinatio of

both strategies is considered. II. NETWORK MODEL AND PROBLEM FORMULATION

In this paper we focus on acyclic graphs for simplicity; we
expect that our results can be generalized to cyclic netsvork

Information-theoretically secure communication uses-codsing the approach in [7], [8] of working over fields of ratasn
ing to ensure that an adversary eavesdropping on a sulfgggctions in an indeterminate delay variable.
of network links obtains no information about the secure For each nodé € V, No(i) and Nz(i) denote the set of
message. A theoretical basis for information-theoretmiggy  in-neighbors and out-neighbors ofi.e.,
was given in the seminal paper b ner [1] using Shannon’s , s . o
notiogr]1 of perfect secrecyp[ZF], Wr?le\r/;z/ya co[s]et coging scheme Nz() =4l D) €&, No() ={il ) €€F @)
based on a linear maximum distance separable code wasut for z,y € V is a partition of)V into two setsV, and
used to achieve security for a wiretap channel. More regentV, = V¢ such thatr € V,, andy € V,. For thez —y cut given
information-theoretic security has been studied in neworby V,, the cut-sefV,,V,] is the set of edges going fro,
with general topologies. The secure network coding problei®mV,, i.e.,
was introduced in [3] for multicast wireline networks where
each link has eqqu\I]capacity, and a wiretapper can observe Ve Vil = {(w,0)l(u,v) €&, u€ Ve v €V} (2)
an unknown (unrestricted) set of up tonetwork links. For  In the most general network model that we consider, each
this problem, constructions of information-theoretigaiécure edge(i, j) € £ represents a memoryless erasure channel from
linear network codes are proposed in e.g. [3]-[5]. In [6§8e node i to node; with erasure probabilityp; ;. As in [3],
communication is considered for wireless erasure networkghere is an eavesdropper, who can wiretap famgges of this

In the case of throughput optimization without securitpetwork. For any wiretapped edde j) € £, the wiretapper
requirements, the assumption that all links have unit dapesc can receive the symbols sent by nad® node; via another
made without loss of generality, since links of larger célyac memoryless erasure channel with erasure probalilityNote
can be modeled as multiple unit capacity links in parallethat our model includes those in [3], [6] as special casesWh
However, in the secure communication problem, such an; = ¢;; = 0 for all links (¢, j), our model reduces to that
assumption cannot be made without loss of generality. ldhdeén [3]. Whenp; ; = ¢; ; takes different values for different
we show in this paper that there are significant differencéisks (i, j), with appropriate capacity scaling, the network is
between the equal capacity and unequal capacity cases aqdivalent to an network with unequal capacity links where
that these differences also exist if unrestricted or unidsti the wiretapper fully observes transmissions on the links it
wiretapping sets are considered. In particular, for the s wiretaps.

I. INTRODUCTION



An eavesdropper can wiretap a sétof links chosen from messages are denoted as Z. Assuming that the destination
a known collectionV of possible wiretap sets. Without losshas complete knowledge of the erasure locations on each link
of generality we can restrict our attention to maximal vapet of the network and the locations of the wiretapped links, the
sets, i.e. no set iV is a subset of another. The choice ofecrecy capacity is given by
wiretap setA4 is unknown to the communicating nodes, except
where otherwise specified in this paper. The secrecy cagacit Cs

= min min
. . . .. {Vs: Vs isan s—d cut} {A|AC[Vs, V5], |A|<k}
the highest possible source-sink communication rate shath t

the message communicated is information theoreticallyesec > (1—pij)+ Y max(g;—pi;0), (5)
regardless of the choice of, i.e. has zero mutual information  (@.)&[Vs.Vil-A (i,7)€EA
with the wiretapper’s observations. where

The strategies we describe below apply to the general prob- H(M|Z) = H(M). (6)

lem with unequal link capacities and restricted wiretagpin _ o . N
sets, but the examples we provide focus on two special cases: Proof: Achievability. We show the achievability of (5) by
1) Scenario 1 is a wireline network witequal link ca- applying the coding scheme of [1] on each link individually.
pacities, where the wiretapper can wiretap an unknowrft Xii» Yij andZ;,; be the local message, channel output,

subset oft links from a known collection of vulnerable and wiretapper's output on Im@’j) € A. From (4), we know
network links. that as long as the rate of; ; is less than

2) Scenario 2 is a wireline network witlmegual link ca- max I(X;;;Yi;) — [(Xiy; Zij) =max(qi; — pij ) H(m)
pacities, where the wiretapper can wiretap an unknow: (#i.;) T
subset oft: links from the entire network. =max (¢;; — pi;,0),
Although, for the sake of simplicity, we only discuss single (7)
source single-sink networks in the following, the cut-setifad node; can receiveX; ; securely, i.e.l(X; ; Z;;) = 0. As
and strategy 2 in the next section can be easily extendedto_, X _, 7 forms a Markov chain, we have

multicast networks.
I(M;Z) <I(X;Z) = H(Z) — H(Z|X)

< Y H(Ziy)— Y, H(ZijlXiy)

[1l. CUT-SET BOUND AND ACHIEVABLE STRATEGIES
In this section, we consider the general wireline problem

with unequal link capacities where the eavesdropper can (hi)eA (h5)eA
wiretap an unknown setl of links chosen from a known = > I(XijZij) =0, (8)
collectionW of possible wiretap sets. We state a cut-set upper (i,4)€A

bound on capacity, and give two new achievable strategies gfhere the second inequality follows since conditioninguess
examples in which they outperform the existing global keyntropy [9] and thatZ; ; is conditionally independent of the
strategy. local messages and wiretapped observations at other nodes
A. Cut-Set Bound given X; ;. As mutual informatio_n is n_onnegative, we ha_\ve
I(M;Z) = 0 and perfect secrecy is achieved. Therefore, given
the wiretapping seid, we can decouple the secrecy coding
from the routing or network coding, i.e., routing or network
coding is oblivious to the secrecy coding. We simply replace
the capacity of each link with the secrecy capacity of each
Ve, V] = {(u,v)|(u,v) €E, u € Vyy v €VEL.  (3) link. Therefore, the following cut-set bound is achievable

Let S¢ denote the set complement of a setA cut for
x,y € V is a partition ofV into two setsV, andV¢ such that
xz €V, andy € V¢. For thex — y cut given byV,, the cut-set
[Va, VE] is the set of edges going from, to Vg, i.e.,

Before stat@ng the theorem, we briefly review the re_sult:i]n [ min Z (1—pij)+
where a wiretap channel with one source, one sink and onetVs: Vs is ans—d cut}
wiretapper is considered. Léf be the secret message sent by
the source, and lét” and Z be the received signal at the sink Z max (¢i,j — pij,0). (9)
and wiretapper, respectively. By using a coset coding sehem (B.5)eA
based on a linear maximum distance separable code, Wymbe wiretapper chooses the séto minimize the secrecy rate
showed that the secrecy capacity of the wiretap channel isin (9), which gives (5). This concludes the achievabilitytpa
_ _ Converse.Let V, be a cut of the network and C [V, V<],
Cs = ;2% 1Y; X) = I(Z: X), ) |A| < k be the set of wiretapping edges. Denote Xythe
. . transmitted signals from nodes ¥y over links in[V;, V¢] and
with H(X|Z) = H(X), wherepx (z) is the pdf of X. denote byZ and'Y the observed signals from I[inks ui and
Theorem 1. Consider a single source and single sink wireline in [V, V<], respectively. Let4;, be the set of linkgi, j) such
erasure network in which a secret message M is delivered thatp; ; > ¢; ;, and letY; andY, contain the observations
from source s to destination d. There exists a wiretapper inthe  from links in Ay, and [V, V¢] — Ay, respectivelyZ, andZ,
network that can wiretap at most & links and the wiretapped are defined similarly, wher&, is a degraded version &,

(i,j)E[VS,V;:]—A



while Y, is a degraded version d&;,. We consider block
coding with block lengttm. We have

nR, <H(M|Z")
(a)
<H(M|Z") —
Oy vz,

H(M|Y") + ney,
— H(M|Y?, YD) + nen
(¢)

(d)
<H(M|Z}, Y
:I(M'YZIZZ,

—H(MI|Z}, Y, Y}) + ney,
Y}) + ne,

( Yd|Z Yh +n6n,
=Y H(Ya:lZ}, Y}) -
i=1

+ ney,

Z H(Y 4X",
i=1

> Yh)

()
< ZH YailZai Yh,)

=1

Z H(Yq:Xi,Zg4,Yn)
i=1
+ nep,
an(X; Yd|Zd, Yh) + ney,
=n(I(X;Ya, Yn) — I(X;Z4,Y})) + nep,
<n ngu()){ (I(X;Ya, Yr) - I(X;Z4,Y)) + nep,
p

(9)

=n Yo U=piy)— Y (L—ay)-
(i,9) €[V, V¢] (4,J)€Aq
> (1=pij) | +nen,
(i,5) €A
=n Z (1 —pij)+
(1,5)€[Vs, V- A

Z max(q; ; — pi,j,0) | + nen,
(i,5)€A
(10)
wheree, — 0 asn — +oo and
(a) comes from Fano’s inequality.
(b) follows from the definition ofYy, Y1, Z4, Zp,.

(c) comes from the fact that — X"
(Z7,7Z7) — (Z7%,Yy) forms a Markov chain.
(d) follows from conditioning reduces entropy.

(e) comes from the fact that/ — X"
(Y5, Y}) — (Z7,Y}) forms a Markov chain and
A— B —C — D= I(A;C|D) < I(B;C|D).
To show this inequality, we have

I(A;C|D) — I(B; C|D) =I(A;C,D) — I(A; D)—
I(B;C, D) + I(B; D)

=I(B;D|A) — I(B;C|A)

— I(B;C|A, D) < 0.

—

—

(f) follows from the fact that conditioning reduces
entropy and thalY; ; is independent of other vari-
ables givenX;,Zq;, Yy, ;.

(g9) is because both(X; Yy, Yy) andI(X;Z4, YY)
are maximized when the entries & are i.i.d.
Bernoulli(1/2).

]

By decoupling the secrecy coding from the routing or
network coding as in the achievability proof of Theorem 1,
Theorem 1 can be readily extended to the multicast case. The
proof is similar to the unicast case. We thus give the folfayvi
theorem without proof.

Theorem 2. Consider a multicast problem in a wireline
erasure network G = (V, £) with a single source s € V and
a set of degtinations D C V. A secret message M is multicast
from s to all nodes in D. There exists a wiretapper in the
network that can wiretap at most & links, and the wiretapped
messages are denoted as Z. Assuming that the destination
has complete knowledge of the erasure locations on each link
of the network and the locations of the wiretapped links, the
secrecy multicast capacity of the network is given by

Cs = min min
deD {V,:V, isan s—d cut}

min Z (= Pis)t
{AJAC[V:, Vs, |AI<k }( JEVs,VE]-A
Z max (qlJ — pi,j’ 0) ) (11)
(i,5)eA
where
H(M[Z) = H(M). (2

B. Achievable Strategies for Unknown Wiretap Set

In the case of unrestricted wiretapping sets, unit link capa
ities, andp; ; = ¢; ; on every edgei, j), the secrecy capacity
can be achieved using global keys generated at the source
and decoded at the sink [3]. The source transmitsecret
information symbols an& random key symbols, where+ k
is equal to the min-cut of the network. This scheme does
not achieve capacity in general networks. Intuitivelystig
because the total rate of random keys is limited by the min
cut from the source to the sink, whereas more random keys
may be required to fully utilize large capacity cuts withgar
capacity links.

In this case, capacity can be improved by using a com-
bination of local and global random keys. A local key is
injected at a non-source node and/or canceled at a non-sink
node. However, it is complicated to optimize over all pokssib
combinations of nodes at which keys are injected and cathcele
Thus, we propose the following more tractable family of
constructions, which we will use in subsequent sections. In
the following, we focus on the case of a single source and a
single sink. Letz; ; be the actual flow on linKs, j).

For the case where; ; # p;;, by using random linear
coding on each link, nodée sends(zl—f random linear

combinations over linkz, j) to guarantee thaf can decode



z;,; symbols with high probability for large; ;. The wiretap-
per can getnin (i:}‘fj , 1) z;,; linearly independent random
combinations from link(, ) with high probability.

Srategy 1. Random keys injected at the source and possibly
canceled at intermediate nodes

Connect each subset of linké € W in the networkG to s
a virtual nodet#, and connect both# and the actual sink
to a virtual sinkd*. Let R,_, 4 be the total flow between
s and t*. The virtual link betweent* and d* has capacity
R._, 4, and the virtual link between the actual sink afttihas
capacityR,. This is illustrated in Fig. 1. The source multicasts
a secret message = [v1,...,vg.]T with R, symbols plus
R,, random key symbolsv = [wy,...,wg,]. We want to
choose the secrecy rafe, and the random key ratg,, such ) )
that the virual recelved-t can decode?, + .. message £, IWSaton o Suateay 1 an acievale constamuers andom
and key symbols from the source, and the original receivirthis figure,k = 2 and only the 5 links in the first layer can be wiretapped.
can decode thé, message symbols.

If the rate R, + R,_, 4 satisfies the min-cut between theas follows:
source and the virtual receivér* andRs_, 4 < R, by using |
[10, Corollary 19.21], there exists a network code such thatax R
d“ receivesR, + R,_. 4 linearly independent combinations ofsubject to Z FA - Z fA =
v and w when the finite field size is sufficiently large. Let ” t

) ) . ; : ()€€ (i)e€

the signals received at a particular virtual siffk be denoted . (1-qi, .

asMp[vT, wT]T, whereMj is an R, + R.—.4 by R + R, Rs+ 3 j)ea 2ij min (1_,,{,; ’ 1) ,  fi=s,

received coding matrix with full row rartkk We can addr,, — —Re = Y jyea %ij min (}:gw , 1) . if i =dA,

Rs_.p rows toMp to get a full rank(Rs + Ry,) X (Rs + Ry) ’ “ .
- 0, otherwise

square matrixMz. We thus precode the secret message and

keys usingM', i.e., the source transmitsI;'[v?, w7]7. vAEW,

This results in the actual sink receiving the messagehich f;fj <zij<¢;,Vi,j)eE,AEW,

is transmitted to each virtual sink by the correspondingueir (13)

fink. wheref;_‘;- is the virtual flow on link(i, j) for the virtual sink

For any virtual~sinkd*“, the received coding matrix aftercorresponding to wiretapping set andz; ; is the actual flow
precoding isM_4Mj", which is a full row rank matrix. As on link (i, j). The optimal value of (14) gives an achievable
MAMgl is a full row rank matrix, the coding vectors of thesecrecy rate.
received signals from the set of wiretapping links span a  An alternative simplification is to redefin®,_, 4 as the
rank R, 4 subspace that is linearly independent of the s@iinimum cut capacity between and ¢4 on the graph (as
of coding vectors of message which is received from the opposed to the capacity associated with the chosen flow
actual sinkd. Therefore, perfect secrecy with rat& can be variables). This gives another achievable region for wiieh
achieved provided that the finite field size> ('i‘). Note that can write an LP:
by applyingl\?[gl, the random keys injected by the source are
either implicitly canceled at intermediate nodes or deddule
the sink. subjectto > fA4— Y =

(i,5)€€ (i,5)€€

max R

Since computingR,_. 4 involves a separate linear opti- .
T P : Rs+ Rsa, fi=s,
mization in z; ;, to simplify the computation, we can replace

~R,— R if i =d*
i S 1—q; s s—As ’
Rs—. 4 with an upper bOU"‘GZ(i,j)eA Zij mln(l—pii’l : 0, otherwise

This gives a lower bound on the achievable secrecy rate using
: : . : VA eW,
key cancellation, for which we can write a linear program)(LP
f:; < Zi,j < Cij, V(’L,]) (S g,A cW.

(14)

An illustration of the Strategy 1 construction in Scenario 1
is given in Fig. 1 forp; ; = ¢; ; for all edges(z, j) where the

1We assume thaR, and R, are integers, which can be approximated’Umber of wiretapped |II’.1|(S s =2, and Onl}’ the first layer Of.
arbitrarily closely by scaling the capacity of all links byet same factor. the three layer network is allowed to be wiretapped. Eadh lin



in the network has unit capacity. Letlenote the minimum cut

after deleting any: links in the first layer of the graph. As the i
wiretapped links are connected to the source directly, time m

cut between each virtual sink and the source is at leask.
Sincec is the cut-set upper bound on the secrecy rate, by using
the key cancelation scheme the secrecy raige achievable,
which is equal to the secrecy rate when the location of wireta
links is known. For the example in Fig. 1, the secrecy rate

¢ = 3 is achievable. When key cancelation is not applied,
let » and w be the secrecy rate and the random key rate at
the source, respectively. Letbe the total actual flow on the
first layer. To achieve secrecy, we must have> %a: where

the min-cut condition on the first layer requirest w < z.

Since the sink needs to decode both message and random key
symbols from the source, the min-cut condition on the last
layer requires- 4+ w < 4. Combining these we obtain< 12,

which is strictly less than 3. ' _ .
. : . there the first equality is the flow conservation for the rando
This example can be converted into a Scenario 2 exampie

. . . A A .
with unequal link capacities where the adversary can V\ﬂfetﬁeys intended to the virtual sink”, f; is the random key

o ow on link (i,j) for d4, and g, ; is the actual flow on
any k =2 links, where Strategy 1 outperforms the global ke nk (i,7); the second equality is the flow conservation for

. . . . .. |
;sr;[{stelzg/;z. ”Iiigholfmek C'g t:;tseec;):r? axlhdertzlzg fge;fb;; a(:illvldﬁﬁe secret data and random keys; the third set of inequsalitie
small constant Sincepthe Zet of 'ossible wiretapoin I'mlzs requires that the the key flow on each link is less than or equal
: P ppIng t8 the actual flow. The actual flow on each link is constrained

|s| sl;tnchIy Ia:getr n .thlsl caste, the mBaxul”lnumt.rat;e u??ﬁr t%y the capacity of each link. Note that under the assumption
global key strategy 1s aiso al mo%%. y aflocalingzc ol the that different nodes do not have common randomness here
capacity of each first layer link to carry an additional glbba

random key, a rate arbitrarily close to 3 can be achieved we cannot apply the key cancelation and precoding idea in
Srategy 2 Random keys injected at the source andior " Strategy 1, as after applying the precoding matrix each node

. : ) may potentially be required to transmit a mixture of all the
intermediate nodes and decodegl at the S'nk_ random keys in the network. Precoding can be applied only if
Connect each subset of linkd < WV in the networkG  he various key sources can share random keys.

to a virtual receiverd. If the rate of linearly independent
keys received atl* is greater or equal than the rate for th

Fig. 2. Example of usefulness of Strategy 2.

A Scenario 1 example where this strategy is useful is given

, X ) 5 n Fig. 2, which is obtained by interchanging the source and
data received through the corresponding wiretap linkSIeper e sink as well as reversing all the links in Fig. 1. For the

secrecy can be achieved. LRBY, , be the secret key injection sake of simplicity we again assume; = g¢;; for all edges

rate at nodey and R, be the secrecy rate at the source. WE /). At most three links in the last layer can be wiretapped.

want to maximizeR, subject to the condition that the sink carg

e injecting one local key at nodg, and two global keys
decode the random keys injected at all nodes plus the mess%gqhe source, Strategy 2 can achieve secrecy¥a@n the

a”‘?' each w iretap set gets total key rate gre_ater than or e%i"ﬁler hand, if random keys are only injected at the source,
to its received flow. We then have the following LP: the secrecy rate is at mo§t Let » and w be the secrecy
rate and the random key rate at the source, respectively: Let

max R, be the total actual flow on the last layer. To achieve secrecy,
subject toz f{f} — ijAz we must havew > %x where the min-cut condition on the
j j last layer requires + w < x. Since the source injects all the
- nin (17qi,j 1) if i — A random keys, the min-cut condition on the first layer reiire
(i.1)€A i 1=pi;’ ") 7 r+w < 4. Combining these we obtain< £, which is strictly
< Ry, otherwise, less than 2.
VAeW, This example can be converted to a Scenario 2 example
ng _ Zgﬂli — where Strat_egy 2 o_utperforms _the global Key strategy, using
; ; a construction similar to that in the previous example for
R+ Ruy s, if i — s, Strategy 1. N
’ . Strategy 3: Random keys injected at the source and/or
o (RS + Zvev,v#d va”) , Fi=d, inter mediate nodes and some keys from the source are possibly
R i, otherwise, canceled at intermediate nodes and all other keys are decoded
f;fj <Gij 9ij<cij V(i,j)€EEAEW, at the sink (combination of Srategy 2 and Strategy 3)

(15) From the proposed two strategies, we can see that Strategy



1 seems to be useful if the wiretapped links are upstreamafrate 1.3846 is achievable. Even though strategy 3 cannot
the min-cut while Strategy 2 is useful if the wiretapped $inkachieve the outer bound 5/3 given in [11], it outperformshbot
are downstream of the min-cut. In general, these two stiegtegboth strategy 1 and strategy 2. This also shows that str&egy

can be combined to obtain a higher secrecy rate.

We can partition the grapy = (V,€) into two graphs
G = (V, &) and Gy = (V, &), where each edge in V is
partitioned into two parallel edges? € & ande® € &
with capacityct” ande(? (c. = ¢tV +¢?), respectively. We
then apply strategy 1 on gragh and strategy 2 on grapb.
Combining (14) and (15), we get
max RV + RP

i 1),A 1),A
subjectto Y fiIA ST A<

(i,4)€€ (i,5)€€

RWM 4 Z(i_’j)eA z;,; min (}:Z:;, ) ,

1 o [ 1=4iyg TR
—RY - 2o (ij)eA Fij Win (1—21-:;- ’ 1) , ifi=d,
0, otherwise

VYA e W,

fl(ll),.A

%,

>

J

{

if i =s,

S Z’Lj S Cq(;}j)a V(Za.])

Y
Jsi
J

2) . (1-q, T
= Z(i,j)eA g§7j) min (—I_Zi’,j , 1) , if i =dA,

€é,

< R, otherwise,
VYA e W,
(2) (2) _
Z 9i5 ~ Zg-ivi -
j J
RgQ) + Rw,sa |f 1= S,
B (RS I SN Rw_,v) L ifi=d, (16)
Rus, otherwise,
FA< G o2 <G5 <&

(€] (2)

Cij T Cij = Cigs

V(i,j) € €.

is not simply a time sharing strategy between strategy 1 and
strategy 2 over the whole network.

For numerical computation of achievable rates in scenarios
1 and 2, we note that the number of possible wiretapping sets,
and thus the size of the LPs, are exponential in the kiné
each wiretap set, so they are useful for sniall

IV. CONCLUSION

We have considered the secrecy capacity of wireline net-
works with restricted wiretapping sets and for unequal céapa
links. For such a scenario we have shown that inserting globa
keys at the source represents a suboptimal strategy. This is
in contrast to the case of unrestricted wiretapping sets and
equal capacity links where a global key strategy achieves th
secrecy capacity. In particular, we have proposed achievab
strategies where random keys are canceled at intermediate
non-sink nodes, injected at intermediate non-source Rames
where a combination of these strategies is considered.
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