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Abstract

This paper studies the capacity of single-source singlie-sbiseless networks under adversarial or arbitrary
errors on no more than edges. Unlike prior papers, which assume equal capacitieslldinks, arbitrary link
capacities are considered. Results include new upper Ispnativork error correction coding strategies, and exasnple
of network families where our bounds are tight. An examplerisvided of a network where the capacity is 50%
greater than the best rate that can be achieved with linetingoWhile coding at the source and sink suffices in
networks with equal link capacities, in networks with unalglink capacities, it is shown that intermediate nodes
may have to do coding, nonlinear error detection, or erroremion in order to achieve the network error correction

capacity.

Index Terms

Adversarial errors, Byzantine adversary, network codimgyork error correction, nonlinear coding

. INTRODUCTION

Network coding allows intermediate nodes in a network to thix information content from different packets.
This mixing can increase throughput and reliability in netks of error-free or stochastically failing channels [1],
[2]. Unfortunately, it can also potentially increase thepant of malicious links or nodes that wish to corrupt
data transmissions. A single corrupted packet, mixed witteropackets in the network, can potentially corrupt

all of the information reaching a particular destination.dombat this problem, network error correction was first
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studied by Yeung and Cai [3], [4] who investigated correttad errors in multicast network coding [1], [2], [5]
on networks with unit-capacity links. In that work, the aoith showed that for any network of unit-capacity links,
the Singleton bound is tight and linear network error-cotirgy codes suffice to achieve the capacity, which equals
C — 2z where(C is the min-cut of the network and is a bound on the number of corrupted links [4, Theorem
4]. The problem of network coding under Byzantine attack ais® investigated in [6], which gave an approach
for detecting adversarial errors under random networkrapdConstruction of codes that can correct errors up to
the full error-correction capability specified by the Sktgih bound was presented in [7]. A variety of alternative
models of adversarial attack and strategies for detectidgcarrecting such errors appear in the literature. Exasnple
include [8]-[15].

Specifically, the network error correction problem coneemgliable information transmission in a network with
an adversary who arbitrarily corrupts the packets sent omesget ofz links. The location of the adversarial links
is fixed for all time but unknown to the network user. We define-arror correcting code for a single-source
and single-sink network to be a code that can recover theceauessage at the sink node if there are at most
adversarial links in the network. Theerror correcting network capacity, henceforth simplylazlthe capacity, is
the supremum over all rates achievablezbgrror correcting codes.

In this work, we consider network error correction when $rik the network may have unequal link capacities.
(A related model, where adversaries control a fixed numbemnaofes rather than a fixed number of edges was
studied in [16], independently and concurrently with outidéh conference paper [17].) The unequal link capacity
problem is substantially different from the equal link ceipaproblem studied by Yeung and Cai in [3], [4] since
the rate controlled by the adversary varies with his edgecehdn the error-free case, any lirikin the network
with capacityr can be represented yedges of capacity one without loss of generality. Howewvethe case with
errors there is a loss of generality in using a similar repmégtion and assuming that errors have uniform rate,
since this does not capture potential trade-offs that thesdry faces in choosing whether to attack strategically
positioned or larger capacity links. The error-correctiapacity in the equal link capacity case has a simple cut-set
characterization since the adversary always finds it optimattack links on a minimum cut; as a result, coding
only at the source and forwarding at intermediate nodescesffio achieve the capacity for any single-source and
single-sink network. In contrast, for networks with unelgirsk capacities, we show that network error correction
coding operations at intermediate nodes are needed evée isirigle-source single-sink case.

The cut-set approach is a simple yet powerful tool for bongdhe capacity of a large network. This approach
partitions the nodes into two subsets, saynd S¢, and then bounds the rate that can be transmitted from nodes
in S to nodes inS¢. (See, for example, [18, Section 15.10].) The maximum mion transmission across the
“cut” occurs when the nodes withif can collaborate perfectly among themselves and the nodémvéi© can
collaborate perfectly among themselves. In this cAsand.S¢ each act as “super-nodes” in a simple point-to-point
network. All that is needed for collaboration is sufficienfarmation exchange among the nodes on each side of

the cut. Thus, the “cut-set bound” equals that rate that dvésel achieved in transmitting information frofto
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Fig. 1. The traditional cut set bound for a cltbetween source and sinkt in the network shown in (a) equals the maximal rate
that can be transmitted frorfi to S when the nodes withiry are allowed unlimited information exchange and the nodehimwiS“ are
allowed unlimited information exchange, as indicated kg tifick bidirectional lines in (b). In the cut-set bounds éwypd here, we create
infinite capacity connections only from each node to nodekigiier topological order on the same side of the cut, as sHowihe thick
unidirectional lines in (c). Restricting attention to nedeith input or output edges that cross the cut, gives a “aigj-network, as shown
in (d).

S¢ if we added reliable, infinite-capacity links between eaalr pf nodes inS and reliable, infinite-capacity links
between each pair of nodes §f, as shown in Figure 1. Given a network of capacitated erem-finks with a

source node and a sink node, minimizing over all choices of that contains but excludet gives a tight bound
on the unicast capacity fromto ¢ [19].

In contrast, this traditional cut-set bounding approaataistight in general when it comes to the error-correction
capacity of networks with unequal link capacities, everhia tase of unicast demands. In this case, two new issues
arise. We next describe each of these issues in turn.

The first issue concerns the role of feedback acfssi.e. links from S¢ to S. While feedback never increases
the capacity across a cut in a network of reliable links, it @acrease the error-correction capacity. Intuitively,
this is because feedback allows us to inform node§ mbout what was received by nodesSf, thereby aiding
in the discovery of adversarial linksTreating all nodes inS as one super-node and all nodesSihas another
super-node, as in the traditional cut-set bounding approaakes all feedback information available to all nodes
in S and all feedforward information available to all nodesSifi This may give them considerably more insight
into the adversary’s location than is available to them im dhiginal network.

We can obtain tighter bounds by taking into account limiasi on which nodes it5¢ can influence the values
on each feedback edge and which nodes'ihave access to the feedback information. This is importarihé
unequal link capacity case, because it captures traddaafési by the adversary in choosing whether to attack links
based on their capacity or whether they are upstream of &éakdinks that may give clues about the adversary’s
actions. Specifically, given an acyclic netwask we construct an acyclic netwo by adding a reliable infinite
capacity connection from a nodec S to a nodew € S only if G contains a directed path from nodeto node

w via nodes inS, and adding a reliable infinite capacity connection from deawo € S¢ to a nodew € S¢ only

1This process of discovery is complicated by the fact thatféreeiback links themselves may be corrupted, but feedbactoisetheless,

clearly useful.



if G contains a directed path from nodeto nodew via nodes inS¢. Figure 1(c) shows an example. Limiting
the added connections in this way creates what we call azagj-network, as shown in Figure 1. We draw only
those nodes irt and S¢ with incoming or outgoing edges that cross betwé&eand S¢, and draw the nodes on
each side of the cut in topologically increasing order. Tfeeward” edges across the cut point downwards in the
diagram, while “feedback” edges point upwards. By studytimg capacity of these zig-zag networks, we develop
upper bounds on error-correction capacity that apply tegdracyclic networks. We also illustrate the usefulness
of these bounds by giving examples where they improve upewviqusly known bounds and showing that they are
tight for families of networks that are special cases of zag- networks.

However, the second issue with the cut-set approach to lgintetwork capacities is the notion of a cut
itself. Reference [20] shows, for the more general case evhely a subset of links are potentially adversarial, the
existence of networks for which no partitidy, S¢) yields a tight bound on the error-correction capacity. Tiis
proven by example using a network whose minimal cut (which t@feedback links) yields a capacity bound that
is proven to be unachievable. As a result, knowledge of thecéipacity of the network’s minimal cut is insufficient
to determine the capacity of all possible networks, and weicahope to derive cut-set bounds that are tight in
general. Nonetheless, given the complexity of taking irtooaint the full network topology, we proceed to study
the cut-set approach, deriving general bounds and denatingtthat those bounds are tight in some cases.

Specifically, in Section Il we begin with the cut-set uppeuhd given by the capacity of the two-node network
shown in Fig. 2, which is the only cyclic network we considetrtlis paper. In this network, the source node can
transmit packets to the sink node along the forward linkstaedsink node can send information back to the source
node along the feedback links. As mentioned above, thiseubound can be quite loose since it assumes that all
feedback is available to the source node and all informatimssing the cut in the forward direction is available
to the sink. We therefore develop a new cut-set upper bounddneral acyclic networks by taking into account
more details of the topological relationships among linkstlte cut, as in the zig-zag network construction shown
in Figure 1.

In Section IV, we consider a variety of linear and nonlineading strategies useful for achieving the capacity
of various example networks. We prove the insufficiency okdir network codes to achieve the capacity by
providing an example of a network where the capacity is 50%atgr than the linear coding capacity and is
achieved using a nonlinear error detection strategy. Alaingxample for the problem with Byzantine attack on
nodes rather than edges appears in [16]. We also give examplgingle-source and single-sink networks for
which intermediate nodes must perform coding, nonlineesretdetection or error correction in order to achieve
the network capacity. We describe a simple greedy algoriimerror correction at intermediate nodes. We then
introduce a new coding strategy called “guess-and-forwandthis strategy, an intermediate node which receives
some redundant information from multiple paths guessestwbf its upstream links controlled by the adversary.
The intermediate node forwards its guess to the sink whists tde hypothesis of the guessing node. In Section V,

we show that guess-and-forward achieves network capagithetwo-node network with feedback links of Fig. 2,
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Fig. 2. Two-node network composed offorward links andm feedback links.

(source)

Fig. 3. Four node acyclic networks: Given the @it= cut({s, B}, {A,t}), unbounded reliable communication is allowed from source
to its neighborB on one side of the cut and from nodeto sink ¢ on the other side of the cut, respectively. There are feddlialks from
Ato B.

as well as the family of four-node acyclic networks in Fig. Bem the capacity of each feedback link is not too
small (i.e. above a value given by a linear optimizatidminally, we apply guess-and-forward strategy to zig-zag
networks, deriving achievable rates and presenting cionditunder which our upper bound is tight. We conclude
in Section VI with a discussion of future work.

Portions of this work have appeared in our earlier work [I2]], which introduced the network error correction

problem with unequal link capacities and presented a suifsée results.

2After the submission of this paper, we obtained a new resudt improves upon the bound in Section Ill for the specialeca

small-capacity feedback links. We mention the idea brieflyadootnote in Section Il and will present it formally in apaoming paper.



Il. PRELIMINARIES

Consider a directed acyclic communication netwgrk= (V,£) with unequal link capacities. Let(/) denote
the capacity of edgé e £. A source nodes € V transmits information to a sink nodec V over the networkg.
Transmissions occur on the links according to their topickgorder, i.e. a link! transmits after all its incident
incoming links, and we regard a link error as being appliedrugransmission. A link (or node) is said to be
upstreamof another link (or node) iff there is a directed path startfrom the former and ending with the latter.
A link (or node) is said to belownstreanof another link (or node) iff there is a directed path staytfrom the
latter and ending with the former.

In this paper, we consider the problem of correcting arbjtedversarial errors on up to links. The location
of error links is fixed for all time but unknown to the networkau.

Definition 1: A network code isz-error link-correcting if the source message can be reeavby the sink node
provided that the adversary controls at medinks. Thus az-error link-correcting network code can correct any
7 adversarial links forr < z.

Let (S, S¢) be a partition of), and define the cut for the partitiqiy, S¢) by
cut(S,5°) = {(a,b) € £ :a € S,be SY.

The cutcut(S, S¢) separates nodesandb if a € S andb € S¢. We useC'S(a,b) to denote the set of cuts between
a andb. Given a cutQ = cut(S, 5¢), we call any link in@Q a forward link, and we call any link fron$“ to S a
feedback link.

For the achievable strategies in Sections IV and V, we assbatecoding occurs in the finite fieldl, for some
prime powerg. An error on any linkl € £ is specified by a vectat; containingr(l) symbols inF,. The output
y; of link [ equals the sum if¥, of the inputz; to link [ and the errok,; applied to linkl, i.e., y; = z; + ¢;. We
say that an error occurs on the linkf e; # 0.

As in [3], [4], we can consider a linear network codehat assigns a set of/) vectors{vF(l)1, vF(l)z, .., vF (1), },

called global coding vectors, to each linke £ in the network. Let
oi(w) = {{w,vF(1);) : 1 <i <r(l)}

denote the error-free output of linkwhen the network input isv where{(a,b) denotes the inner product of row
vectorsa andb. We usee = (¢; : [ € £) to denote the vector of errors on the entire network. Thewutp a link

[ is a function of both the network input and the error vectoe, which we denote by);(w,e). For each node
v eV, weusel'y(v) = {(c¢,v) : (c,v) € £} andT'_(v) = {(v,¢) : (v,c) € £} to denote the sets of incoming
and outgoing edges respectively for nadéWith this notation, a sink nodéecannot distinguish between the case
wherew is the network input and errar occurs and the case whexé is the network input and errat occurs if

and only if

(Vi(w,e) : 1€ T4 (1) = (Yu(w',€') : L € T (1)) (1)



Let N(e) = |{l € &€ : ¢; # 0}| denote the number of links in which an error occurs. We sayahg pair of input
vectorsw andw’ are z-links separable at sink nodeif (1) does not hold for any pair of error vectoesand ¢/

such thatV(e) < z and N(¢’) < z. Lemma 1 of [4] establishes the linear properties/gfw, ) for networks with
unit link capacities. This result extends directly to netkgowith arbitrary link capacities.

Lemma 1:For all [ € &, all network inputsw andw’, error vectors ande’, andp € F,
Yi(w+w' e+ €)=Y (w,e) + P (w',e)
and

Yi(pw) = pp(w).

From Lemma 1,

Yi(w, e) = Yy(w,0) + (0, €) = di(w) + Oy (e),

wheref;(e) = ¢;(0,e) for any link . Thus,;(w,e) can be written as the sum of a linear functionwofand a

linear function ofe.

I11. UPPER BOUNDS

In this section, we consider upper bounds on network errmection capacity. LeX” denote the source alphabet
andq the size of the (arbitrary) link alphabet. The correspogdietwork transmission rate is given Ié‘%%.

We first derive the cut-set upper bound obtained from coglgsall nodes on each side of the cut into a
super-node, resulting in a two-node network as shown in Eig.

Lemma 2:Consider the two-node network shown in Fig. 2 with arbitriamy capacities. LetD,, denote the sum
of the p smallest forward link capacities. The network error caitet capacity of this network is upper bounded
by

0 if n <2z
min{ Dy, 2, Dp_o(z—my+} if 0> 22
Proof: Case 1)n < 2z.

Suppose that’ > 0 and we show a contradiction. Sin€e> 0, there are two codewordsandy in X that can be
sent reliably. Wherr is sent along the forward links and the leftmedinks are adversarial, the adversary changes
x to 2’ so that the outputs of thgn/2] leftmost links ofz’ are the same as that gf Similarly, wheny is sent
along the forward links and the rightmastinks are adversarial, the adversary changes 1’ so that the outputs
of the rightmost[n/2] links of ¢/ are the same as that of Then the two codewords cannot be distinguished and
this contradicts” > 0.

Case 2n > 2z.

When the sink knows adversarial links are the largest capacities forward links, the maximum achievable

capacity isD,,_,. Whenm < z and allm feedback links are adversarial, there are m adversarial forward links
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whose locations are unknown. In this scenario, we show tiebest achievable rate 13,,_y(._,,), which is the
sum ofn —2(z—m) smallest forward link capacities. We assume it > ¢”»-2¢-= and show that this leads to
a contradictionF' = {l;, ..,1,,} denotes the set of forward links such that the links indexehéreasing capacity
order, i.e.,r(ly) < ... < r(l,). Since|X| > ¢P»—2¢-m and D,,_s(,_,) is sum of then — 2(z — m) smallest
forward link capacities, there exist two distinct codewsordz’ € X such thatgy, (z) = ¢, (2') Vi = 1, ..,n — 2z.

So we can write

O(ﬂi‘) = {yb <y Yn—22,P1, -+, Pz, W1, ..,U)Z},

O('x/) = {y17 "7yn—227p/17 "7p,/zaw/17 "7wlz}7

whereO(z) denotes the error-free vector of symbols @when codeword: is transmitted.

We can construct-error links that change®(z) to the value{y, .., yn—2:, 0}, ... ., w1, .., w, } as follows. We
apply an error of valuep{ — p;) mod g on linksl,,_5.4; for 1 < i < z. Since this does not change the output
value of othem — z links, we obtain{y, .., yn—2, p}, ... 0%, w1, .., w, }. Fora’, we can follow a similar procedure
to constructz error links that change the value 6f(z’) to {y1, .., yn—2:, 0}, ... D%, w1, .., w, }. Thus, sink node:
cannot reliably distinguish between the source symbahdz’, which gives a contradiction.

Therefore, the upper bound on achievable capacityiis{ Dy, ., Dy, _a(.—m)+ }- [ |

In Section V we show that this bound is the actual capacityhef tivo-node network. Thus, the super-node
construction gives the following cut-set upper bound foneyal acyclic networks.

Lemma 3:Given any cut) € C'S(s,t) with k forward links and- feedback links, letD, denote the sum of the

k smallest forward link capacities. The network error caioet capacity is upper bounded by

0 if k<22
min{Dy_, Dy_oz—py+} if k> 22

However, we can show that the above upper bound is not tighg ke following generalized Singleton bound,
which was presented in our conference paper [17]. A simipgren bound for the problem of adversarial attack on
nodes rather than edges was given in independent work [16].

Definition 2: Any set of links.S on a cut@ € CS(s,t) is said to satisfy thelownstream conditioon @ if none
of the links inQ\S are downstream of any link is.

Lemma 4: (A generalized Singleton bound) Consider angrror correcting network code with source alphabet
X in an acyclic networkG. Consider any sef consisting of2z links on a source-sink cuf) € C'S(s,t) that
satisfies the downstream condition gh Let M = >_, ;) co\s 7(a, ) be the total capacity of the links i@\sS.
Then

log | X| < M -logg.

Proof: The proof is similar to that of the network Singleton boundtlee equal link capacity case in [3]. We

assume thatX| > ¢™, and show that this leads to a contradiction.
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Given a cutQ, K(Q) denotes the number of links i@). For brevity, letQ = {l1,.,lxg)} where S =
{lk(Q)=2:+1, Ik (@)} and links inS are ordered topologically, i.elk (g)—2.+; iS not downstream ofx ()2, ;
for anyi < j. Since|X| > ¢™ and M is the capacity of\S, there exist two distinct codewordsz’ € X such

that ¢y, (z) = ¢y, (z') Vi = 1,.., K(Q) — 2z. So we can write

O(ﬂj‘) = {y17 5 YK (Q)—22: P15 -+ Pz, W1, ..,U)Z},

O(ﬂj‘,) = {yh ) yK(Q)—2z7p,17 ">p,zv w,17 ) wlz}v

whereO(z) denotes the error-free vector of symbols @when codeword: is transmitted.

We will show that it is possible for the adversary to produgacatly the same outputs on all the channel€)in
when errors occur on at mostlinks in Q.

Assume that the true network input is The adversary will inject errors on links lx(Q)—2:41, - lKk(Q)-=
in this order as follows. First the adversary applies anreow link Ik g)_2.41 to change the output from
p1 to py. The output of links(lx(g)—2.42,-- Ik (@) May be affected by this change, but the outputs of links
(I L (@)—2-) Will not. Let pi(j) andwj(j) denote the outputs of link(g)—2.+; andlx(g)—.+i, respectively
after the adversary has injected errors on ligkg)_.,, wherej = 1,2, .., z with pj (1) = p}. Then the adversary
injects errors on link k- y_2.12 to change its output fromj(1) to p;. This process continues until the adversary
finishes injecting errors om links Ik (Q)—2:+41, - Ik (Q)—- @nd the output of this channel changes frénr) to
{Y1, - Yk (Q)—22> P15 - DL, Wi (2), ., w)(2)}. Now suppose the input is’. We can follow a similar procedure by

injecting errors ore links I (g)—.+1, - Lk (Q)- Then the adversary can produce the outputs

{yh '-7yK(Q)—2z>p,17 "7p/z>w/1(z)7 7w,z(z)}

Thus, sink node cannot reliably distinguish between the source symbahdz’, which gives a contradictionm

Consider the example four-node network shown in Fig. 4. When2, the two-node bound lemma 3 gives the
upper bound 22. The generalized Singleton bound gives uppand 2.

However, the generalized Singleton bound is also not tighilding on ideas from the above bounds, we proceed
to derive tighter bounds.

Let Q7 denote the set of feedback links across QutGiven a set ofn < z feedback linksiW ¢ Q¥ and a
set of k < z — m forward links F' C @, we useNf;m(Q) to denote the upper bound obtained from lemma 4
(generalized Singleton bound) when evaluated:fer m — k adversarial links on the cu® after erasing’ and

F from the graphg. Let

N, jm(Q) NI (Q).

= min min
{FCQ,|F|=k<z—m} {WCQFE,|W|=m<z}

Then we defineV,(Q) as follows.

N.(O) = mi N |
2(Q) pin  min 2 km(Q)



(source)

K
(sink)

Fig. 4. Four-node acyclic network: unbounded reliable camitation is allowed from source to its neighborB on one side of the cut
and from nodeA to sinkt on the other side of the cut, respectively. There are 2 fatvliaks of capacity 1 froms to A, 4 forward links
of capacity 10 fromB to ¢, and 3 feedback links fromi to B.

For instance, consider the 2-layer zig-zag network in Figf & =4, k =1 andm =1, N, ;. ,,(Q) = 19 by
choosingF' = {l1}, W = {ls}, and removing({ls, 314,15} in the application of the Singleton bound after erasing
F and . By taking the minimum ovek andm, we can show thaiV,(Q) = 19.

Lemma 5:(Cut-set upper bound 1) Consider atigrror correcting network code with source alphal¥ein an

acyclic network.

log |X| < in {N, 1
og | X| Qergg(l&t){ (Q)} -loggq

Proof: For any cutQ € CS(s,t), the adversary can erase a §6tc Q7 of feedback links and a sét C Q

of forward links where]iW| = m < z and |F| = k < z — m. Applying Lemma 4 on() after erasingl? and F'
aEw

z,k,m

gives the upper boun (Q). By taking the minimum over all cutg, we obtain the above bound. |

The following examples illustrate how the bound in Lemmaghtins the generalized Singleton bound. We first
consider a four-node acyclic network as shown in Fig. 5. loheaxample, unbounded reliable communication is
allowed from source to its neighborB on one side of the cut and from nodeto sink¢ on the other side of the
cut. There are feedback links with arbitrary capacitiesnfrd to B.

When we compute the generalized Singleton bound, for any)cute choose and erage links in the cut such
that none of the remaining links in the cut are downstreamhefdhoser2z links. Then we sum the remaining
link capacities and take the minimum over all cuts. Becaigheodownstream condition, when the link capacities
betweens and A are much larger than the link capacities betwétandt, the Singleton bound may not be tight.
For example, in the network in Fig. 5 (a), if= 2, then the generalized Singleton bound gives upper bound 20.
However, when the adversary declares that he will use twodat links betweers and A, we obtain the erasure

bound 4.

10



Fig. 5. Four-node acyclic network: unbounded reliable camitation is allowed from source to its neighborB on one side of the cut
and from nodeA to sink ¢ on the other side of the cut, respectively. (a) There are kK lof capacity 10 frons to A and 4 unit-capacity

links from B to t. (b) There are 5 links of capacity 3 fromto A. There are 2 links of capacity 2 and 3 links of capacity 1 fr&hio ¢.

Fig. 6. 2-layer zig-zag network: unbounded reliable comieation is allowed froms to B, from B to D, from A to C, and fromC to ¢

respectively. There are sufficiently large number of feelldinks from A to B. There is one feedback link fro' to D.

As another example, consider the network in Fig. 5 (b) when2. Applying the generalized Singleton bound
gives upper bound 16. If the adversary erases one of the fdmks betweers and A and we apply the generalized
Singleton bound on the remaining network, then our uppemtds improved to 15. The intuition behind this
example is that when the adversary erages. z large capacities links which do not satisfy the downstream
condition, applying the generalized Singleton bound onaieing network with(z — k) adversarial links can give
a tighter bound.

For the 2-layer zig-zag network in Fig. 6, when= 4, the min-cut is 37 and the generalized Singleton bound

11



gives upper bound 27. Suppose that the adversary declatesalwill use the feedback link betweéhand D and
the forward link with capacity 6 betweenand A. By applying the generalized Singleton bound on the remgini
network with two adversarial links, we obtain 37-6-(3+383=19. The intuition behind this example is that the
links betweenB and C' and the links betwee® andt have the same topological order once the single feedback
link betweenC and D is erased. Since the generalized Singleton bound is olotdipesrasing2z links on the cut
such that none of the remaining links on the cut is downstrefiamy erased links, erasing the single feedback link
betweenC' and D vyields a tighter Singleton bound even with fewer adversdin&s. Moreover, before applying
the Singleton bound, we first erase the link with capacity Bictv is the largest link betweenand A as we did
in example in Fig. 5(b).

Next, we introduce another upper bounding approach whiatsiders confusion between two possible sets of
z adversarial links, each containing some forward links a$§ asthe corresponding downstream feedback links
required to prevent error propagation. Consider any@ut cut(P,V\P) and setsZ, Z, C Q). We say that a
feedback linkl € Q% is directly downstream of a forward link € @ (and that!’ is directly upstream of) if there
is a directed path starting froh and ending withl that does not include other links i) or Q. Let W, be the
set of links inQ* which are directly downstream of a link if; and upstream of a link ifiQ\Z;)\ Z>. Let W,
be the set of links iQ® which are directly downstream of a link i, and upstream of a link i)\ Zo.

Lemma 6:(Cut-set upper bound 2) Letf = Z(a’b)e(Q\Zl)\% r(a,b) denote the total capacity of the remaining
links on (Q\ Z1)\Zs. If |Z; UW;| < z for ¢ = 1,2, then

log | X| < M -logq.

Proof: We assume thdtX| > ¢, and show that this leads to a contradiction. E&tQ)) denote the number of
links on the cutQ. Since|X| > ¢, from the definition ofM, there exist two distinct codewordsz’ € X such

that error-free outputs on the links {i§\Z,)\Z2 are the same. Let= |Z;| andd = |Z»|. Then we can write

O(.Z') = {yla oy yK(Q)—c—d7 ULy ey Ue, W1y -+ 'U)d},

O(xl) = {yb S YK(Q)—c—d> u/b i) Ué, w/17 ) w&}?

where (y1, .., Yk (Q)—c—q) denotes the error-free outputs on the links(@p\Z1)\Z, for = and'; (u1,..,u.) and

(uf, .., u.,) denote the error-free outputs on the linksdnpfor  andz’ respectively; andwy, .., wq) and(wf, .., w})

denote the error-free outputs on the links4n for 2 andz’ respectively. We will show that it is possible for the

adversary to produce exactly the same outputs on all theneffgim @ underz andz’ when errors occur on at

most z links. When codeword: is sent, we usé3;(z) to denote the error-free symbols on feedback fink
Assume the input of network i8. The adversary chooses feedback linksi$gtand forward links sef; as its

z adversarial links. First the adversary applies errorsZprio change the output from; to « for V1 < i < ¢ and

to cause each feedback linkc W to transmitB;(x). Since all feedback links which are directly downstream of a

link in Z; and upstream of a link ifQ\ Z1)\ Z, transmit the error-free symbols, the outputs on linkéth 7 )\ Z,

12



Fig. 7. Four node acyclic network: There are 4 links of caga2ifrom s to A. There are 3 links of capacity 2 and 1 links of capacity 4
from B to ¢.

are not affected. The outputs on linksZfh may be affected, and we denote their new valuegby, .., wg}. Thus,
the sink observes$y:, .., Y (Q)—c—ds U1 - Up, WY, -, Wi}
When codeword:’ is transmitted, the adversary chooses feedback link§iseand forward links set; as its
z adversarial links. The adversary applies errors on themhtmge(ws, .., wq) to (wf,..,w/) and to cause each
feedback linkl € W5 to transmitB;(z’). Since all feedback links which are directly downstream dih& in 7,
and upstream of a link i®\ Z, transmit the error-free symbols, the outputs on any othrsliare not affected.
Therefore, the output is changed fraiz’) to {y1, .-, Yx(Q)—c—d» U7, -+ Up, WY, -, wy }. Thus, the sink nodecannot
reliably distinguish between the codewordsind 2/, which gives a contradiction. [ |
Given a cut®, we consider all possible set%;, Z>) on @ satisfying the condition of Lemma 6. We choose
sets(Z;, Z3) among them that have the maximum total link capacities aritheld/,(Q)) to be the sum of the

capacities of the links iftQ\Z;)\Z;. This gives the upper bound

log | X| < min M,(Q) - loggq.
og | X| ol (Q) -logq

The following example shows that we can obtain a tighter uppend using Lemma 6. For the example network
in Fig. 7, whenz = 3, Lemma 5 gives upper bound 9. However, Lemma 6 gives a tigigper bound 8 when
Zr ={l1,ly,15} , and Z5 = {lg, l7,ls}.

Now we derive a generalized cut-set upper bound that unife@srha 5 and Lemma 6. Given a ait consider
a setF C  of forward links and a sel” c QF of feedback links such thaF| + [W| < z. Let CI"V(Q) denote
the upper bound obtained from Lemma 6 when evaluated forn — k adversarial links on the cu after erasing

F andW from the original graptg. Then

min cEV(Q)

{FCQ,WCQE,|F|+W|Lz}

13



is an upper bound on the error correction capacitg ofrhis includes the bound/,(Q) of Lemma 5 as a special
case, since the generalized Singleton bound is a specialafathe upper bound in Lemma 6 corresponding to
the case wher¢Z; U Z, is a set of2z links satisfying the downstream condition. It is also clésat C2*" (Q) is
the same as the bound in Lemma 6 whién= W = (). Note however that any bour@f’W(Q) obtainable with

a nonempty set? of erased feedback links is also obtainable by includingehlinks in the set$l; and W of

Lemma 6 instead of erasing them. Thus, we define

C, = min C’f’@
@ {FcQ,|Fi<z} @

and state our upper bound as follows.
Theorem 1:(A generalized cut-set upper bound) Consider angrror correcting network code with source

alphabetX in an acyclic network. Then

log | X| < in  C.(Q)-logq.
og | X| ochin (Q) -logq

IV. CODING STRATEGIES

We consider a variety of linear and nonlinear coding stiategiseful for achieving the capacity of various
example networks. We show the insufficiency of linear nekwowdes for achieving the capacity in general. We
also demonstrate examples of networks with a single sourdeaingle sink where, unlike the equal link capacity
case, it is necessary for intermediate nodes to do codinginear error detection or error correction in order to

achieve the capacity. We then introduce a new coding siatpgess-and-forward.

A. Error detection at intermediate nodes and insufficientiinear codes

Here we show that there exists a network where the capaci§09% greater than the best rate that can be
achieved with linear coding. We consider the single sourakthe single sink network in Fig. 8, where soukce
aims to transmit the information to a sink notleNe index the links and assume the capacities of links as ishow
in Fig. 8. For a single adversarial link, our upper bound fréheorem 1 is 2.

Lemma 7:Given a network in Fig. 8, for a single adversarial link, r2tés asymptotically achievable with a
nonlinear error detection strategy, whereas scalar lineawork coding achieves at most 4/3.

Proof: We first illustrate the nonlinear error detection strategyallows. Source wants to transmit two packets
(P1, P»). We send them im channel uses, but each packet has only 1 bits. We use one bit as a signaling bit.

We send(Py, P,) down all links in the top layer. In the middle layer, we do tldidwing operations:

3After submitting this paper, we found a way to tighten thevabbound for the case of small feedback link capacity. Brigfig key
idea is to note that instead of choosing all the linkd#f as adversarial links as in the proof of Lemma 6, another pii$giis to choose
only a subsely; C W; as adversarial links, as long as the values on link8inY; and links in@Q\ Z; that are directly upstream of links
in W;\Y; are the same under the two confusable codewordsdz’. The capacities of these links then appear as part of ther ympand;
thus, this bound is useful for cases where feedback linke savall capacity. This result will be presented formally mwpcoming paper.
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s (source)

t (sink)

Fig. 8. A single source and a single sink network : all linkstba top layer have capacity 2. All links on the middle and dottiayer

have capacity 1. When = 1, the capacity of this network is 2 while linear network codeieve at most 4/3.

1. Send the linear combination & and P, aP; + bP,, down link I,.

2. SendP; down both linksis andig.

3. SendP, down both linksl; andls.

4. Send a different linear combination & and P,, cP; + dP,, down link [g.

At the bottom layer, we do the following operations:

1. Forward the received packet on lityg.

2. Send a 1 followed byP; on link [y if the two copies ofP; match, send a 0 otherwise.

3. Send a 1 followed by, on link i1, if the two copies ofP, match, send a 0 otherwise.

4. Forward the received packet on lid.

We can show that above nonlinear error detection stratdgwsla sink node to decodé’(, P,). Suppose that
(a,b) and (c,d) are independent. Then coding vectors on any two links on tt®in layer are independent and
they satisfy with MDS (maximum distance separable) progertif nothing was sent down botly; andl;,, the
decoder can recoveiP;, P») from the information received on linkgy, and /3. If nothing was sent down only
onl;1, then the outputs of» andl;3 should not be corrupted and the decoder can rec@verP;). Similarly, the
decoder can decode correctly when nothing was sent downaanly,. If all the links in the bottom layer received
symbols, there is at most one erroneous link on the bottoer layhich has MDS code. Thus we can achieve rate
2 — % with this error detection strategy.

Now we show that scalar linear network code can achieve at mts4/3. Suppose that we want to achieve the
linear coding capacity:/n by transmittingk symbols reliably by using a scalar linear network cetlever the

finite field F, in » rounds. To show the insufficiency of linear coding for achigvthis capacity, from (1), it is
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sufficient to prove that there exist paifs, ¢) and (v, ¢’) for linear network code) such that

(Yi(w,e) : L€ T () = (Yu(w',€') : L € T (2)),

and N(e), N(e’) < 1. Since the above equation is equivalent to

(pr(w—w"):1eTL(t) = (O(—e+€): 1 eTL(t)),

by linearity, it suffices to find a source vecterce X and error vectoe” such thatV(e¢”) < 2 and

(Gu(z) : L€ T4 (1)) = (Bi(e") : 1 € T4 (1)), )

where X = IE"; is the source alphabet. We will show that there exjsts”) satisfying the above equation when
errors occur on the linkg andls in error vectore”.

Let G; denote theln x k transfer matrix between andt in the n rounds. Its rows are the global coding vectors
assigned otlyg, /11, 112, andly3 in the n rounds. Note that to transmit symbols reliably,G; should have rank.

Let M; and M, denote the transfer matrices betwderand ¢, and betweeri; and¢ during n» rounds respec-
tively. To transmitk symbols reliably, both\/; and M, should have rank at leadt i.e., rank(M;) > k and
rank(Msy) > k. Otherwise, when the adversarial link is on the top layeg, tiaximum achievable rate is at most
min{rank(M),rank(Ms)} from the data processing inequality, which gives a conttaat.

Let e; ande; denote the errors occurring on linksand!s, respectively. Erroe; propagates té,o andly;, and
error e; propagates té,» andiys.

From (2), we have the following set of equations

Gir = ( My 0 ) (e1,e0)" = M -€".
0 M,

Sincerank(My) > k andrank(Ms) > k, rank(M) > 2k. ThenA = {Gyz : x € X} andB = {Me" : ¢’ €
F3"} are both linear subspacesBf", anddim(A) = k anddim(B) > 2k.

Let {x1,..,z;} denote a basis oK. Then{G;z1,..,Giz;} is a basis ofA. Similarly, sincerank(M) > 2k,
there exisk vectors{yi, .., y2x} such tha{ My, .., Mys} is a subset of basis dB.

If 3k > 4n, since bothA and B are linear subspaces E‘E" there existqay, .., ag, b1, .., bax) # (0,...,0) such

that
k 2k

Z ai(th’i) + Z bZ(MyZ) =0.

=1 Jj=1
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If (a1,..,ax) = (0,...,0) or (by,..,b2t) = (0,...,0), then it contradicts the linear independence of basis. ,Thus

(al, . ak) 75 (0, ey 0) and (bl, . bgk) 75 0. Then,
k 2k
Y ai(Grri) + Y bi(Mys)
i=1 j=1
2k

Gilasw:) + Y M(biy:)
1 =1

ok
Gilaswi) =Y M(=biy;)
j=

|

7

I

=1

I
©

Therefore, we have found nonzero= 3% | a;z; and (e, e2)™ = — Z?il(—bjyj) such thatG,x = Me".

It completes the proof.

The following corollary shows that vector linear coti¢see e.g. [22]) also achieve at most rate 4/3.
Corollary 1: For the network in Fig. 8 with a single adversarial link, ateedinear network code can achieve
at most rate 4/3.

Proof: For a vector linear code, the outgoing edges of each nodesarectors of alphabet symbols which
are function of the vectors carried on the incoming edgebéonbde. We consider a vector linear code that groups
m symbols into a vector. As in lemma 7, we define tHe)m x km transfer matrixG, betweens andt. Transfer
matricesM; and M, are also defined in the same way, anthk(M;) > km and rank(Msz) > km. As in the

proof of lemma 7, wherk > %”, we can show that there exists vectofSe;,e2) (z # 0) satisfying

Gtx = (Ml . 61,M2 . 62).

B. Error correction at intermediate nodes

We next give an example in which error correction at interiaednodes is used for achieving the capacity. The
intuition behind our approach is that error correction d@enmediate nodes can reduce the error propagation to
the links in the bottom layer and MDS code assigned on theobitayer gives the correct output. We consider a
single source-destination network in Fig. 9. For a singleeashrial link, upper bound from Theorem 1 is 8. From
Sec. IV-A, the upper bound on the linear coding capacityJ¥  =(1;)/(m + 1) = 6.

Lemma 8: Given the network in Fig. 9, for a single adversarial linkier8 is achievable using error correction
at intermediate nodes.

4A vector linear code is a linear code operating over a vect@ymbols.
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\/ X4

Fig. 9. A single source and a single sink network : The linkagdty in this network is as followsr(l1) = r(l2) = r(I3) = r(l4) =
4,7(ls) = ... = r(l1o) = 2. All the links in the middle layer have capacity Error correction afrs and Y. is necessary for achieving the

capacity.

Proof: Without loss of generality, all nodes excepj and Y, forward their received information. We first
assign a(12,8) MDS code(a,b, ... ,l) on the bottom layer links and apply a (4,2) MDS code at eaclisidec
node, e.g., we assigfe, f,e + f,e+ 2f) and (g, h,g + h,g + 2h) on incoming links toY; and Y, respectively.
Then we can assign codewords on all links in the network saticeodes except3 andY, are forwarding nodes.
If the adversarial link is on the middle or bottom layer, atsintwo errors are propagated to the sink node and the
MDS code assigned on the bottom layer gives the correct aufpihe adversarial link is on the top layer, at most
two errors are propagated to the sink node through forwgrdimdesY?, Ys, Y5, andYy. Since at most one error
is incoming toYs and Y, respectively, the (4,2) MDS code applied at each decisiafergives error-free output
(e, f) and (g, h). Therefore, when the adversarial link is on the top layemast two errors are propagated to the
sink and the (12,8) MDS code returns the correct output.

[
One possible generalization of the above intermediate revd® correction is as follows. Given an acyclic
networkG = (V, &), we usecg(s,i) andcg(i,t) denote the min-cut between the soukcand i, and the min-
cut betweeni and the sinkt in G, respectively. We assume that there is a fixed set of nddes V such that
cg(s,i) = cg(i,t) for Vi € N and error correction can be applied only at nodesvVinFor instance, in Fig. 9,
N = {Y3,Y,}. Letd(G,i) = cg(s,i) — cg(i,t) denote the difference between the max-flow frero i and the
max-flow fromi to .

The selection functiod (G, N) chooses a nodéc N on G which maximizesi(G, ). Precisely,

I(G, N) = argmax{d(, 1)}
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Algorithm 1 Algorithm for error correction at intermediate nodes
M — N

CS — 10
G =g
While |[M| > 1 and3i s.t.d(G',i) >0,i e M
M' =M —I(G', M)
CS' = CSUSyg m
§' =G = Sig.m)
M=M,6CS=CS.

endwhile

returnCS

Here is the outline of our greedy algorithm with error coti@t at intermediate nodes. Given an acyclic network
G and the set of error correction nodds we choose a nodé = I(G, N) that maximizesi(G,i) on G. Since
cg(s,i) is the max-flow froms to i, we can findeg(s, i) paths so that each path carries one symbol frota i.
Likewise, we also find:g(i,t) paths fromi to ¢. Let Sy(g 5s) denote the subgraph composed of above paths. We
assign a(cg(s,i),cg(i,t)) MDS code onS;g rr). We removeS; g 5y from G and add it toC'S which denotes
the union of subgraphs for which codewords are already asdig/NVe also removefrom N. We repeat the above
procedure untilN = () or there is no nodeé € N such thatd(G,:) > 0. A precise description of the algorithm is
shown in algorithm 1. Since max-flow can be computed in patyiabtime, this algorithm is a polynomial-time

greedy algorithm.

C. Coding at intermediate nodes

Here we consider an example of a single-source and singkerstwork, shown in Fig. 10, whose capacity is
achieved using linear coding at intermediate nodes ratteer honlinear error correction or detection. For a single
adversarial link, the upper bound obtained from Theorem4. is

Lemma 9: Given the network in Fig. 10, for a single adversarial linkding at intermediate nodes achieves the
rate 4.

Proof: To achieve rate 4, any four links on the top layer should cdrindependent packets. Otherwise,
when the adversarial link is on the top layer, source camamisiit 4 packets reliably. Then the data processing
inequality gives a contradiction. Similarly, any two links the bottom layer should carry 4 independent packets.
SinceY; is connected to at most four different nodes ame@ig, .., X¢) for V1 < i < 4 and all links in the middle
layer have capacity 1, each &f, Y5, Y3, andY, receives all independent information. Thus we cannot apply
simple error-detection or correction #, Y5, Y3, andY,. Suppose that only forwarding strategy is used on this

network. Then we show that rate 4 is not achievable. Theresiareymbols on the top layer. Since we use only
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Fig. 10. A single source and a single sink network : all linkstbe top or middle layer have capacity one. All links on thétdio layer

e

t (sink

have capacity 2. In this network, coding at intermediateesoout not error-detection and correction is necessarydiegng the capacity.

forwarding, these are forwarded to the bottom layer. Sinotton layer links have total capacity 8, there are at
least two same symbols on the bottom layer links. This cdidta that any two links on the bottom layer should
carry four independent information to achieve rate 4. Tloeeeforwarding is insufficient for achieving the rate 4
in this network.

Now we show that a generic linear network code, where intdiate nodes do coding, achieves rate 4. From
[22, Ch 19], a generic network code can be constructed wigh Iprobability by randomly choosing the global
encoding kernels provided that the base field is sufficidatiye. So a random linear network code is generic with
high probability whery is very large. If the adversarial link is on the top or middigdr, then each capacity 2 on
the bottom layer is equivalent to two unit capacity links.efhall links in the network have capacity one and this
problem is reduced to the equal link capacities problemnFj4], rate6 — 2 x 1 = 4 is achievable. From [22,
Theorem 19.32], since the min-cut betweeand (Y;,Y;) is at least 4 foivl < ¢ # j < 4, in a generic network
code the global encoding kernels on any two links on the bottamyer are linearly independent and they satisfy

the MDS property. Thus an error on the last layer can be ciadec |

D. Guess-and-forward

Here we introduce a new achievable coding strategy, gueddeaward. In this strategy, a node receives some
redundant information from multiple paths. If this infortiza is inconsistent, the node guesses which of its upstream
links controlled by the adversary and forwards its gueshéasink. The sink receives additional information allowing
it to test the hypothesis of the guessing node and corredéwptify one or more adversarial links. Altogether a
finite number of guesses are forwarded, so the average @cdidorwarding guesses goes to zero asymptotically

with the total amount of information communicated.
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Fig. 11. Four node acyclic networks: this network consi$t8 tinks of capacity 2 froms to A, 5 links of capacity 1 fromB to ¢, 1 links
of capacity 6 fromA to B. Given the cut({s, B}, {A,¢}), unbounded reliable communication is allowed from sourde its neighborB

on one side of the cut and from nodeto sinkt on the other side of the cut, respectively.

To provide intuition, we first describe a simple version a&f fluess-and-forward scheme on a particular four-node
network example shown in Fig. 11. From Theorem 1, whe#a 2, the capacity is upper bounded by 7. We will
show that rater is achievable in this network using the guess-and-forwahgme.

In this scheme, nodd forwards its received information to nod® and on multiple links to the sink node
This information is received reliably by the sink, but notassarily byB since the single feedback link from to
B may be adversarial. NodB also receives reliably from the source nodéhe information that was sent from
to A, and compares this with the information forwarded AyA mismatch indicates that either the feedback link
(A, B) is adversarial or that one or more links fromo A are adversarialB sends this guess to the sink along
with the information received on linkA, B), which allows the sink to distinguish between the two padbgés.
Note that decoding at the sink relies on knowledge of the adtvand code, while the guessing node simply has
to compare the feedback with the corresponding informafiiowarded from the source node.

To be precise, letV and W denote the symbols sent yand received byA respectively on the links from
to A. W is sent reliably froms to B, andW is sent reliably fromA to ¢.

In each rounds and B together send &11,7) MDS code toA andt across the cutut({s, B},{A4,t}). Since
the feedback link has capacity 8, sends its codeword symbol¥ to B along feedback link. For feedback link
I, let P, denote the information received @y on . B comparesP, with W which is received frons. If P, # W,
then B obtains a guess; identifying the locations of adversarial links betweeand A assumingpP, is reliable.

B sends the clain{X;, P,) to t along each link betwee andt using repetition code. 1Y, = W, B does not
send any claimB sends claims only when it guesses at least one adversaniarfb link which is different from

those guessed in previous rounds. Tliusends claims in 3 rounds, which is equal to the number of Ibeésveen
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s and A. Note that on a result the number of channel uses is not aunistgach round. Since the total number of
channel uses required to send claims is finite, the overhewmdtized over a large number of rounds goes to zero
asymptotically with the number of rounds.

Lemma 10:Given the network in Fig. 11, rate 7 is achievable.

Proof: Since there aré > 2z + 1 links from B to ¢, any claim(X;, P;) can be sent reliably fron® to ¢ using
a repetition code.

Case 1) the sink receives some claixy, ;).

The sink compare®, with 1/ which is received frond reliably. If P, # W, then the feedback link transmitting
P, is adversarial and the sink ignores it. Otherwi$®,is reliable. Since the claim is sent, the sink knows that
P=W # W and that gues¥; is correct. Thus the sink identifies the forward linksXi as adversarial, which
are subsequently ignored.

Case 2) no claims are sent.

In this case, we show that the correct output is achieved. |Bims are sent only if either

« B receivesiW on the feedback link, or

« the guessed seX; only contains forward links that have been guessed by previous rounds. From these

previous rounds, by case 1, the sink has already identifiedlasrsarial eithet or the guessed forward links,
and is concerned only with the remaining network.
Either way, there are the following two possibilities foetbverall remaining network (recall that transmitsii’
to B):

() all links betweens and A and the feedback link are uncorrupted.

(I1) some links betweers and A are corrupted and feedback link is corrupted such that adbnk transmits
error-free output.

In possibility (1), the feedback link transmitd’ to B. In (Il), A sendsiV # W but the feedback link changes it
to W so thatB does not send any claims. We first consider all sets of 7 fahiiaks on the cut. There ar§) = 8
such sets of links. Each set has total capacity at least 9e&chn such sef, the sink checks the consistency of
the output of rate 7 obtained from. We also consider all sets 6flinks such that each set includes allinks
betweens and A and any3 links betweenB andt. There are(3) such sets. The sink also checks the consistency
of the output of rater for each set.

Case 2 - a) there is no set dflinks giving consistent output.

In this case, there are more thariorward adversarial link on the cut. Sinee= 2, all two adversarial links are
forward links and thus possibility (1) cannot hold. Thenspibility (1) is true and there are at most two forward
adversarial links with capacity 1 on the cut. We obtain therexi answer from our (11,7) MDS code.

Case 2 - b) there is no set 6flinks that includes alB links from s to A and gives consistent output.

In this case, possibility (Il) is true. Then there is at mose dorward adversarial link on the cut. We obtain the

correct answer from our (11,7) MDS code.
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Case 2 - c¢) There exist both7alink set L; giving consistent output and@link set Lo that includes alB links
betweens and A and give consistent output.

It is clear thatleeLmLQ r(ly) > 7 for any L; and Ly. ThusL; and Ly give the same consistent output. Since
at least one of (I) and (Il) is true, this output is correct.

From cases 1-2, since= 2, B needs to send claims at mastimes to obtain the correct output. [ |

V. GUESSAND-FORWARD ON SOME FAMILIES OF NETWORKS

In this section, we employ the guess-and-forward strategy equence of increasingly complex network families.
The first is a two-node network with multiple feedback linkéie second is a four-node acyclic network. The third
is a family of ‘zig-zag’ networks. In the first two cases, theegs-and-forward strategy achieves the capacity. For
zig-zag networks, we derive the achievable rate of guedsf@mvard strategy and present conditions under which

this bound is tight.

A. Two-node network

We achieve the error-correction capacity of the two-nod&vark with multiple feedback links by using guess-
and-forward strategy. A two-node network shown in Fig. 12amposed of: forward links with arbitrary capacity
andm feedback links with arbitrary capacity. In Lemma 11, we falsaracterize the capacity of this network when
each forward link has capacity 1. We extend this result toofée 2 when each forward link has arbitrary capacity.

Lemma 11:Consider the two-node network shown in Fig. 12 such that éawbard link has capacity 1. Let’
denote the error-correction capacity withadversarial links. Ifn < 2z, C' = 0. Otherwise,C' = min{n — z,n —

2(z —m)}.
Proof:

From lemma 2 in Section Ill, upper bound of the capacitynigi{n — z,n — 2(z — m)} whenn > 2z, and
0 otherwise. So it is sufficient to prove the achievabilitytiois upper bound by applying our guess-and-forward
strategy whem > 2z.

Case 1)m < g.

Step 1) In each round, the sourgesends an(n,n — 2(z — m)) MDS code on then forward links. Since
m < z/2, n—2(z —m) < n— 2z Thus for any receivea signals, there exist — 2(z — m) uncorrupted signals.

If all (n_z(’z_m)) subsets of received symbols decode to the same messageefsage is correct. Otherwise, the
sink sends the: received signals to the soureeon each feedback link using a repetition code.

Step 2) Based on the received information on each feedbakkthe source tries to identify the bad forward
links. Thus, for each feedback link, the source obtains enctegarding the location of forward adversarial links
which is correct if that feedback link is not adversarial.

Step 3) This step consists of phases, each composed of a finite number of rounds. lithhghase, the source

sends the claim obtained from tlit feedback link together with what it received on that fesdblink to the sink.
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Fig. 12. two-node network with n forward links andm feedback links.

This information can be sent reliably to the sink using a tiépa code because — 2z > 0. If what the source
received matches what the sink sent, itle feedback link was not corrupted and the associated claiooirect.
Using this claim, the sink can decode the message as welkasfidat least one of the forward adversarial links.
If all m feedback links were corrupted, the sink knows that thereoabhg » — m forward adversarial links and
since we are using én,n — 2(z — m)) MDS code the message is correctly decodable at the sink.

Note that we only need to use the above scheme during thefirstmes the sink sees inconsistency at step 1.
The reason is that from steps 1-3, the sink either figurestmitall feedback links are adversarial or identifies at
least one forward adversarial link. If all feedback linke &ad, they are ignored and tfwe,n — 2(z — m)) MDS
code gives us the correct output. If there &rg 2m forward adversarial links, after the firkttimes the sink sees
inconsistency at step 1, all forward adversarial links demtified subsequently and no further inconsistency is seen
among the remaining forward links. Otherwise, when theeeraore thar2m adversarial links, the sink findzn
forward adversarial links and ignores them. Then from [B§ taten — 2m — 2(z — 2m) = n — 2(z —m) can be
achieved using the remaining forward links only.

Case 2)m > 3.

In each round, the soureesends arin, n—z) MDS code on the: forward links. For any received signals, there
existn — z uncorrupted signals. If aﬂn’jz) subsets of received symbols decode to the same messagagtsage
is correct. As in the case 2-a, from steps 2-3, the sink eitbecludes that all feedback links are adversarial or
identifies at least one forward adversarial link. If allfeedback links were corrupted, there are only m < z/2
bad forward links and subsequently only the forward links ased to achieve the rate— z. Otherwise, the above
scheme is used at mosttimes inconsistency is seen at step 1, after which the siskidentified all bad forward
links and the remaining forward links suffice to achieve nate z. [ |

Now we generalize above result to the general case when eaehrfl link has also arbitrary capacity.
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Fig. 13. Four node acyclic networks: unbounded reliable rnomication is allowed from sourceto its neighborB and from nodeA to
sink ¢, respectively. This network consists @flinks of arbitrary capacity froms to A, b links of arbitrary capacity fromB to ¢t. From A

to B, there arem feedback links and each feedback link has the minimum cgpaci

Theorem 2:Consider the two-node network shown in Fig. 12 with arbjtramk capacities. LetD,, denote the

sum of thep smallest forward link capacities. The error-correctiopagity is

0 if n <2z
C =
min{ Dy, Dp_oz—m)+ }  if n> 22
Proof: From lemma 2, achievable capacity is 0 wher< 2z. Whenn > 2z, we useD to denote the sum
of all n forward link capacities. For achievability, when < z/2, the source sendd, D,,_.) MDS code to the
sink. Whenm > z/2, the source send®), D,,_5(.—,)+) MDS code to the sink. By using the same strategy as in

the proof of Lemma 11, we can achieve the rate

B. Four-node acyclic network

In this section, we use the guess-and-forward strategy avuanfode acyclic network, the simplest case of a
zigzag network. In this acyclic network, source nadend its neighbor nod® lie on one side of a cut that separates
them from sink nodé an its neighborA. As in the cut-set model, we allow unbounded reliable comiation
from sources to its neighborB on one side of the cut and from nodeto the sinkt on the other side of the cut;
this allows nodeB to compare information from feedback links with uncorrgpteformation from the source to
obtain the guess. Similarly, by comparing claims with infiation reliably transmitted from nodé, the sink can
identify the corrupted link.

This network is composed of a set @fforward links {l4, .., 1, } with arbitrary capacities from to A, a set ofb

forward links{l,+1, .., 115} With arbitrary capacities fronB to sink¢, and a set ofn feedback links fromA to B.
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Fig. 14. Four node acyclic networks: (a)= 2 and feedback link transmitg:1 + a2, b1 + b2, c1 +c2). (b) z = 3. Assume thafa1, .., as),

(b1,..,b6), (c1,..,ca), (di,..,dsa), and (e1, e2,e3) are transmitted on forward link§1, ..,15) from s to A, respectively. Feedback link

transmits(3°7_ ai, o0, biy iy €y iy dis Yoie €3).

Each feedback link has capacitywhose value will be derived in following Section V-BLly = >, ;17 (0)
andCs = 3., 1.,,) T(1) denotes the sum of forward link capacities frerto A, and fromB to ¢, respectively.
Let C = Cy + Cy. C, is the upper bound on this network obtained from Theorem 1.

In [21], we have shown that rat€, is asymptotically achievable on this four-node acyclionwk when each
feedback link has capacity at leaS{. Here we show that rat€’, is achievable even when each feedback link
has smaller capacity thafi;. In Section V-B1, we first consider a coding strategy at nagdand formulate a
linear optimization problem which gives the minimum capadif each feedback link that guarantees the success
of our strategy. Then, in Section V-B2, we show that rateis asymptotically achievable this smaller feedback
link capacity using our guess-and-forward strategy.

1) Coding strategy at nodd: Suppose thats, B) sendqC, C,) MDS code across the cut {el, ¢). We consider
the encoding strategy at nodé and derive the minimum capacity of each feedback link. Seppbat nodeA
receives the vector of symbol¥ = (1,,,... , ;) from s where T, = (p}, ... ,p; ") denotes the codewords on
link I € {l1,...,l,}. We first assume that nodé transmits, on each feedback link & the same set of codewords
each of which is a linear combination of codewords received gingle link froms to A. Precisely, for any forward
link 1;, nodeA transmits on each feedback ligkiV;,) = (g1 (W1,),. .. , g (Wy,)) whereg] (W},) is a single linear
combination ofi¥;, = (p}.,... ,pl( ). Thus, the same valug(WW) = (g(W},), .., g(W,,)) is transmitted on each
feedback link. For instance, given a network in Fig. 14@)transmitsg(W) = (g(Wy, ), g(W,,), g(Wy,)) where
g(Wi,) = a1 + a2, g(W,) = by + ba, andg(Wy,) = c1 + ca.

Here, we define the degree of freedom of forward linketweens and A as follows.

Definition 3: Consider the vector of symbold/; received on forward link from s to A and assume that node
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A transmitsk linear combinations of¥;, g(W;) = (g} (W)),... ,gF(W})). Let M; denote ther(l) x k encoding
matrix at A for link [ such thati¥; - M; = g(W;). Then the degree of freedom of lirik f(1), is defined as the
capacity of link! minus the rank of the matrid/;, i.e., f(I) = r(I) — rank(M;). For any forward linki between
B andt, we simply define the degree of freedoffY) as the link capacity, i.e.f(l) = r(I).

For example, in Fig. 14(a), since feedback link transmits+ as, by + b2, ¢1 + ¢2), f(I) = 1 for all forward
links from s to A. In Fig. 14(b), since feedback link transmit§ %_ a;, 3% b, S0 i, S0 di, S22 @),
f(l) = f(a2) =5, f(l3) = f(la) =3, and f(I5) = 2.

From the definition of degree of freedom, nodesends

h= > (rO)-fO)=Cci— > f0 (3)

le{llrwla} le{l17"7la}

codewords toB along each feedback link.

Now we introduce our coding strategy at nodeas follows.

Node A can choose any(W) which satisfies the following two conditions on the degredreédom of links.

Condition 1: Given any set4d; composed oRz forward links, ;. , f(I) < C —C..

Condition 2: Given any setd, composed ot forward links and4; composed ot —m forward links such that
AsNA3 =0, > e, fFU) +2ca, () SC = C..
Condition 1 means that the sum of the degree of freedom oRarfgrward links are less than or equal @— C..
Condition 2 means that the sum of the degree of freedom otdimks plus the sum of any —m link capacities is
less than or equal t6' — C.. In the proof of Lemma 13 and 14, we show that these two canditare necessary to
prove the tightness of our upper bound in Theorem 1. For el@amgiwork in Fig. 14(a); = 2 and the upper bound
C, = 6. 3 codewords sent byl satisfies above two conditions, and feedback capacity 3figisnt. Likewise,
when z = 3 and the upper bound’, = 9 in the network Fig. 14(b), 5 codewords sent Hyalso satisfies above
two conditions. In [21], the minimum required capacity fach feedback link to achieve rafg, is the sum of all
forward link capacities betweenand A, which is 6 and 23 for the networks in Fig. 14(a) and (b), resipely.

Finally, we formulate a linear optimization problem whiclves the minimum capacity of each feedback link,

based on conditions 1 and 2.

min h=Cy— > f(l)

i=1

fli) <r(ls), Vi<i<a+b

Y <C-C., MCE|M|<2z &)
leM

dory+ Y f<Cc-c,

lEN; lEN,

Ni, Ny CE,|N1| < z—m,|Na| <2, N1 NNy =0
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Objective function’ is defined in equation (3). The first inequality constrainthie link capacity constraint.
The second and third constraints come from condition 1 arméshectively. We can check that solving the above
optimization problem for the networks in Fig. 14(a) and (b)eg the feedback link capacities 3 and 5, respectively.

2) Guess-and-forward strategyn this section, we show the tightness of the upper boundgusin guess-and-
forward strategy. Our proof of decoding success requireb &edback link’s capacity to satisfy the lower bound
obtained in (4), so that nodB receives sufficient feedback information to guess the poealilinks by comparing
with information reliably received from the source. Thigdback link capacity can in general be smaller than that
in the simple example of Section V-B1, so the details and fpadaorrectness of the scheme are slightly more
involved.

The guess-and-forward strategy achieving the €atdor the four-node acyclic network shown in Fig. 13 is as
follows. In each rounds and B together send &C,C,) MDS codé, obtained from Lemma 12 below, t4 and
t across the cutut({s, B},{A,t}). Let W and W denote the codewords sends to4, and A received froms,
respectively. Using the coding strategy in Section V-Bllsenng(W) to B along each feedback link using a
repetition code. For each feedback lihklet P, denote the information received by on [. B comparesP, with
g(W). If B # g(W), then B obtains a gues<; identifying the locations of adversarial links betweemnd A
assumingp, is reliable. B does not send any claim #, = g(WW), or if the guessed seX; only contains forward
links that have been guessed bin previous rounds.

We next show that this strategy achieves r@teasymptotically, via the following series of lemmas.

Lemma 12:Given the four-node acyclic network in Fig. 13, letenote the sum dfz largest degree of freedom
of links in the network. Suppose the adversary introduces®onz forward links subject to the constraint that the
values sent along the feedback links are unaffected. Thesésea(C, C' — u) generic linear code for the forward
links that corrects these error links.

Proof: See the appendix. [ |
Since the sum o2z largest degree of freedom is at m@st- C, from the condition 1, we obtait’' —u > C,.
Definition 4: Given a set of any: forward links L = {l4,... ,l;} in the four-node acyclic network, we sdy

gives consistent output §,_; r(I) > C. and the decoded output from ay code symbols orL is the same.

Lemma 13:Given the four-node network in Fig. 13 such that 2z + 1, rate C, is achievable.

Proof: Sinceb > 2z + 1, any claim(X;, P,) can be sent reliably fronB to ¢ using a repetition code. The

details of proof is presented in the appendix. [ |

Lemma 14:Given the four-node network in Fig. 13 such thaf 2z, rate C, is achievable.

Proof: Whenb < 2z, reliable transmission of claims from8 to ¢ is not guaranteed. Thus we cannot use the

same technique used in the proof of Lemma 13. The proof isepted in the appendix. [ |

28



S oo By o By Bj_100 By

&, >
A1 o0 A2 o0 A3 Ak oo t

Fig. 15. k-layer non-overlapping zig-zag network: Given the eut({s, B, .., Bx}, {41, .., Ak, t}), A; and B; can communicate reliably
with unbounded rate tal; ;1 and B;41, respectively{ = By, t = Ai41). The links fromA; to B; represent feedback across the cut. This

model more accurately captures the behavior of any cut witkedback links across the cut.

C. zig-zag network

In this section, we consider a special case of the zig-zagankf the non-overlapping zig-zag network. We
present conditions under which our upper bound is tight ari/e a general achievable bound for non-overlapping
zig-zag network.

We call the network shown in Fig. 15 falayer non-overlapping zig-zag network. Unlike the geheig-zag
network, feedback transmission is only possible frapto B;. A; and B; can communicate reliably with unbounded
rate toA;; andB;1, respectivley.{ = By, t = Ax1). Thus, reliable transmission with unbounded rate is fbessi
from A; to A;, and fromB; to B; for Vi < j. We useF; andW; to denote the set of forward links and feedback
links from B;_; to A;, and fromA; to B;, respectively. LetF;| = b; and |W;| = m,. In this network, we assume
that each feedback link froml; to B; has a sufficient capacity to forward all the informatidp received from
B;_;. It is clear that the four-node network is 1-layer non-oapging zig-zag network. Given flayer zig-zag
network G, we useC, to denote the upper bound ghobtained from Theorem 1.

Now we consider the following strategy for non-overlappirig-zag network which is similar to that for a
four-node network. We us€' to denote the sum of all forward link capacities.

In each round,s and (By,.., By) together send &C,C,) MDS code to(A4,..,A;) and ¢ across the cut
cut({s, By, .., Bx},{A1, .., A, t}). For1 < i < k, A; sends its codeword symbol§ to B; along each feedback
link using a repetition code. For each feedback linket P, denote the information received b¥; on . B;
comparesP; with W which is received frons. If P, # W, then B; obtains a gues&; identifying the locations of

adversarial links betweeB;_; and A; assumingP, is reliable. B; sends claim X;, P;) to A;,; along each link

SA generic linear code is MDS.
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using repetition code. 17, = W, B; does not obtain any claim. For @< j < k, A; sends any received claim
from B;_; to the sink reliably. The above strategy is applied in eacimdoB; sends claims only wheX; guesses
at least one adversarial forward link which is differentnfréorward links guessed biyat previous rounds.

For a four-node acyclic network in Fig. 13, Lemma 13 shows ¢ha bound is tight when claims are sent reliably
from nodeB to the sinkt, i.e.,b > 2z+ 1. Using our strategy, we simply extend this result for the-nwarlapping
zig-zag network as follows.

Lemma 15:Given a family ofk-layer non-overlapping zig-zag networks such that 2z+1for2 <i < k+1,
rate C, is achievable.

Proof: Sinceb; > 2z + 1 for 2 < i < k + 1, any claim(X;, P,) can be sent reliably fron3;_; to A; using
a repetition code. Thenl; sends this claim reliably to sink As in the proof of Lemma 13, we first show that
at least one adversarial link is removed whenever sink vesesome claim, in case 1. We also show that correct
output is always achievable when no claims are sent in case 2.

Case 1) sink receives some cla{tN;, P,).

Assume that feedback linkis betweenA; and B;, and B; sends this claim tod;,;. In this case, we use the
same strategy as in the case 1 in Lemma 13. Then we show thaintheemoves at least one bad link whenever
it receives claim.

Case 2) no claims are sent to the sink.

Similar to the case 2 in the proof of Lemma 13, the case thatlaims are sent to the sink occurs only when
for each feedback link betweenA; and B; either of the following holds:

« the informationB; receives onl is equal tolV’ whereW is the uncorrupted codeword sent byo B;

« the guessed seX; only contains forward links that have been guessed by previous rounds. From these
previous rounds, by case 1, the sink has already identifiedlesrsarial eithet or the guessed forward links,
and is concerned only with the remaining network.

Either way, there are the following two possibilities foetbverall remaining network (recall thait; transmitsii/
to B;).

a) All forward links in (F1,..,F;) and feedback links inl{1,..,W}) are not corrupted.

b) For some{iy,..,i,} € {1,2,..,k} such thatm;, + ..+ m;, < z, all feedback links in ¥;,,..,W; ) are
corrupted and some forward links id;(, .., F; ) are corrupted. The furthest downstream forward linksFjn.
can be also corrupted. Fotj ¢ {i1,..,4,, k + 1}, links in F; andW; are not corrupted.

Let N = {(i1,..,ip)|1 < i1 < .., <ip < k,my, +..+m;, < z}U{0}. (Note that{()} corresponds to the possibility
in a)). From a) and b), there are tota&¥| possibilities. Exactly only one of them is true. Now we déserhow
the correct solution with raté’, can be obtained. We check the consistency of the output fdr passibility. For
each(iy,..,ip) € N, we first removem;, + .. + m;, corresponding feedback links and check whether there are
K — (z — (my, + .. + m;,)) forward links giving consistent output such that remain{ag— (m;, + .. +m;,))

forward links are elements df;, U..U F; U F.;. If such a set exists, we denote it 6(i1, ..,,). If there is no
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Fig. 16. Reduced non-overlapping zig-zag netwgfksuch thatm,, > z andb,11 > 22 +1,... ,br+1 > 2z + 1. This graph is obtained
from G by erasing all feedback links i, UWs ... U W,_1.

such set ofK' — (z — (m;, +.. +m;,)) forward links giving consistency, we removys, ..,4,) from N and ignore
corresponding possibilities.

Now we show that only tuplesiy, ..,i,) such thatG(:1,..,i,) gives the correct output remain iN. Since at
least one remaining tuple gives the correct output, it idicaht to prove that for any remaining, ..,i,) € N
and(ji,..,jr) € N, G(i1, ..,ip) andG(j1, .., jr) gives the same output. This is equivalent to showing thastime
of capacities of forward links which are contained in bétti, ..,4,) andG(j1, .., j») is at leastC’, i.e.,

> r(l) = C,.
LEG (i1 y-,ip) NG (1. rjr)

G(iy,..,ip) givesK — (z — (m;, +..+m;,)) forward links giving consistent output such that remainiag- (m;, +
..+m;,)) forward links are inF;, U..UF; U Fj.,. Similarly, G(j1, .., jr) givesK — (z — (my, +..+m;, )) forward
links giving consistent output such that remainippg- (m;, +..+m;, )) forward links are inF;, U..U Fj U Fj;.

In this case, from the definition of cut-set upper bound in b6, the sum of the capacities of forward links
assumed to be correct by bat(iy, ..,i,) andG(j1, .., j,) is at leastC.. Since each guess gives consistent output,
these two guesses gives the same output. Since any two iaggesses inV give the same consistent output,
all remaining guesses give the same output. |

We derive another condition under which our bound is tight.

Lemma 16:Given a family ofk-layer non-overlapping zig-zag networks such that > z andb; > 2z + 1
Vj>u+1foranyl <u <k, rateC, is achievable.

Proof: We consider a reduced non-overlapping zig-zag netwrkhown in Fig. 16 which is obtained from
a givenk-layer non-overlapping zig-zag network by erasing + .. + m,_; feedback linksiWw; U ..U W,_;. We

useC’, to denote the upper bound @i from Theorem 1. Sinc€’ is weaker tharg, it is sufficient to show that
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Cl > C, andC., is achievable org’.

Step 1) We show that’, < C..

We first computeC”, on G’ from Theorem 1. Suppose th&t is obtained by choosing and* = {4;,,..,4;,} C
{Aus1.., At andB* = {A;,,..,A; } C{Ay41,.., Ay} — A* and applying Lemma 6 after erasikgforward links
set F*, m feedback links setV*. It is sufficient to prove that choosing the sathig, W*, A*, and B* on original
graphg gives the same upper boudd.

Sincem,, > z, A, ¢ A* and A, ¢ B* from the definition of upper bound in Lemma 6. Thea- C Fs, U..U
Fa, C Fyy1U...UFy, Pg- C Fay U..UFy, CFy1U...UF}.

Sincem, > z and by, > z, no matter whai?V* is erased orgy’, chosen downstream linkB4- and Rp- are
in Fusq U..UFy, i.e., Rg-,Rp- € Fyp1 U...U Fy.

Thus,Z4« = P4« UR4- C Fyy1 U..UF, andZp- = Pg- URp~ C Fyy 11 U..U Fp.

Since all erased forward links i#4- U Zg- are inF, .1 U.. U F}, for ', erasing the samé™, W*, Z4., and
Zp- on original graphg also gives the same upper boufid for G. SinceC, is the minimal upper bound fag,
C,<CL.

Step 2) We show that rat€, is achievable.

From Lemma 15, sincé, 1 > 2z +1,... b1 = 22+ 1 andC, < C., rate C, is achievable or’. Thus,
given a non-overlapping zig-zag netwogk we first ignore all feedback links betweeh andB; (1 <i<u—1)
and apply the same achievable strategydbr

From steps 1) and 2), we complete the proof. [ |

Now we derive an achievable rate of guess-and-forwardesgyattor any non-overlapping zig-zag network.

We useg; to denote the non-overlapping zig-zag network obtainechfosiginal G by erasing all feedback links
in W; such thati ¢ I. Let b(i,j) = i:i+1 b; denote the number of forward links betweeth layer andjth
layer. Superset®, @, and R are defined as follows.

= {{i}[1 <i <k},
= {{i1, i {1, i} C {1, ., k},0(1,01) = 224+ 1,
b(ir,i2) =224+ 1,..,b(iy, k+1) > 22 + 1},
R = {{i, . iut{i1, . iu} C{1,.., k},my, > 2,

b(ir,i2) =224+ 1,..,b(iy, k+ 1) > 22 + 1}.

Lemma 17:Given the network in Fig. 15, rateax;c pugur Cr is achievable.
Proof: We first show that ratefj{i} is achievable forl < i < k. We ignore all feedback links except the
feedback links ini¥;. Then applying the same achievability strategy for foude@cyclic network gives the rate

Cyy from Lemma 13 and 14.
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For any subsef € @, we ignore all feedback links except the feedback link$linsuch that € 7. Then from
Lemma 15, rate’; is achievable. Similarly, for any subséte R, rate C; is achievable from Lemma 16. This

completes the proof.

VI. CONCLUSION

We have studied the capacity of single-source single-siigetess networks under adversarial attack on no more
thanz edges. In this work, we have allowed arbitrary link capasitiunlike prior papers. We have proposed a new
cut-set upper bound for the error-correction capacity fEmagal acyclic networks. This bound tightens previous cut-
set upper bounds. For example networks where the boundigghtewe have employed both linear and nonlinear
coding strategies to achieve the capacity. We have prowedhsufficiency of linear network codes to achieve the
capacity in general. We also have shown by examples that #ndst single-source and single-sink networks for
which intermediate nodes must perform coding, nonlineesretdetection or error correction in order to achieve
the network capacity. This is unlike the equal link capad#se, where coding only at the source suffices to
achieve the capacity of any single-source and single-satwark. We have introduced a new achievable strategy,
guess-and-forward, which is used to show the capacity ofvtleenode network and a family of four-node acyclic
networks. Finally, for a class of so called non-overlappiiggzag networks, we have derived the rate achieved by
guess-and-forward and presented conditions under whathbibund is tight.

Further work includes characterizing the capacity regibma dour-node acyclic network when the capacity of
feedback links is small. When the lower bound on the feedlinklcapacity is not satisfied, we can investigate also
the tightness of our bound or find an achievable capacitpredt would also be interesting to find new achievable
strategies and upper bounds for more general zig-zag awed o#tworks, particularly since cut-set approaches are
not sufficient in general [20]. Investigating networks fohieh there exists a gap between known upper and lower
bounds may provide further insights. Another related mohlwhich we treat briefly in our conference paper [17],

considers high-probability correction of errors in a cdwaslversary model as in [15].

APPENDIX

Proof of Lemma 12 Since the adversary controls forward links such that cadds on feedback links are
unchanged, from the definition 3, the degree of freedom afrernhat the adversary can control for any forward
link [ is at mostf(l). We prove this lemma by simply extending [4, Theorem 4] whisHhor the equal link
capacities case to the unequal link capacities case.

Let M denote the transfer matrix whose columns are the codingrsesssigned to links. Then, the difference
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set is

A(V, z)
= {(Bi(e) —0())- ML :1eT (t),N(e) < z,N(¢/) < 2}
= {9[(6—6/)-M_1 :lGF+(t),N(€) §Z,N(€/) <Z}

= {6i(d)- M~ : 1 eTy(t),N(d) <2z},

where N (e) denotes the number of links erreroccurs and;(e) denotes the output of error vecterat the sink
with zero-input.

Last equality comes fronfe — ¢’ : N(e) < z, N(¢/) < z} = {d : N(d) < 2z}.

We usep to denote the maximum number of different error vectors wifienadversary controfz links. Since

AV, 2) ={0;(d)- M~ :1 €T, (t), N(d) <2z},
i <a + b>
Sincew is the sum of2z largest degree of freedorp < (¢ — 1)*. Thus,

AV,2)] < (g—1) <“+b> (g— 1",

whereC' is the sum of all forward link capacities.

After computing the size of the difference s&tV, z), we apply exactly the same argument as in [4, Theorem
4]. From the argument in the proof of [4, Theorem 4], it is xidfint to show the existence afx C parity check
matrix H such that for alkw € A*(V, z), Hw™ # 0 whereA*(V, z) = A(V, z) — {0}. By using the same technique
in [4, Theorem 4], the number of matricd$ such that there existe € A*(V, z) satisfying Hw™ = 0 is upper
bounded by

¢"" V(g —1)7AV,2) - 1)

< 2Cqu(n—1)(q - 1)—1(q - 1)u
2C'qun

Thus, if ¢ is a prime power such that> 2¢, then there must exista x C' matrix such thatifw™ # 0 for all
w € A*(V, z) and the result follows.

Proof of Lemma 13
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Sinceb > 2z + 1, any claim(X;, F;) can be sent reliably fron® to ¢ using a repetition code. In case 1, we first
show that at least one adversarial link is removed wheneérkreceives some claim. In case 2, we show that rate
C., is achievable even when no claims are sent ftBm

Case 1) sink receives some clai¥;, ;).

The sink compareg; with g() which is received from reliably. If P;  ¢(1W), then feedback link transmitting
P, is adversarial and the sink ignores it. Otherwigg,is reliable. Since the claim is sent, the sink knows that
P; = g(W) # g(W) and that guess; is correct. Thus the sink identifies as adversarial the link&;, which are
subsequently ignored. Therefore, in this case, the sinlovemat least one bad link whenev@rsends claims.

Case 2) no claims are sent.

From our strategy, the case that no claims are sent fBbotcurs only when for each feedback lihleither of
the following holds:

« the informationB receives on is equal tog(1W) whereW is the uncorrupted codeword sent byo B

« the guessed seX; only contains forward links that have been guessed by previous rounds. From these

previous rounds, by case 1, the sink has already identifiedhasrsarial eithet or the guessed forward links,
and is concerned only with the remaining network.
Either way, there are the following three possibilities fioe overall remaining network (recall that transmitsii’
to B).

(I) All links betweens and A and all feedback links are uncorrupted. Théh = W and g(W) is reliably

transmitted.

A

(I) Some links betweers and A are corrupted so thatl receivesg(WW) # g(WW) from s, but the adversary
controls all feedback links such that each feedback linkngeag(1/) to g(WW).

(1 Some links betweens and A are corrupted such that codewordssends along each feedback link are
unchanged, i.e}V # W andg(W) = g(W). All feedback links are reliable anB receivesg(1V).

If possibility (1) is true, all links betweer and A and all feedback links are uncorrupted. Then there exis&t a s
of (a+b— z) forward links on the cut such that this set includesaalinks betweens and A and somé — z links
betweenB andt, and gives consistent output with rafé. (Note that the sum of capacities of afyy+ b — z)
forward links is larger than or equal @, from the definition of our bound in Theorem 1.) If possibility) is
true, allm feedback links are corrupted. Then there exist a seuof b — z + m) forward links on the cut that
gives consistent output with rat, . If possibility (Ill) is true, then we obtain the correct put from (C,C,) MDS
code in Lemma 12.

Based on the above analysis, we give the following simple@dieg algorithm and prove the correctness of this
algorithm as follows.

Case 2 - a) there is a séf composed ofa + b — z + m) forward links giving consistent output.

In this case, we show that output with raig obtained fromL; is correct. First we prove that output frofy

is correct when (1) or (lll) is true. If (1) is true, alin feedback links are corrupted and thlig contains at least
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Algorithm 2 Decoding algorithm for achieving rat€é, when no claims are sent.
IF there is a sef; which is composed o + b — z + m forward links and gives consistent output,

THEN the output with rate”, from L, is correct.
ELSE IF there is a sel, which is composed of alk forward links froms to A and somé — z forward links
from B to t, and gives consistent output,
THEN the output with rate”, from L is correct.
EL SE the output with rate”’, obtained from(C, C,) MDS code is correct.
END IF

(a+b—2z4+m)—(2—m) =a+b—2(z —m) uncorrupted links. From the definition of our upper bound in
Lemma 5, the sum of capacities of amy- b —2(z —m) forward links is larger than or equal @,. SinceL; gives
consistent output, the output is correct. If (Ill) is true, contains at most corrupted links. In this case, we can
show thatL; gives correct output using condition 2. Since (lll) is truelahe values on feedback links remain the
same, when adversary controls a set dérward links, A1, the degree of freedom adversary can control is at most
> iea, f(1) (JA1] = z). From condition 2, the sum of degree of freedondinks in A; plus the sum of capacities
of z —m forward links not included in’; is less than or equal t0%, i.e.,> ;o f(1) + > e, (1) < C = C,.
Therefore,L; contains at least raté€' — (C' — C,) = C, uncorrupted output and the output is correct. As shown
above, using condition 2, we have shown tliatcontains at least one correct output if (Ill) is true and ctete
the proof from the consistency df;.

Case 2 - a - i) there is no set ¢f + b — z) links that includes allu forward links froms to A and gives
consistent output.

In this case, possibility (I) cannot hold and thus (1) o)l true. Thus output frond.; is correct.

Case 2 - a - ii) there exists a skt composed ofa + b — z) forward links that includes alk links from s to
A and gives consistent output.

We first show thatZ; and L, gives the same consistent outpiit. N Lo iS obtained from the cut by erasing
z forward links from B to ¢ that L, does not include and — m forward links L; does not include. From the
definition of our bound in Lemma &,,.; ;. 7(l) > C.. ThusL; and L, give the same consistent output. Since
L, gives the correct output when (I) is true, ahg and L, give the same consistent output in this case, output
from L, is correct when (I) is true. Moreover, we have already shdwat £, gives the correct output if (1) or
(1) is true. Therefore,L; always gives correct output.

Case 2 - b) there is no set 6 + b — z + m) forward links giving consistent output.

In this case, there are more than- m adversarial forward links on the cut. Thus (Il) cannot hotdal 1) or
(1) is true. If there is no set ofa + b — z) forward links that includes al links from s to A and gives consistent
output, then (Ill) is true. From Lemma 12, output obtaineshir(C, C,) MDS code is correct. Otherwise, suppose

that there exists a sdty composed ofla + b — z) forward links that includes alt links from s to A and gives
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consistent output. We show that output obtained frbgnis correct.

If possibility (1) is true, since all links betweenand A and all feedback links are uncorrupted, contains at
mostz corrupted forward links betweeB andt. From the definition of the Singleton bound, the sum of cajfesci
of a links betweens and A plus the sum of any — 2z forward links betweenB andt is larger than or equal
to C,. Thus, from uncorrupted links betweens and A and someb — 2z links betweenB and¢ which are not
corrupted, we obtain the correct output rdte. SinceLs gives consistent output, the decoded output is correct.

If possibility (Ill) is true, the adversary controls somev@ard links froms to A such that each feedback link
transmitsg(1W), and Ly contains at most unknown corrupted links. Using condition 1, we will show thihe
output obtained fromls is correct. If As is a set of truly corrupted forward links, the degree of fmadadversary
can control is at mosp ;. 4 f(I) (|A2| < 2). From the definition, the degree of freedom of any forwar i
from B to ¢ is equal to the link capacity. From the condition 1, the sundedree of freedom of truly corrupted
links in A, and the sum of forward links betweernB and¢ which are not included irls is less than or equal
to C — C,. Therefore,L, contains at least”’ — (C' — C,) = C, uncorrupted symbols. Sinck, gives consistent
output, the decoded output frofy, is correct. As shown above, when (lll) is true, we can obtairrect output
using condition 1.

Therefore, either (1) or (lll) is truel. gives the correct output.

Proof of Lemma 14

Sinceb < 2z, a claim (X;, P;) for any feedback linkl is not reliably transmitted to the sink and adversarial
links betweenB andt can corrupt this claim arbitrarily. Thus, the sink can reeailifferent claims on different
incoming links. LetG(l) be the set of distinct claim&(l) = {(X;1, Pn), .., (X, Pix), Y } whereY denotes that
no claims received. Here is the outline of the proof. We fitetvg that at least one adversarial link is removed
except wherb > z and the sink receives no claim on allinks for all feedback links. Wheh > 2z and the sink
receives no claim on all links, since allb links cannot be corrupted at the same time, the sink knowsBhdoes
not send any claim. This case exactly corresponds to the Zaseahe proof of Lemma 13 and we achieve the
correct output. This completes the proof. Note that the sgusss-and-forward strategy in Section V-B2 is used.

First we show that any uncorruptéd+ b — 2z) forward links betweers and A give the correct decoded output
with rate C',. From the definition of Singleton bound, after erasing 2z links betweenB andt and any set of
2z — b links betweens and A, the sum of the remaining link capacities are larger thanquakto C.. Thus any
uncorrupteda + b — 2z) links betweens and A give the correct message.

Now we assume thdtX;;, F};) is received om; links andY” is received omy_ 1 links (nq +..+ng11 = b). First
we ignore any(X;;, Pj;) claiming that there are more than- (b —n;) adversarial links betweenand A. Since X;;
is shown onn; links, believing X;; implies more tharx adversarial links on the cut which is a contradiction. Thus,
each of remaining clainiX;;, F;;) specifies a selk; which is composed of at leagi—(z—(b—n;))) = a+b—z—n;
links betweens and A claimed to be correct byX;;, P;;). For each such claim, we check the consistency of the

decoded outputs af ;. We show that if there exist two different clainGX’;, P;) and(X;;, ;) both corresponding
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to consistent outputs, then those two outputs should beaime sSinceL;| = a+b—z—n;, |Lj| = a+b—z—n;,
and ‘Lz U Lj’ < a,

ILinL;] > (a+b—z—n;))+(a+b—2—n5)—a

> a+b—2z.

As we mentioned at the beginning of the proof, the sum of dépamf any(a + b — 2z) link betweens and A
is larger than or equal t¢’.. ThereforeL; and L; give the same consistent output.

Suppose that we have figured out that a set of libkgives the correct consistent decoded output. In this case,
we add remaining links not included ih sequentially talL, and check the consistency of any decoded output with
rate C,. If outputs are no more consistent, the added link is advietsd).

Now we show that at least one adversarial link is removed gxaftaienb > » and the sink receives no claim
on all b links for all feedback links.

Case 1) all claims are ignored or none of the remaining clajives consistent output or all clainis;;, Pj;)
that give consistent output satisfy thBg # W

In this case, there are only two possibilities.

(I) feedback linki is adversarial.

(I) feedback link! is reliable and alb links betweenB andt are adversarial.

If b > z, then possibility (I) cannot hold and feedback lihks adversarial. We remove it. i < z, the sink
checks the consistency of outputs from each sefaof b — z) links betweens and A. If no (a + b — z) links
set give consistency, then there are more thanb adversarial links betweesiand A. Thus possibility (1) is true
and we remove feedback link Otherwise, there exists a sktof (a + b — z) links giving consistency. Since this
set contains at most corrupted links, and thus includes at le&st+ b — 2z) uncorrupted links betweesnand A.
Then the sum of capacities of uncorrupted links are largen thr equal toC',. Thus L gives correct output rate
C,. From (*), we can detect forward adversarial links in thisea

Case 2) there exists a claifiX;;, ;) giving consistent output anf; = w.

We show that the output obtained from clai;;, F;;) should be correct. If there is at least one uncorrupted link
showing (Xy;, Fj;), then feedback linK is also not corrupted sincg; = W, and this claim gives correct output
rate C,. Otherwise, if alln; links showing this claim are adversarial, then there are @tm— n; adversarial links
betweens and A. ThenZ; includes at leasta + b — z — n;) — (2 — n;) = a + b — 2z uncorrupted links, and thus
gives correct consistent output. From (*), we can also detdeersarial links in this case.

Case 3) onlyY” gives consistent output and< z.

In this case, the set of adl forward links froms to A gives consistent output. The links betweens and A
include at least. — z > a + b — 2z uncorrupted links sincé < z. Thus we obtain correct consistent output from

a links and detect adversarial links from (*).
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Case 4) onlyY” gives consistent outpuk,> z, and at least one df links betweenB andt¢ show claim different
fromY, i.e.,ngi <b.

Case 4 - ay;11 <b—z.

If feedback link! is reliable, the links showing claims different frorm are adversarial. Thus there are more than
b —niy1 > z adversarial links and this is a contradiction. Thus feelldanxk [ is adversarial and we remove it.

Case 4 - bp — z < npyq < 2.

Y is shown onny, 1 > b — z links andb — nx11 > b — 2 links show claims different fronY". Thus there are
at leasth — = adversarial links betwee8 andt. Then there are at mo8t — b adversarial links betweenand A
and at least: + b — 2z uncorrupted links. Thus we also obtain correct output frodnks and use (*) to detect
the adversarial links.

Case 4 - c) < npy1 < b.

Sincen;41 > z, feedback linkl transmitsg(WW) = g(W) to B and B does not send any claim. Thus, the links
showing claims different fronY” are all adversarial.

For cases 1-4, we have shown that at least one adversakakliemoved wherb > 2z and the sink receives
some claim different front” for any feedback link.

To complete the proof it is now sufficient to show that corregtput can be achieved wheén> z and the sink
receives no claim for all feedback linksSinceb > z, at least one link betweeB andt is uncorrupted. Since all

b links showY’, this means that each feedback link transmitd’) = ¢g(1¥') and B does not send any claim. This

case corresponds to the case 2 in Lemma 13. Therefore, webtain the correct output.
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