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Abstract—We consider the problem of correcting errors and
erasures with network coding. Unlike existing works which
consider performance limits for worst-case locations of gien
numbers of errors and erasures, we consider the performancef
given (not necessarily optimal) coding and forwarding stréegies
for given (not necessarily worst-case) models of error andrasure
locations. Our approach characterizes decoding success farms
of the rank of certain matrices corresponding to useful and
erroneous information received at the sink nodes. We use thi
approach to analyze random coding and forwarding strategie
on a family of simple networks with random error and erasure
locations, and show that the relative performance of the stategies
depends on the erasure and error probabilities.
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We consider single-source multicast over an acyclic networ
G = (N, L) with sourceS and a set of sink nodeg. A link

l € £ may be subject to an erasure, in which case no packet is
received onl, or an error, in which case a packet of arbitrary
value is received 0.

Following [6], we consider constant-dimension non-
coherent network coding, defined as follows. létbe the
vector space of lengtlic vectors over the finite fieldr,,
representing the set of all possible values of packets -trans
mitted and received in the network. L& (V) denote the
set of all subspaces df. A code(C consists of a nonempty

subset ofP(V'), where each codewortl € C is a subspace
of constant dimensior. To transmit codeword/ € C, the

Most existing results on multicast network error correttiosource transmits a set of packets whose correspondingrsecto
apply to worst-case error and erasure locations, e.g. $2], [spanU. The sink receives the subspabé = H;(U) & E,
for which random linear network coding achieves capacitwhere H;, projectsU onto ak-dimensional subspace df,
On the other hand we may consider non-worst-case scenaaosl £/ is the subspace spanned by the error packets.
where links may fail randomly, or an adversary may only = dim(FE), and letp = (R — k). In [6], ¢t and p are
succeed probabilistically in attempts to compromise networeferred to as the number of errors and erasures respgctivel
nodes. In this paper we investigate the performance oflineehe concept of subspace errors and erasures is distinct from
coding and routing strategies in networks with non-woestec that of network errors and erasures. As will be seen later,
error/erasure locations. In this case random linear codingthe network topology and coding strategy determine what
every node is not always optimal, since it improves erasusabspace errors and erasures result from given networkserro
resilience at the expense of error propagation. and erasures. Thus, to avoid confusion, we refet &3 the

We consider decentralized strategies, which we analygamber of additions, ang as the number of deletions. The
by bringing topology considerations into the non-coheredtstance between two spacEs, U, is defined as
subspace coding framework of [6]. For a given realization L .
of erFr)or and ergsure locations, [sdccessfulgdecoding can be (U1, U2) =dim(Uy + Usz) — dim(Uy N Uz). @
characterized in terms of the rank of certain matrices thatis shown in [6] thatd is a metric for (V). Subspace
correspond to useful and erroneous information receivéiteat minimum distance decoding is successful if and only if there
sink node. We analytically derive the probability of suafab is no codeword/ # U in C for which d(U, U") < d(U,U").
decoding for random coding and routing strategies on a famil Let A = min d(Uy, Us) be the minimum distance
of simple network subgraphs consisting of multiple mulgho ¢ » | [6][{5521‘606"3\1/\/?% result is shown:
paths with random error and erasure locations, and show
how the relative performance of these strategies dependsTdieorem 1. The transmitted subspace U € C can be success-
the information rate, minimum cut capacity, and the errdully recovered from the received subspace U’ if
and erasure probabilities. Simulation experiments onaoarg 9

: . (t+p) < A.

generated hypergraphs representing wireless networks sho
similar trends.

I. INTRODUCTION

Let

)

Let » denote the code rate 6f Theorem 2 gives a converse
to this result forr > (R — A/2)/R and anyH,. Concurrent

i ) independent work [8] gives a converse pertaining to the
We first develop the analytical framework we need by

extending the noncoherent network coding framework in [6].1we thank an anonymous referee for pointing us to this work.

II. NONCOHERENT CODING FOR ERRORS AND ERASURES



case wherd; is adversarially chosen subject to a minimunbeing transmitted at that link. L&t FﬁXK denote the error
rank constraint. However, in our problehf, depends on the matrix whoseith row corresponds to the error packet that is
coding/routing strategy employed. injected on theith link of G. Let B € IFZXL be the transfer

matrix from the error packets to the packets receivet at
LetY e IFZXK be the matrix whose rows correspond to the
packets received dt Then

Y = QW + BZ 3)

Lemma 1. Let C have minimum distance A. If 2¢t > A, then
decoding is unsuccessful for some value of the transmitted
subspace and the error packets.

Proof: ConsiderlU,U € C such thatd(U,U) = A. If
U is sent andE is chosen as a subspace ©Gfn U<, then and the decodability condition given in Theorems 1 and 2
d(U,U") < d(U,U") for received subspadé’ = U ¢ E. m can be translated to our setting as follows:
Note that for constant dimension codeésjs even and that tpo5rem 3. For a given C, let y — 2. Let the transmitted

for given R and A, we haver < (R —A/2+1)/R. matrix W and the error matrix Z havé linearly independent
Theorem 2. Let C have dimension R, minimum distance A rows. Then decoding at ¢ € T is guaranteed to succeed iff
and code rate r > (R — A/2)/R. If 2(t + p) > A, then R —rank(QW + BZ) + 2rank(BZ) < y. (4)

decoding is unsuccessful for some value of the transmitted

subspace and the error packets. [1l. SINGLE PATH SUBGRAPH
We apply results in Sec. Il to study error and erasure

performance of coding and routing strategies on networks

with randomly located errors and erasures. We analyze the

subspaceH, (U) @ F with ¢ = dim(F) andp = (R — k)4 - :
such thal(t+ p) — A. Suppose that instead of addifig we probability that the error and erasure locations are suah th
not all error values can be corrected.

%bj(%ﬂg[’}g[)])\}v%:g;hej I(:elelttlogisnrce;lilr:gge|r;:2eaftl(1)k;serzsgre We first consider a simple building block network consisting
k(M ) = k-1 ; ; ; ;
A/2 deletions and- > (R — A/2)/R, the mincut bound is Of a simple multihop path W't.h sourcs and sink7 (see
violated [3], so for soméd/ e C there exists somé& = U in Fig. 1(2)). Let the network_ consist M hops. L.EtR’ C, A v,
¢ such thatd(U Hi (Hu(U))) < d(U, Hy (Hi(U))), which W, L andZ be defined as in the previous section. Lebe the

i CXR
implies . (Hx (U7)) is also a subspace of. Thent/+Hy () number of parallel links on each hop Gf,. Let S € T

i i CxC
has dimension at mogt +¢. If E is chosen as a subspace OPe the source cpdmg matrix and léte I, be the tran_sfer
U AU then matrix from all links in the network to the packets receiveéd a

_ T.LetB € ]FqCXL be the transfer matrix from error packets
d(U, Hi(U) ® E) to the packets received gt. According to (3), we can write

= dim(U + (Hx(U) ® E)) — dim(U N (Hx(U) ® E))
< dim(U + Hy(U)) — dim(Hp (Hr(U)) @ E) | nodes @ with nod y
< Rat— (K4t =R—k- Enumerate all nodes @f,,; with node0 corresponding to
- + (k +1) ' S and nodeM corresponding t&@ . Assume that thgth hop
d(U, Hi(U) & E) refers to the transmission from ttig¢ — 1)th to thejth node.

Proof: We only need to consider the case2¢f+p) = A
by the information processing inequality. The sink receitree

Y = ASW + BZ. (5)

= dim(U + (Hx(U) & E)) — dim(U N (Hx(U) & E)) Consider thejth hop of the single path multihop network.
= dim(U @ E) — dim(Hx(U)) = R+t —k=R—k. Inour model three mutually exclusive events can occur at the
Thus, decoding is unsuccessful - jth hop for anyj: an erasure can occur on exactly one of the

C' links with probabilityp; an error can occur on exactly one
Lemma 2. For any given set of adversarial links and any of the C links with probabilitys; no errors and erasures occur
given network code, putting a linearly independent adversarial  at thejth hop with probability(1 — p — s). When an error or
error on each adversarial link results in the lowest probability erasure occurs, any one of tkieélinks has probability% of

of successful decoding. being the affected link.

Lemma 2 implies that we can henceforth consider the-clj—q soIvedtr;e .probllemswa?re gomglfzo adtopttthe slgeb_ralc
case where each adversarial link is associated with a I;nea?o Ing model given in (3). Choosing different networ C(gj.'n.
. strategies at the non-source nodes corresponds to maglifyin
independent error. A d i i (3). In thi

Let F"*" denote the set of alln x n matrices over (fan ' consefquer(; W)l_m (3). dn' 'St E)haper we comggre_t
finite field F,. Let C be a subspace code with codeworffcrormance ot random tinear coding at In€ source paired wi

dimension R, minimum distanceA and code rate greatertWo different ;trateg|es at non-source .nodes:

than (R — A/2)/R. Let matrix W € FfXK represent the 1) Forwarding with random repllgatlon (FRR) _

transmitted codeword. Let be the number of incoming links . Ilizr?lfsh node forwards all received packets 1o the ouigoing

of asinkt € 7. LetQ € F;*" be the network transfer matrix « In case of a link erasure, the node replaces the erased

from the source packets to the packets received[a}. packet with a copy of any one of the successfully received
Let L denote the number of links i@i. An error on a link is packets.

modeled as addition of an arbitrary error packet to the pgacke 2) Random linear coding (RLC)



« Each node creates random linear combinations of altate: if, after random linear coding is performed at tfjid
received packets and sends them to the outgoing linksnode, we havei; + d; = i. Let P/, denote the probability
+ In case of a link erasure, the node replaces the erasgfht given that theéj — 1)th node ofGy, is in statei, the jth
packet by creating a random linear combination of the . ; S
node ofG,; will be in statek after the data transmission from
the (7 — 1)th to thejth hop.
Lemma 3. When RLC is performed at every node of G, for
every node j = 1,..., M we have:
if 0<i<C-R
Pl,=1-5P =sP =0fork#ii+1
if i=C—R+2m,m=0,...,R—1
PL]z =1-p—sP,, :p,PZiH = S’Pi];k =0fork#d,i+1,i+2
if i=C—R+2m+1,m=0,...,R—1
Pl,=1-sP, =sP =0fork#ii+1
if i=C+R
Pl =pPl,=1—p P =0fork#i—1,i

i,0—1

successfully received packets.

S

node 0

hop 1
node 1

hop 2
node 2
node M-1

@ hop M

node T ) T Lemma 3 implies that when RLC is performed, the system
can be modeled as a Markov chain, that has a probability
transition matrix with entriesP, for i,k = 0...C + R.

Moreover,P can be computed using the distribution of this
Markov chain afterM transitions.

Fig. 1. Schematic depiction of: (a) single path subgraph;nthltiple path
subgraph

Let I be theC x C identity matrix. Defined; € FS*C as a B. Forwarding with random replication
random matrix with entries frorfi, for RLC, and as4; =7 Lemma 4. In case of FRRwith RLC performed at Swe have

for FRR. If no erasure occurs, defidg € F{*C asE; = 1. rank(ASW + BZ) = rank(ASW) + rank(BZ)
If an erasure occurs on link define E; € F$*¢ as I with rank(ASW) = min(R, rank(A))
the ith row equal to the unit vector with in the kth position rank(BZ) = rank(Fas ... Fo DT Z1) + ... +rank(Dh; Z ).

if link k& was replicated for FRR, anflwith theith row equal

to the zero vector for RLC. If no error occurs, defibg €
F&*C asD; = I. If an error occurs on théth link, define P
D; € F$*¢ as1 with the ith row equal to the zero vector.

Using Theorem 3 and Lemma %, can be computed as:
Prob(R — rank ASW + BZ) + 2rankBZ) <y — 1) 7)
> Prob(rank ASW) =1 — z,ranK BZ) = z,rankA) = f)

Define D; € FY*C asD; =1 — D;. flz€T
Define = Z Prob(rankBZ) = z|rank(A) = f) Prob(rank(A) = f),
D; if an error occurs at thgth hop, fl.zez
F; =< E; if an erasure occurs at thgh hop, T={f21:0<f<C0<z<y—1,R+22—(y—1) <1< C}.
I if neither error, nor erasure occur at thid hop.
Therefore, for both coding strategies we rewriteand B in ~ Now ~we can compute (7) by deriving ex-
(5) as plicit expressions for probability distributions
B Prob(ranK BZ) = z|rank A) = f) and Prolrank(A) = f).
A= FMAMFM’lAM’i A A . . Lemmas 5,6 and 7 provide auxiliary results that our further
B = ( FuAwm.FpA:Di FuAm.F3AsDi .. Diy ) derivation relies on

A. Random linear coding Lemma 5. If D; isthe identity matrix with a randomly chosen
Let P denote the probability of successful decoding. L&pw substituted by a zero row, then

A andD be the random variables representing the number of f+1

dimension additions/deletions to/fromwspace(W) in Gy, 1o (rank(Ey ... F2D1) = flrank(F; ... Fo) = f +1) = =7~

respectively. Then according to Theorems 1 andPZan be | emma 6. If D; isthe identity matrix with a randomly chosen

computed as row substituted by a zero row, then
rank(Fj...Fg) = f7rank(Fj...F2D1):f:>rank(Fj...F2D’f):0
P=Prob(A+D<y—1). ®) rank(F;...Fo) = f+1,rak(F;...FoDi) = f = rank(Fj... F;D}) =1

Let Y7 denote the subspace spanned by received paclée?énmg;-t Itfeglbistheidentity H]latrixvvith arandomly chosen
at the jth node ofGy;. Let a; and d; be the number of row SUBSIiU y @ 2810 Tow, then
Qimension adfjitions/deletions to/fromvwspace(W) Present pron (rank(F; ... FoEy) = flrank(F; ... Fa) = f +1) = f(f+1) .
in Y7 respectively. Let us say that thigh node ofG,, is in cie-1)



1) Derivation of Prob (rank(A) = f): Denote with ¢1(f,z) =0 forany f < C -2,
Prob(rank(Fij_l FQFl) =f by ¢7(f) Let Nj be

the number of error/erasure occurrences outjdfiops. If Wi (Cz) = { (1)7 Zt; 0;
N; = I, suppose that all errors and/or erasures occurred on » otherwise
i1,12...4th hops. Comput®,(f) by conditioning on/V;: S 2=0
" 7/11(0—172) = ﬁ7 z=1;
6(f) = Z Prob(rank(E, ... Ei,) = f) 7= J.{ ' =p =9 0,  otherwise

i
- j - ! 1. Prolfrank( B’ Z7) = z|Fanr—j+1 = Dar—ji1,rank( A7) = f)
+ Z Z Prob(rank(F;, ... F;,) = f, errors onm hopsg = i a(f,2)bi+ i1 (f +1,2—1)ba,
=ees :'1 ‘ 2. Pro{Far—j+1 = Da—ji1lrank(A7) = f)
X mplimsm(l —p— 8)J717 q (%%71“ +1)+ %(ﬁjfl(f)) 7
where the first term co'rresponds to the case when only esasure Prot(ranl(Bj;j)(f:) By a1 = Entsia.rank(A7) = f)
occurred on all hops,, ¢ = 1...] and the second term , (N I
corresponds to the case when both errors and erasuresastcurr — Yi=1(f,2)b1 + -1 (f +1,2)bs,

on all hopsi,, g =1...1. 4. Prof{Fy—j+1 = Ex—jarank(4’) = f)

Denote Prohjrank(El ...Ei,E;,)=f) by hy(f). We can SUAD oo 1 120D u
compute /;(f) by conditioning on rank; ... E;,) and  — b <C(C’1)¢] D+ ( cle- 1)) ¢ l(f)) 7
Lemma 7. Forl >2 . ¢;(f) _

f(f=1) f(f+1) 5. Prolfrank(B’Z?) = z|Fu—j11 = I,rank( A7) = f) = ¥;1(f, 2),

hi(f) (1—7>h—(f)+7h—(f+1) . p— ),

l cc-n)Toe-n 6. ProtF 41 = Ifrank( A7) = f) = 12— @01 (F),
with the base case ¢3(7)

f=C-1; whereb, b, b], by can be computed as:

1, f= ;
mn={ § Lemise o cr4 ()

oI I
Denote Prolfrank £, F;,_, ... F;, F;,) = f, errors onm hops 9i-1(f) + L0 (F+1)]

by g.(f, ) We can computejl(f, m) by conditioning on b — fT¢ (f+1)
F; ,rankF; F;,_, ... F;,) and Lemmas 5 and 7. For > 2 2T )+ (1)
alfm) = (Cgfglfl(f7m_1>+ fglngﬂf-&-l,m—l)) u g (1- <é 0 651(f)
-1 F(F+1) ’
S -1 7+ )z_ (1- 2% ) D+ 3 6,0 (f + 1)
1- 1(/, A g1 1, —
v (0= &G matrm s HE e sm) S5 e M o
and form =1 by =

(1 - c(c 1)) ¢J 1(f) égétll)) ¢j71(f + 1)
IV. MULTIPLE PATH SUBGRAPH
F(F=1) F(F+1) 1 — 1 Consider a multiple path subgragh (see Fig. 1(b)) with
+ ((1 el 1))ngl(f, 1)+ cc-1o- (f+ 1 1)) —sourceS and sink7. Let P = {P,,P,... P,} be the set of
edge-disjoint paths fron$ to 7. Let M, be the number of
hops on each patF;. Let C; be the number of parallel links

alf1) = (C_fhzfl(f) n f+1hz71(f+1))

1
c c I

with the base case

g1(f, 1) = { (1)’ (})cth:egvi;el; on each hop of;. LetC =%}, C;. For the case of multiple
’ ’ path subgraph, assume tiat> mazi<i<, Ci. Let R; < C; be
2) Derivation of Prob(rank(BZ) = z|rank(A) = f): the rank of information packets that are transmitted on each
Denote  Fir...Fy—ji2Dy iy Zyv—j+1 + oo+ P;. We assume that"?_, R; > R. _
FuDiyy Zy—1  +  DiZu by BiZ and Let A’ e F{**% and B' € F{i*“™: be the linear trans-
Faroo o Fap—jioFy—j1 by  AT. Let  +,(f,2) — formations applied by the network on eaghto information

Prob(rank B? Z7) = z|rank A7) = f). We can compute and error packets respectively. For the multiple path netwo
¥;(f,z) by conditioning onFy,_; 1, rankK A’+1) and using model that we defined, matrice4 and B have the block-

Lemmas 5,6 and 7. diagonal structure wittd’ and B on the main diagonal.

$i(f,2) y ) Lemma 8. For any given set of error and erasure locations

= Prob(rank(B’Z7) = z|Far—j+1 = Da—j+1,1ankA”) = f)  and any given network code, the probability of successful

X Prob(Fa—j+1 = Dy—jt1|rank( A7) = f) decoding for G,, is maximized when R; is chosen to be equal

+  Probrank(B’Z’) = z|Far—j41 = Ean—j+1,rank A7) = f) 1o C; on each P;.

X Prof{Far—ji1 = Ex—jalrank(A’) = f) By Lemma 8 it is sufficient to consideR; = C; for each

+ Prolrank B’ Z”) = z|Fy—j+1 = I,rankA’) = f) P; since it results in the highest probability of successful

X Prof{Fa—j+1 = Ilrank( A7) = f) (8) decoding.



A. Random linear coding

Let A and D be random variables representing the nun
ber of dimension additions/deletions to/from rowsg&Ze
in G, respectively. LetA; andD; be random variables, that
stand for the number of dimension additions/deletionsdaif
rowspace(W) on eachP; respectively. Let, d, a; andd; be

the values thaf, D, A; andD; can take.

Lemma 9. If RLC is performed on all paths of G,, and R; =
C; Vi, we havea = Z a; and d = max(z d;—(C—R),0).

probability of successful decoding
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Now we can rewrite (6) as: Fig.2. n=4,M=3R;=C;=5,i=1...4,s=0.05.
P = Prob(A+D<y-—1)
R=70, y=20 R=60, y=20 R=60, y=40

Zai—',-max(zdi—(C—R),O)gy—L

> I Prob(p; in statea; + d; after M; hops

aj,d; ;. I=1

d; =a; ord; =a; +1

0.9

08t

0.7

0.6

—e—RLC s=0.05
- - -FRR s=0.05
—#—RLC s=0.075
FRR s=0.075

0.5 0.6

where the last equality follows from Lemmas 3,9 and th
independence betweek;, D; and A;, D; for i # j. We can
then use the derivation for a single path subgraph to evalu
Prob(P; in statea; + d; after M; hopg for eachP;.

0.4 05

0.3 0.4

probability of successful decoding
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B. Forwarding with random replication 01— 0T ods o2 92 07

. o 0 005 01 015 02 "o
Using the fact that the quantities rgnk) and rankB*Z*) g P

associated with each; are independent of the correspondin

quantities forP; for i # j, we can writeP as:

005 0.1 015 0.2
P

%ig. 3. Average over randomly generated hypergraphs wittcaticapacity
equal t0100.

P= > 1] Prob<rank(Bij) = zj, rank(A7) = fj> ,
firzi €L =1
where 7 = {fi,z:0< f; <Ci,> fi=f;0<z <y—1,
Szi=2z;R+22—(y—1) <min(f,R) + 2z < C}. We then [1] H. Balli X. Yan, Z. Zhang, “Error correction capabilitpf random

At ; ; i network error correction codeslEEE IS T 2007.
%pplthPeZderléE;ltI(?n f?r a single path case by setting: A", [2] S.Jaggi, M.Langberg, S.Katti, T.Ho, D.Katabi, M.Medar‘Resilient
= y = , 1= oo n.

network coding in the presence of Byzantine adversaridsEE Trans.
V. COMPARISON

Inf. Theory, Special Issue on Inf. Theor. Security, Vol. 54, No. 6, pp.
2596-2603, Jun. 2008.
i it i ] A. F. Dana, R. Gowalikar, R. Palanki, B. Hassibi, M. Effr6€apacity of
I,[ZI%' 2 S|‘|10t\_NS |The;° pl’(t))b?r?lllilest Of. SUC(I;_essf?’uldde(_:otdlng COIﬁ wireless erasure networkd'EEEE Trans. Inf. Theory, vol. 52, pp. 789-804,
pute qrjay ICally Tor potn strai ?gIeS. 1g. eplc S ager 2006.
probability of successful decoding curves obtained by ruf T.Ho, M.Médard, R.Koetter, D.Karger, M.Effros, J.St.Leong, “A

ning 500 experiments ove?20 randomly generated one-source random linear network coding approach to multicasEEE Trans. Inf.
9 P Y9 Theory, vol. 52, pp. 4413-4430, Oct. 2006.

one-sink hypergraphs witR0 nodes. In our experiment, We(s] R Koetter, M.Médard, “An agebraic approach to netwotkding’,
assumed that each non-source node could become adversaridEEE/ACM Trans. Netw., vol.11, no. 5, pp. 782-795, Oct. 2003.

with probabilitys and each hyperarc could fail with probability[G] R.Koetter, F._Kschischang, “Coding for the errors andseres in random
. . . network coding”,|IEEE Trans. Inf. Theory, vol. 54, pp. 3579-3591, Aug.
p. In both Fig. 2 and Fig. 3, all curves are sketched against 5qgg.

p for a fixed s when RLC is done at the source. Note thdt] D.Silva, F.Kschischang, R.Koetter, “A rank-metric appch to error
both analytical and experimental results suggest that RLC i gzmrf]‘(’)' n ;?)”%%rglnse;‘g?rkzggg'”g |EEE Trans. on Inf. Theory, vol.
more beneficial than FRR when information is transmitted g p_'silva,F. R. Kschischang, “On Metrics for Error Cortien in Network

a higher rate. Coding,” submitted tdEEE Trans. Inform. Theory, 2008.
[9] S.Yang, R.Yeung, “Refined coding bounds for network egorrection”,
IEEE ITW on Inf. Theory for Wireless Netw., Jul. 2007.
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