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Abstract—We consider the problem of finding network coding
capacities of networks of independent point-to-point channels
in the presence of a Byzantine adversary. We assume that
the adversary knows all messages, and noise values and the
code used to communicate across the network. The adversary
controls an unknown subset of edges and can replace the channel
output vectors from those edges. We show that finding the
capacity for the above network is equivalent to finding the
capacity of a network that is obtained by replacing each finite
input alphabet point-to-point channel by a noiseless link of
the noisy channel capacity. Our result shows the asymptotic
optimality of separation between channel coding for each link
followed by network coding for the resulting network under the
corresponding model of adversarial attack.

I. INTRODUCTION

One common approach for communicating in networks of
noisy channels is to separate network coding and channel
coding. In this approach, we operate each channel essentially
losslessly with the help of a channel code. We then perform
network coding on an essentially noise-free network. Indeed,
in [?], [?], this approach is shown to be asymptotically optimal
when the noise values on the distinct channels of the network
are independent of each other. It is also known that when
channels corresponding to different links are not independent,
operating the channel code for each link independently may
be strictly suboptimal (c.f. Example 2, [?]). In these cases,
the dependence between the noise values on different links is
exploited by first creating an appropriate dependence between
the transmitted codewords on these channels and then jointly
decoding them at the receiver.

In this work, we consider a network of independent point-
to-point channels with the presence of a Byzantine adversary
that observes all transmissions, messages, and channel noise
values, and can corrupt some of the transmissions by replacing
a constrained subset of the received channel outputs. The
objective of the adversary is to maximize the probability of
decoding error, and the capacity of the network is the set
of vectors describing rates at which it is possible to reliably
communicate across the network. It is tempting to believe that
separation of network coding and channel coding is suboptimal
in the case of our adversarial model due to the potential for
statistical dependence between the “noise” observed on edges
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controlled by the adversary. We show, however, that the capac-
ity of this network equals the adversarial capacity of another
network in which each channel is replaced by a noise-free
capacitated link of the same capacity. Thus, it is asymptotically
optimal to operate the adversarial network code independently
of the channel code in this framework. We do not assume any
special structure on the topology of the network, e.g., we allow
unequal link capacities and networks with cycles. We also
allow arbitrary model of adversarial attack, e.g. edge-based or
node-based attack. The result immediately extends previous
adversarial network coding capacity results from noise-free
networks (e.g. [?], [?], [?], [?], [?]) to that of networks of
independent point-to-point channels.

The proof follows the strategy introduced in [?], [?]. In
Section III, we show that the adversarial capacity of a network
is same as that of a stacked network comprised of many copies
of the same network. In Section IV, we show that replacing
one of the channels with a noiseless link of equal capacity
does not alter the adversarial network coding capacity of the
stacked network. We begin with a formal problem definition
in Section II.

II. PRELIMINARIES

A. Network Model

We define a network N to be a pair (G,C). Here G = (V, E)
is a directed graph with vertices {1, ..., m} and directed edges
E CV x V. Each edge e € F describes the input and output
of a point-to-point channel C.. The full collection of channels
is given by C = (C. : e € E).

For each e € FE, channel C. is given by a vector
(X, ye ze P, T,), where X, Y and 2 are,
respectively, the input, output, and noise alphabets of the
channel, P, is the probability distribution of the noise, and
T, : x(€ x z(e) s y(e) ig the channel map that determines
the channel output as a function of the channel input and noise.
The noise distribution P, and mapping Y. together induces a
conditional probability distribution of the channel output given
the channel input, here denoted by p.(-|-). Thus, the random
variables X(¢), Y(¢) and Z(¢) denoting the input, the output,
and the noise value of the channel are related as

Y =71, (x©), 7)),



with
pe(ylz) = / P.(2)dz.
{z:Ye(w,2)=y}

For each t € Nt and e € FE, let Xt(e) e x©, K(e) €
Y@ and sze) e z), respectively, be the random variables
denoting the transmitted, received, and noise values for edge e
at time ¢. We assume that each transmission on edge e involves
a delay of unit time and that the noise on all channels is
independent and memoryless. Thus,

Y = T(X, 2 Ve € B, t e N*

and

t
Pg(Zec B,r=1,....t) =[] [[ P-(2').
ecET=1
Here, Pg denotes the joint distribution of the noise values.
For notational convenience, we adopt the following con-
vention to represent collections of random vectors. For every
collection of random variables ()1, @2, . .. taking values from
a set Q, we denote the row vector [Q, Qti1,- -, Qi4n—1] €
Q™ by Q¢:t4n—1. We specify column vectors by underlining
them and the element of a given row from the column vector
by parenthesis. Thus, Q € Q represents the column vector
[Q(1),Q(2),...,Q(N)]" with Q(i) € Q for all 4.
Foreachv € Vandt € N+, let X" 2 (X{"") ; (v,w) €
E) and X" 2 (X" . (u,v) € E) denote the time-
t random variables on edges outgoing from v and incoming
to v, respectively; the alphabets for X ") and X" are
X = T]aer XY@ and let X, 2 (X9 1 ¢ € B)
denote all transmitted random variables in the network at
time ¢. Similarly, define Y;**, v,z z0) vy,
and Z; for each v € V and ¢t € Nt. Let X , X, and
X ?) denote the product sets [lece X, | X (ww),
and [T, e p XY, Similarly define Y, Y(*), y(=v), Z,
Zw*) and Z(v),

B. Network Code

Let M = {(u,V):ueV,V CV\{u}} denote the set of
possible pairs of source nodes and sink sets. A network coding
solution S(N) implemented over n time steps maps is defined
by message alphabet W = [T ,, 1y 4 WE=V) the collection

of encoder maps { £ : (u,v) € E,t € {1,...,n}} with

ft(u’v) : H W=V H

149% v': (v u)EE

(y(v’,u))t - X(u,v)

that determine the transmitted random variable Xt(u’v) as a

function of the messages (W(“~Y) : V' C V) and received
vectors Yl(:;’u) at node u, and the decoder maps {g(*) : u € V'}
with

g(u) . H W(u—)V)X H (y(mu))n N H W(v—)

VCV\{u} vi(v,u)EE VCVueV

veV\{u}

that determine the reconstructed messages (W(’HV’“)

(v,V) € M,v € V,u € V) as a function of the messages
(WE=V) v C Y\ {u}) and received vectors Vi) at
node u forall t =1,...,n and u € V. Let R = (R(u, V) :
(u, V) € M) € RIMI. We say that a solution S(N) is a rate R
solution if [W(=V)| = 27E(wV) for all (u, V) € M. Without
loss of generality, we assume that all messages are either
binary vectors or binary matrices of appropriate dimensions.

C. Adversarial Model

We assume an omniscient Byzantine adversary that observes
all messages (W(®“=V) : (u,V) € M), noise values Zi.,,
and the network code S in operation. Thus, the adversary can
deduce all transmitted and received vectors, X.,, and Yq.,,.
The adversary picks a subset o from the set 3 of permissible
attack-sets and replaces the vectors (Y;(e) = T(th)l, Zt(f)l) :
e € o,t = 1,...,n) of channel outputs on these edges with
the vector Ay, = (A{”) : e € &) of his own choice. The
set X is known to the designer of the network code, but the
chosen attack set o € 3 is unknown.

We say that there is a decoding error if W(=Vw) £
W®=V) for some v € V, VC V\ {v}, and u € V . For a
given solution S(N) that is implemented over n time steps, and
for each (u,V) € M and v € V, W(“=V:) s a deterministic
function of the messages W = (W =V : (u, V) € M), the
noise values Zj.,, the attack-set o, and the injected vector
A, let GESUQV’U) c W x 20 x B x Y — W denote
this function. Since the adversary knows W and Zj.,, he can
compute the decoded message for every possible choice of o
and A;i.,. The adversary’s goal is to chose o and Aj., to
minimize the rate of reliable communication. We define the
set £(S) C W x Z™ as the collection of messages and noise
values for which it is possible for the adversary to cause a
decoding error for any of the messages, i.e.,

E(S) & {(w7z1;n) eWxZ":
G‘(SUQV’U)(wy Z1:n, A1:n, J) ?é w(u’V) for some
(u, V) eMveV,oelX and a., € H(y(e))n}

eco

The probability of error for the solution S(N) is
A
Pg (S) - WE{W((W Zl:n) € 8(8))

1
W w;V

We say that a solution S(N) that is implemented over n
time steps is a (A, R)-solution if [W®=V)| = 2nEWV) for
every (u, V) € M and Pg(S) < \. The capacity region R(N)
of a network N is the closure of the set of all rate vectors R
for which a (A, R)-solution exists for every A > 0.

/ PE(len)dzlzn~
{Z1:n:(w,21:0) EE(S) }

III. STACKED NETWORK

v Following the proof method employed in [?], we define

the stacked network as follows. Let N = (G,C) be a
network with vertex set V = {1,...,m} and edge set E.



For each e € E, let P, be a probability distribution on
(Z(e)N obtained by forming an N-fold product of P, with
itself, i.e., Be(ge) HZ 1 Pe(z.(1)) for all z, € (2™,
Next, let Y, : (X()N x (Z() )N — (V)N represent a
channel that maps pairs (z,,2z.) € (X (e)) x € (2N
© To(r,,2,) = [Telr (1), 2, (D). Tola, (1), 2. (V)T
We define the N-fold stacked network N derived from

= (G,C) as a pair (G,C), where, § = G and C, =
(XN (PN (ZO)N P, T,) for all e € E.

For the network N, we denote the messages correspond-
ing to the pair (u,V) € M by matrix W(lun_;%JV) and
the transmitted, received, and noise values for the edge

(u,v) € E by matrices X;.,,Y.,, and Z,,,, respectively.
Let N(1),N(2),...,N(N) be N copies of the network N.
For each ¢ = 1,..., N, associate vector WguT:};‘(/i V)(i) with

the message correspondmg to the pair (u,V) € M, and
X1.,00),Y,.,,(9), and Z;.,(7), with the messages, and trans-
mitted, received, and noise values, respectively, for the edge
(u,v) € E in N(i).

We  visualize N as a stack with layers
N(1),N(2),...,N(N) and infinite capacity bidirectional
edges connecting all N copies a give vertex v € V to
each other. Thus, for each v € V and ¢« = 1,..., N, the
transmitted vector X g?;:) (7) may be a function of all messages
(wgun—;%lz vyt (v, U) € M) and received vectors v,

The capacity region for the stacked network R(N) is nor-
malized by the number of layers N. In [?], it is shown that the
capacity regions for N and N are equal when none of the edges
are corruptible by the adversary. Even though the presence
of adversary changes the network capacity, the arguments of
Lemma 1 of [?] extend readily to our setup. We state this in
the following Lemma without proof.

Lemma 1: For any network N = (G,C), R(N) = R(N).

Next, we show that there exists a sequence of solutions
to the stacked network such that the error probability decays
exponentially with the number of layers. In the non-adversarial
case, the mutual independence of (Z(i) : i =1,..., N) results
in independent decoding errors for a solution that operates
on each layer independently. Thus, applying a randomly

. (u—V) .
generated error correcting code to all messages (W R(w,V)
(u, V) € M) before they are processed by the network code
ensures an exponential decay of error probability [?]. However,
in the presence of an adversary, decoding errors may no longer
be independent across the layers. We overcome this difficulty
by first designing a solution to the stacked network for which
the error probability is maximum when decoding errors are
statistically independent across layers, and then showing that,
under this condition, the error probability for this solution
decays exponentially in the number of layers.

Theorem 1: Given any R € int(R(N)), there exists a
(2=N% R)-solution S(N) for N for some § > 0 and for all
N large enough.

Proof: Let A\ > 0 and let p > H(2\), where H(-) is
the binary entropy function. Let S(N) be a (A, R)-solution
for N with W = [T, yyep WY = {0, 1}"FV). We

design the solution S(N) as follows. For each (u, V) € M, let
wﬁ“%‘(/) v) be a two dimensional binary (1=p)N xnR(u,V)
matrix. We first encode w(*~"Y) by using a different error
correcting code for each column. Next, we transmit each row
of the resulting binary matrices (7%}‘8 vy : (u, V) € M)on
a different layer using the solution S(N). Finally, we employ
nearest-neighbor decoding at each node to reconstruct the
messages.

Code Construction: Fix a pair (u,V) € M and k €
{1,...,nR(u,V)}. Consider a binary symmetric channel C
with crossover probability 2. Let w\"~") : {0,1}1-PN _,
{0,13Y and &7V ¢ {0,1}Y = {0,1}1-PN be the
encoder and decoder mappings for an error correcting code for
C of blocklength N and rate (1 — p) that is designed randomly
as follows.

Select W) € {0,1}¥ of size 20" by indepen-
dently picking each element of W(ujv) 1;rom {0,1}* using a
u—V

uniform distribution. The encoder ¥, maps each message
b e {0,1}=P)N to a unique codeword be W,Eu_w). The

decoder ®{"~") maps each received vector b € {0,1}¥
to the reconstruction b € {0,1}*=”N that corresponds to
the nearest valid codeword. Let where, d(-,-) denote the
hamming distance between two binary vectors. In other words,

argmin dH (\I/é.“—ﬂ/) (é)7 E)’
be{0,1}n R, V)

We construct the solution S () as follows. Let the message
alphabet be W = H(u’v)eM WE=V)  where WE—V) 2
{0, 1} VIXA=P)N g the set of nR(u,V) x (1 — p)N
binary matrices. Let w(lu_];‘(/i vy €1{0,1, JrBwV)x(A=p)N pe
the message intended for the connection (u,V) € M. The
solution S (N) performs the following sequence of operations.
€ M and mes-
~ (u~>V)

WinR(u,v) €

1) For each pair of vertices (u,V)

sage Q%T;%‘(/;V) e WV et

{07 1, }nR(u7V)><N with

2) For each ¢+ = 1,...,N, communicate messages

(@Yf;‘&v) (i) : (u, V) € M) using the solution S(N)

on N(i). Let (@) (i) = (u,V) € M) be the

reconstructed messages after operating S(N) on N(7).
3) For every (u,V) € M, each vertex v € V outputs a

reconstruction wguﬁ‘(uvv) € {0, 1} R VIxA=p)N with
@I(Cu—)V’U) q)(uav)( ](CU,*)VU ) 7 k— 1,...,nR(u,V).

Analysis of error probability: Let (u,V) € M, v € V and
kE € {1,...,nR(u,V)}. Since C is symmetrical and the
input is uniformly distributed, the decoder \IJ,(;L_)V) maps
each received vector to the maximum likelihood estimate of
the input given the received vector. By previous results on
error exponents (c.f.[?]), we know that such a code achieves
an error probability of 2~N° for some 6 = d(p,\) since




the rate 1 — p is less than the capacity 1 — H(2)\) of the
channel C. Denote the message and the received vector for
the code (\II(U_W) <I>("_>V)) by random variables B and B
respectively. B is uniformly distributed on {0, 1}~ and
B is statistically related to q/(u%v)(i) via the channel C.
Therefore,

pe(B # 2"V (B)) <27V (1)

Next, we show that the block error Probability for the code
(\Il,(vu_”/) <I>(u_>v)) over the channel C is an upper bound for

the block error probability Pr (W) (u=V) 2 pr u_Wv)). Note
that by the choice of the solution S(N), P r(wl(fu_)v)(i) #
W,(Cu_)vv)( )) < A foreachi=1,...,N. Thus,

max. Pr (W) WJ””( )WY (6) = b) < 2
e{o,

for each i = 1,...,N. Let wy(-) denote the number of 1’s
in a binary vector. For every b € W(u_w) let (uﬁv)(b) C
{0,1}" denote the set of all m1n1mal weight error patterns
that are decoded incorrectly by <I>(uﬁv) ie.,

m V0 2 e e 0.3V oV (B) £ 27V e e)

and "7V (B) ="V (hwe) Ve st
wg(€) =wg(e) — 1 and dy(g,e) = 1}.

Let ¢ € {0,1}". Then,

(u—V,v)

Pr(W(“ V) £ W ‘Wliu,v) _0
= Pr(@l(cuﬁv)(wl(cuev)) ” q)gcua\/)(il(cuﬁv,v)ﬂwéu—w) _
= 2. Pr(Nuo= (70 = i) @e(0)}]
eem (o)
~ (u—V)
W = g})
< Z (2)\)wH(§) @
cem V(o)
= pé(@gtﬁv)(g) # (I);qLaV)(EI(vuaV,u))) 3)
< 2—]\/'5

The bound in (2) is a consequence of the fact that for
each i = 1,...,N and k = 1,...,nR(u,V), the event
{W(UAV)(Z) # Egﬁw)(i)} depends only on the noise
values Z,.,(7) and the messages W (i) and can occur with
probability at most 2\ under all possible adversarial actions.
Step (3) follows from the fact that the transition probability
for the channel C is 2. Finally, applying a union bound over
all values of k and (u, V'), we obtain

Pe(S) < n|M|2_NS max R(u,V) <270

(u,V)eM
for every 0 < § for large enough N. ]

IV. NETWORK EQUIVALENCE

In this section, we prove that finding the capacity region
of the network N is equivalent to finding the capacity of a

network N where one of the links é = (1,2) is replaced by
a noiseless links of capacity R = C(é). Koetter et al [?] prove
this by first showing that for every R < C(é), the capacity
region of the NR is a subset of that of N. Next, they show
that for every R > C(é), the capacity region of N is a subset
of that of Nz. We follow a similar proof outline for our case.
The proof of the first part follows the arguments of [?] exactly.
We state it without proof in the following Theorem.

7:heorem 2: For the networks N and f\fR defined above,
RNR) CRN)if R< C.

Next, to prove that R(Ng) 2 R(N) if R > C, Koetter et al
argue that a noisy channel may be emulated on the lossless link
é in the stacked network N by using a randomly generated
source code that operates across the layers. Their proof relies
on typicality of the vector X{™*), which follows from the
statistical independence of random variables corresponding to
different layers. This assumption is not true in our case because
the adversary may introduce dependence between different
layers. To accommodate this possibility, we modify the proof
of [?] to use a universal source code that first determines the
type of the received sequence and then emulates the channel
using a source code designed specifically for the observed
type. We assume here that the alphabet X'(®) is finite.

7:heorem 3: For the networks N and f\fR defined above,
RNR) DRN) if R > C.

Proof: First, we design a sequence of universal source
codes {(an ¢, Bn,¢) }e=1,2,..., each at rate Re (C(é), R), that
operate by describing the type of the input followed by the
index of the codeword picked from a codebook designed for
that type. Next, we modify a given (27V% R)-solution S(N)
for N to a solution S(N ;) for N ;; by emulating the channel on
the link é by the source codes {(an ¢, Bn.¢)}i=1,2,. ... Finally,
we conclude that the error probability for the solution S (Ng)
vanishes as N grows without bound.

Construction of S(Np): Let S(N) be a (2~ R)-solution
to N implemented over n time steps and obtained from the
solution S(N) by following the construction in Theorem 1. We
modify S(N) to obtain a solution S(N ) by first designing a
sequence of universal source codes {an ¢, By ¢}i=1,2,. that
operate at a rate R € (C(é),R) and next appending the
above source code to S(N) to emulate the channel conditional
probability ps on the the channel C; in network NR

Design of {an 1, BN }t=12,.: Let Py be the set of all
strong types of NN length sequences from X’ (é). For a vector
z € (X®)N let Q(z) € Py denote the empirical distribution
of z. Let Q € Py. Let (Xq,Yp) be random variables jointly
distributed on X'(¢) x Y(¢) such that Pr(Xqg = z) = Q()
and the conditional distribution of Y, given X is pe. For
each t = 1,...,n, select BtQ - (y<é2)N by choosing 2V
elements uniformly at random from AEN)(YQ).

For t =1,...,n, let the encoder

gt (XN 0, 1%V osz (NH1) oy

consist of the pair of maps to (ap, ag), where, for each z €
(XN ap(z) is the binary description of Q(z), and ap(z)



is the index of some vector § € BtQ @ Such that (z,9) €
AEN)( Q( X YQ(I)) If no such vector j exists, then ap(z) is
set to be 1. Next, let the decoder

Be s {0, 141X P loma (NF1) gy gNRY _ (y(@))N

map pairs (zp, ) to the vector with index x5 in B, where
@ is the type described by zp.

Appending {an 1, BN }i=12,.. to S(N): The solution
S(Ng) is identical to S (M) except for the maps
at nodes 1 and 2. For (w,v) € V x V, let

f(u,v) . w(u—w) > (y(*,u))nN N (X(u,*))nl\f denote the
encoder that determines the codeword on the edge (u,v) and
let g W(u—>*) % (y(* u))nN N HVCV\{u} W(*—>{u}UV)
denote the decoder for the messages meant for node w in the
solution S(N).

Let X7 = x19
é. Iﬁt_Xgn = fuznvvyﬁ*}x,

o (e
ﬂN,tfl(aN,tfl(Xt_l N
coder and decoder mappings (f(“)
(G :u e V), where,

and Y\ = ngl for all ¢ +#
) and 17 =
). Let S(Ng) be a solution with en-
(u,v) € FE) and

flu u)( W= y( ’“)>

1f(u,v)7éeandu752

u,v U—r* A(*’u)
o ar— yny s ] a(en wem )

if (u,v)=¢

u,v u—x) (0
FeR @ YT

if u=2

and

g W=y ()
if u#£2

g (W=, y(*n“))
if u=2.

>

G (Wl y ey

Analysis of error probability: Lett =1,...,n. Let Z[é] _

(Z; A% ) : e € E\{é}) be the noise values on the edges except the
edge éand W = (WY, (u, V') € M) be the messages.

Note that for ¢t = 1,.

of W, Z[f]t 1» and le . while Y§2 is a random variable
due to the random design of S. Let Py denote the conditional
probability distribution of Xt given X +—1 under a random
choice of S as described above. By Lemma 11, [?],

y"xt 1 <Hpe

_,) such that &, €

(e
,n, X,.; is a deterministic function

()21 (7)) - gNaleN:),

for every (i, 9, (xe))N
AN (x (X Oz, ) YO(a, )) Further, since R > C(é), by stan-
dard random codlng arguments (e.g. proof of Rate Distortion
Theorem, [?]), for large enough N,

: @y@tfl) ¢ AgN)(XQ(I

and @t—l’@t) €

({3, Yo, i) <e

t—

Next, note that messages w, noise values g[é] = (g(e) :
e € E\ é), transmitted vector x( ), and received vector
y(ezl result in a decoding error under the solution § if there
exists z(®) such that (w,z!,2(®)) € £(S(N)), and gge) =
T, (x§e)1,z§e)l) Let £(S,w,zl¥) = {20 : (w,219,29) €
E(S(N))}. The expected probability of a decodmg error over
the choice of S(Ny) for given values of Z[1]
by

and w is given

pém(zéi(i),@Sf_%<i>>|ae§i>1<i>>2N“<E»N’t>}d © e

Taking expectation over W and yAR

Hlino
ESA,E,ZLTL [Pg(‘SA')} = Z [2771N 2w, vyem B(w,V)
Y x A
/ {H pe(T (1), 24, ()1, (1)
z:(z,w)€E(S) \ 321 ;=1

oNa(e.N:t) py (5] ) }dzlzn:| Te

_ Pg(é) . 2nNc(e,N) +e

Since we assumed that S is a (279 R) solution, we get

Eswz,., [Pe(8)] <

Finally, for a fixed value of n, let e < 1 /n, and choose N
large enough to conclude that R € R(Np). [ |

27N6 . QnNa(e,N,t) +e
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