Privacy Preserving Data Aggregating with Multiple
Access Channel

Hongyi Yao and Tracey Ho
California Institute of Technology

Abstract—We consider the scenario in which a set of
users want to compute an aggregate function of their
messages at a message center. The users communicate
with the message center over a multiple access channel
with fading, where the fading states of the channels
from individual receivers are unknown a priori to the
message center. For privacy reasons, the users do not
want disclose their message information to the message
center. No computational limitations on the message center
are assumed, and the message center may collude with
a set of hidden eavesdroppers to retrieve the message
information of the users. This paper proposes a scheme
called MacPDA that leverages the multiple access proper-
ties of wireless signals to achieve privacy. It relies on fairly
loose synchronization and does not require secret channels.
MacPDA is shown to reveal no message information of
the users other than the required function value. The
estimation performance of MacPDA is investigated with
numerical experiments, and theoretical bounds are given
on the asymptotic performance.

I. INTRODUCTION

We consider a communication system consisting of
multiple users, each with a private message, and a single
message center at which a given aggregate function
of the messages is to be computed. Except for the
computed function value, the users wish to reveal no
additional information about their messages. The users
communicate with the message center over a multiple
access channel with fading. We consider an information
theoretic privacy model which assumes no computational
limitations on the message center. Moreover, the message
center may collude with a set of hidden eavesdroppers
to try to retrieve the message information of the users.

Privacy preserving data aggregation (or privacy pre-
serving computation) is a basis for applications such
as privacy preserving machine learning e.g. [9], privacy
preserving outsourcing e.g. [10], and privacy preserving
data mining e.g. [11], [1], [16]. For instance, in the
scenario of privacy preserving traffic monitoring [8], the
traffic control center needs to know the distribution of

vehicle positions, but each individual vehicle does not
want to disclose its location.

The setting of information theoretic privacy preserving
data aggregating (or secure multiparty computation) was
first investigated by Yao [17] for two user case, and was
later generalized to multiple users [12], [6], [5]. These
works provide generic secure protocols by representing
the desired function as an equivalent combinatorial cir-
cuit, and using secret pairwise channels between each
pair of users. The complexity of the generic protocols
depends on the size of the combinatorial circuit rep-
resenting the function [4]. However, in many practical
applications, the complexity of the generic protocol is
prohibitive, or it may not be feasible to realize pairwise
secret channels among users. To achieve more efficient
protocols, other works exploit specific structure of the
data set (e.g. [16], [11], [10]), use random perturbations
to preserve privacy at the expense of some degradation in
estimation accuracy (e.g. [1]), or consider cryptographic
settings with computationally bounded adversarial be-
havior (e.g. [11], [10]).

This paper considers the information theoretic prob-
lem formulation, and shows that the multiple access
property of wireless signals can be used instead of
pairwise secret channels for privacy preserving data
aggregating. We propose a scheme called “MacPDA”
that uses this approach to realize privacy preserving
data aggregation over multiple access channel. Only
loose synchronization is needed between the users and
the message center. For the data aggregating function
considered in this paper, MacPDA is shown theoretically
to reveal no message information of the users other than
the required function value. The estimation performance
of MacPDA is investigated with numerical experiments,
and theoretical bounds are given on the asymptotic
performance.

A related line of work considers energy-efficient com-
putation of functions over multiple access channels [14]
without privacy considerations, where for the Gaussian
multiple access channel, lattice codes were proposed to



efficiently compute linear functions. In [7], besides end
to end communication, multiple access computation was
used to additionally deliver secret information from the
source to the relay node. To the best of our knowledge,
this is the first paper that considers privacy preserving
data aggregating in the setting of physical-layer multiple
access channel.

A. Organization of the paper

The rest of this paper is organized as follows. Sec-
tion II formulates the problem. In Section III, we provide
the general framework of MacPDA. The security is
proved in Section IV. In Section V, we consider a
concrete MacPDA scheme and analyze its estimation
performance. In Section VI, we conclude the paper.

II. PROBLEM FORMULATIONS

A. Privacy preserving data aggregation model

A data aggregation model with n clients V =
{V1,Va,...,V,,} and a single message center .S is con-
sidered. Each client node has a private message W, €
Q={1,2,...,q}. We use W to denote the collection of

user messages, that is
W= Wy, Wa,...,W,).

The message center S needs to compute a data aggrega-
tion function f (.) that defined as follows:

fOV) = (F1, Fa, ...
where Vj € {1,2,...,q}
Fj=[{i:W;=j,i=12,...,n}|

7Fq)7

We assume that the message center S does not know the
number of users n a priori. For brevity, in the following
we use F to denote ([, Fh, ..., Fy). Besides the output
of the aggregation function, the users do not want
to disclose their message information at the message
center. We note that such aggregation function f is not
restrictive. Any symmetric function (e.g., summation,
maximum, majority etc.) of {Wy, Wa,...,W,} can be
computed from F.

B. Channel model

A physical layer multiple access channel is assumed
from the users to the message center. Due to users’
mobility or environment changing, the channel condition
varies with time. In particular, we assume that the
message center has no a priori knowledge about the
channel impulse responses from the users, and its prior
distribution is independent and identical channel fading

for the channel impulse response from each user to the
message center. We do not rely on any assumptions on
channel coherence time.

We also consider hidden eavesdroppers that may col-
lude with the message center to try to obtain information
about the users’ messages. Similarly, the eavesdroppers
have no a priori knowledge about the channel impulse
responses from the users, and assume independent and
identical channel fading for the channel impulse response
from each user to each eavesdropper.

III. THE FRAMEWORK OF MACPDA
A. The chip-book of MacPDA

The message center divides its available time and
frequency resources into chips. Each user can transmit
signals in one or more chips, and the message center
can detect whether a chip carries some signal (from one
or more users). The message center divides the chips
into ¢ disjoint sets Py, Po,. .., P, of K chips each. Two
examples are shown in Figure 1.

B. User’s transmitter

We consider the transmitter construction for a user V.

o Assume W; = j, and S; is the set of all subsets
of P;. Thus, S; has cardinality 2%. Let D; be a
distribution over §; which is known by each party.

o User V; independently and randomly chooses an
element in §; according to distribution D;.

o Assume C; is the element chosen by user V;. User
V; transmits a signal on such chip in C;.

Note that the distribution D; is independent of user
index ¢, which is necessary for the security of MacPDA.

C. Message center’s estimator

The message center estimates the data aggregation
function f (W) = (F1,F3,...,F;) as follows. Upon
receiving the signals from the users, for each chip, the
message center detects whether or not it carries some
signal (from one or more users). Let M be the indexes
of detected chips in part P; for each j € {1,2,...,q}.

For each j in {1, 2, ..., q}, the message center defines
estimator ¥; from {0,1}¥ to {0,1,...,n}, and esti-
mates F; by

Fj = W;(Nj).

In Section IV, we prove the information security of
MacPDA schemes that satisfy the framework presented
in this section. In Section V, we study a concrete
MacPDA scheme. In particular, we define the codeword
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distributions {D;,j = 1,2, ...,q} and the message cen-
ter’s estimators {U;,j = 1,2,...,¢}, and analyze the
performance of this MacPDA scheme.

We assume loose synchronization allowing the users
and the message center to identify chips belonging to
each partition. The message center uses basic energy
detection technology to detect whether a chip has been
selected by one or more users. Thus, the message center
cannot find out the exact number of users that selected
that chip. In fact, the message center can apply more
advanced signal detection technologies to estimate the
number of users that transmitted on the same chip. This
is part of our ongoing further work.

IV. SECURITY ANALYSIS

Let £ be the signals that have been received by
the message center and the hidden eavesdroppers. The
security of MacPDA is proved by the following theorem.

Theorem 1. Apart from F, the message center and the
hidden eavesdroppers cannot retrieve any information
about user messages V. That is,

T (W;E|F) =0. (1)

Proof: Recall that S; is the set of all subsets of
P; and S; has Cardinality 2K We assume an arbitrary

partial order on U S;. Let B be a set defined by
{b17b27
s that selected the 7’th element of

{I,,I5, ..., I,5x } be the index information from B to
the users. That is, I; is a subset in V and consists of
. q
the users that selected the 7’th subset of U S;.
=1

2K} such that b; is the number of user-
’91 Sj. Let 7 =

]_
Since each user independently chooses the chip in the
corresponding part with the same distribution, condition-
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Two constructions of chip-books.

ing on F there is no other information about »V that can
be provided by B. Thus, we have

I(W;B|F)=0. (2)
Since W can be determined by (B,Z), we have
I(W;E|B,T) = 0. 3)

Note that £ is a function of (B,Z) and channel ran-
domness'. Since the channel randomness from each user
to each eavesdropper (and the message center ) is i.i.d.
distributed, we have

I(Z;&|B) =0. 4)
Then we have
ITW;E|F) <I(W;B,EIF)

=1IW;B|F)+1(W;&|B,F)

— [ (W;€|B,F) 5)

=1I(W;€&|B) (6)
<I(W,Z;€|B)
=I1(Z;€|B)+ I (W;E&|B,T)

=0, (7)

where (5) is due to (2), (6) is because that F is a function
of B, and (7) is due to (4) and (3). It completes the proof
of the theorem. [ |

V. ESTIMATION PERFORMANCE OF MACPDA

In this section, we consider a concrete realization
of codeword distributions {D;,j = 1,2,...,q} and the
message center’s estimators {V;,j =1,2,...,q}.

"Here, we assume the “channel randomness” includes the random-
ness from the channel and user’s transmit hardware.



o Definition of D;.

o Let z be an positive integer. The distribution D; is
defined such that each user with message j chooses
exactly z chips in P; with uniform probability over
all subsets of P; that have cardinality z. We assume
that £} is bounded by n,,, and n,, - 2 < K.

Due to the existence of channel noise and channel fad-
ing, we assume that for each chip that carries the signal
from one or more users, the missed detection probability
at the message center is p,,; for other unchosen chips,
the false detection probability at the message center is
pf. We assume both p,,, and py are strictly less than 1/2.
Then the estimator W; is constructed as follows.

o Definition of V;.

o Let N; be the number of detected chips in Pj,
i.e., the cardinality of N;. The message center first
estimates the number of chosen chips, Uj, in P;.
The message center estimates U; by

. N: — K -
U; = min(max(lj_pf_;)f,()
m

Note that since 0 < U; < Fj -z < nyy, - 2z, the "min’
and 'max’ operations would not increase the gap
between U; and ljj.

o The message center estimates F; by

Fj =log_./x)(1 = Uj/K). ©)

We first provide the intuition behind this choice of
estimator. When there are U; chosen chips in P;, due to
the false detections and missed detections, the expected
number of detected chips at the message center is

E(Nj|Uj) = Uj(l — Pm) + (K — Uj)pf'

®)

)y M+ 2)-

Thus we estimate U; by Equation (8).

Since each active user independently chooses z chips
uniformly at random, this corresponds to a “balls and
bins” problem. Thus, we can apply Cardenas’ formu-
la [3] to show that if there are F); users having message
J, the expected number of Uj is

E(Uj|Fy) = K1~ (1 - 2/K)").

Thus, F} is estimated by Equation (9).

In practice, the message center can use a lookup-table
to map N; to the corresponding estimation value Fj.
For each j = 1,2,...,q, there are K possible values
of IN;, and each value of N; independently decides the
estimation value Fj. Thus, there are K table mappings
for estimating each F7, and in total ¢/K table mappings
for such MacPDA scheme. Note that since the message

center does not know the user number n a priori, it
cannot just estimate F1i,...,F,;_1 and compute F, as

q—1 7
n—> j=1 F;.
A. Asymptotic performance guarantee

We have the following theorem that guarantees the
asymptotic performance of this MacPDA scheme.

Theorem 2. Let A = 1/(1 — py, — py) and B = z(1 —
N, - 2/ K). Then for any § > 0 we have

Pr(F; — F| > 6/F5)

6252
20N+ 1)2z

B252}7j

<dexp(— S
sdeap( 20+ 1)2K

)+ 2exp(— ). (10)

Proof: For the U; chosen chips, the expected num-
ber of detected chips is U;(1—py,). Let N} be the actual
number of the detected chips from these U; chosen chips.
Using the Chernoff Bound [13], we have

Pr(|N] — Uj(1 - pm)| < M>

/8252Fj
<Qexp(— 2T
S2ewp(= 50190,

Since U; < z - I, we have

).

BV

252
§2€3?P(—2():B+1)22>- (11

Similarly, for the K — U; unchosen chips, the expected
number of detected chips is (K — Uj)py. Let N} be the
actual number of the detected chips from those K — Uj
unchosen chips. Using the Chernoff Bound, we have

0/ F;
Pr(IN} — (K —Uj) - pyl < M)
5252Fj
2N+ 1)2(K — Uj))
3262 F);
ﬂA+Uwﬁ'

Since N; = N]’~ + N]’-’, we have

<2exp(—

<2exp(— (12)

86/ F;
\M—WO—MJ%K—WMH>A+5

only if either

. B\/F;
IN; = Uj(1 = pm)| > m



or
B/ F;
N/ — (K - Uj) - —V_J
Using the union bound [13] on Inequalities (11) and (12),
we have

Pr(|N; — U;j(1 — pm) — (K — Uj)py| > 55\/17]-)

A+1
/8252 6252Fj
<2 —_——) +2 -,
s2erp(=55pyz,) T2y (19
When we use Equation (8) to estimate U;, we have
Uj — Ujl

SAIN; = Uj(1 = pm) — (K = Uj)py|.
Thus, by Inequality (13), we have
. ABO+/ F;
U;| > b)

e 252 At 252
SZea;p(—Q(M_él)QZ) + Qexp(—M). (14)
Using Azuma’s Inequality [2], [15], we have®
Pr(U; - B > V)
25270
SQeiﬁp(—M)
:261L‘p(—2z(162_|i52)\>2)). (15)

Thus, using triangle inequality, we have
|Uj = E(U;|Fy)| > B3V/F;
only if either

. M\3O/F;
\%-%DL
A+ 1

35/ T
Uj = EU;|E3)] > ~ +>\J-

Using the union bound on Inequalities (14) and (15), we
have

Pr(|U; — E(U;|Fy)| > Bo\/F))
,8252
2N+ 1)2z

or

6252Fj

<dexp(— _PTTE;
sdeap( 2+ 1)2K

) + 2exp(— ). (16)

Recall that F’j is estimated from Uj by Equation (9).

2The work [15] uses Azuma’s Inequality to get a similar inequality
for the case z = 1. The result here is a generalization of [15].

Define function

y(x) =log_. k(1 — 2/ K).
We compute the derivative of y(x) as

1 1
" 1-2/K Kn(l-z/K)
and y'(z) > 0 when x < K and z < K. Since In(1 —
z/K) < —z/K, we have
) 1 1
L
V@< T
Since F; = y(E(U;|F;)), we have
|Fj — Fj| =ly(E(U;|Ey)) = y(Uy)]
<ym|E(U;|F;) = Ujl,

y'(x) =

where

' ().

Since both U; and E(U;|F}) are between 0 and n, - ,
we have y/, < 1/3. Thus we have

|F; — Fj| < |E(U;|F;) — Uyl /B

max
z€[min(U;, E(U;|Fy)),max(Uy, E(U; | F;))]

Combining this with Inequality (16), we complete the
proof of the theorem. [ ]

We present a simplified version of Theorem 2 as
follows.

Corollary 3. When p,, +ps < 1/2 and n,, - 2 < K/2,
we have

Pr(|Fj — Fj| > 6,/F)
2

20 2252F;
—Z2 ) 4 2eap(— 9.
5 ) + 2ezp( oK )

<dexp( A7)

B. Numerical analysis

Theorem 2 proves the asymptotic performance guaran-
tee of the proposed MacPDA scheme. In this subsection,
we analyze its performance by numerical experiments.
Without loss of generality, we consider the estimations
of I} over independent rounds. For each round, F}
is randomly chosen from {35, 36, ...,80} with uniform
probability, and p,, and Py are both set to be 0.02.
Figure 2, Figure 3 and Figure 4 show the estimation
errors for K = 100, K = 200 and K = 300 for 20
independent rounds. The dash line stands for the setting
of z = 1, and the solid line stands for the setting of
z = 3. Figure 5 summarizes the estimation bias and
mean-square errors over 20000 independent rounds, with
the same parameter settings. From the numerical results,
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Fig. 2. The estimation error when K = 100.
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Fig. 3. The estimation error when K = 200.

we can see that the more bandwidth resources (i.e., K),
the better estimation performance. For small K, say
K = 100, z should be small; and when K is large,
say K = 300, z should be large too.

VI. CONCLUSION

In this paper we consider privacy preserving data
aggregation over multiple access channel. We assume
the message center has unlimited computational ability
and may collude with a set of hidden eavesdroppers to
obtain information about users’ messages. In this setting,
we propose a scheme named MacPDA, that leverages the
multiple access property of wireless signals to achieve
privacy preserving data aggregation. The estimation per-
formance and the security of MacPDA are analyzed the-
oretically and with numerical experiments. In particular,
for the data aggregation function considered, MacPDA
achieves perfect privacy in terms of leaking zero message
information other than function output.

Fig. 5.
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Fig. 4. The estimation error when K = 300.
Term | Estimation Bias | Mean Square Error

K 1001 200{ 300 00| 200 | 300

=16 [-0.15 [-0.10 | 31 | 18 | 16

033 [ =001 =007 57 | 17 | 10

Summation of the numerical experiment for z = 1 and
z=3.
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