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Abstract— In this paper, we extend the optimal worst-case QoS ~ We show that if some network nodes are capable of cor-
routing algorithm and metric de nition given in [1]. We prov e recting erasures, it is often possible to nd a path (or paths
that in addition to the g-ary symmetric and g-ary erasure channel with zero WCE length. This partial error correction capiapil

model, the necessary and suf cient conditions de ned in [2]for . ble. | irel d ad-h twork
the Generalized Dijkstra's Algorithm (GDA) can be used with a IS reasonable. In many wireless and ad-noc networks, energy

constrained non-negative-mean AWGN channel. (and ultimately compute power) is limited.

The generalization allowed the computation of the worst-cee  Consequently, available resource for error correctiort tha
QoS metric value for a given edge weight density. The worstase 4 es complex mathematical operations such as nitelsl
value can then be used as the routing metric in networks where . . . . . S
some nodes have error correcting capabilities. arithmetic and iterative algorithms is limited as well. 1d-a

The result is an optimal worst-case QoS routing algorithm ttat ~ dition, error correction incurs delay and consumes banthwid

uses the Generalized Dijkstra's Algorithm as a subroutine vith a  Hence, it is desirable to limit the number of error-cornegti

polynomial time complexity of O(V?). nodes. Our algorithm optimizes the worst-case QoS by rgutin
information through the error-correcting nodes.
. INTRODUCTION Forward Error Correction (FEC) is also gaining acceptance

Mission critical communication networks have very higi? modern networks. Historically, error correction overed
requirements for performance and reliability. These newo Networks has predominantly used the Automatic Repeat reiQue
are designed to minimize the possibility of losing even orféRQ) methods over the FEC methods. However, in wireless
symbol, packet, or le. Optimizing the Quality of Service¢S) n?ult]medla f_;lpphcatlons, FEC outshines ARQ in |ts_ ability t
of such networks requires evaluating network paths (anegdgSi9ni cantly improve network QoS [3] [4] [S] [6] without a

and selecting those paths and edges optimality that miesniZ!€2vy premium on performance. Unlike TCP and ARQ, FEC
the worst possible number of observed undesired event fwhf{0€S not use return requests and thus consumes less bamdwidt

could be loss, error, etc.). In many applications, such ascad [7]: especially in large multicast networks typical of wess
wireless (sensor) networks, this type of QoS optimizatien ultimedia applications [8] [9].
both critical, and yet highly untrivial. Even in peer-to-peer networks, FEC deployed at stratdgical
A novel QoS metric called the worst-case error (or erasuredsitioned error-correcting nodes is superior comparedpb-
metric (WCE) was introduced in [1], where it was used teation [10]. Multicast algorithms such &gital Fountain [11]
measure, compare, and select the network path whose Wa®l Bullet[12] employ FEC-based codes. Adaptive [5] [6] and
length is minimum. The WCE metric is derived from the metribybrid (ARQ-FEC) QoS-driven algorithms that dynamically
more commonly used in specifying communication channatljust FEC level to network conditions have been proposed
qualities: the Bit Error (or Erasure) Ratio (BER). [13] [14] [15] [16] to reduce the bandwidth and computation
In the original introduction, only the cases gfary Sym- overhead of FEC methods.
metric Channel andr-ary Erasure Channel were analyzed. It QOur analysis proves that the worst-case QoS routing metric
was shown that for these channels, the edge WCE length iar@l algorithm can be applied to a wide class of continuous
non-decreasing function of its BER length. Thus the optim@aWGN channels, which are very versatile and exible. Many
BER path is also the optimal WCE path, and vice versa.  other (QoS) network optimization problems can be transéastm
In this paper, we extend the optimal worst-case QoS analyhigo this problem. The algorithm is particularly useful foin-
to cover a special case of AWGN channel that has non-negatiiveizing the worst-case occurence probability of the “entes
mean and a constraint on its mean to variance ratio. Thigents that are non-typical, but nevertheless highly tataisic.
channel can be easily used to model delay channel, or i, the next section, we provide a problem formulation. Our
some cases, the Gaussian approximation of Poisson-digttib 1y,ation generalized the previous results which are speti
channels. To calculate a path's BER length from the edg&gary channels. In the same section, we de ne the constrained
BER lengths, we use the same algebra as in [1]. The path BR}/GN channel. In the third section, we prove that the con-
was then applied to the Generalized Dijkstra's Algorithm.  gained AWGN channel is compatible with the GDA. Finally,

This work was supported by the Caltech Lee Center for Advaetwork- W€ describe the op_t|ma_l Wors_t-case QoS routing algorithm
ing and NSF Grant No. CCF-0514881 before concluding with discussions.



Il. FORMULATION AND NOTATION Consider a path = hey;:::;e5i 2 and its partial path

We model the network as a digra@= (V;E), where the | = M®1;::5;gi with 1 j  J. For convenience, we also
node, edge and path sets @fare denoted by, E, and . dene the function : | that maps a path (or an
The nodess andd 2 V are the source and destination node§dgee) into a density parameter (or ;) and the function
and is the set of all paths frors to d. : I'M that maps a path or an edge (giveninto its

A path 2  whose nodes/  V are connected by worst-case valug 2 M .

E E is denoted by eithehvo;:::;vyi, her;:::;eyi, or ~ Fore, the and! are related tox( i; ) through:! (&) =
fwo;e1;:::;e5:vyi. The number of nodes (or edges) inis X( (&); ). For , assuming is de ned, similarly we have

denoted byj jy (orj je). The symbolhv;vi.1i denotes the ! ()= x( ( ); ) The next question is, how does depend
edge (path) connecting the two (non-) adjacent nogeand ©n i's, and how doex( ;) depend orx; = x( i; )?

Vi«1 . A partial path ; of denotestvo;:::;vji, with 0 < The quantitiesx, , or X aII have the potentf,al to be used
j J,and atruncatedpath ; is h/Oyel;::”Vj 1;e,i. s the routing megm Howeverpm _geneml 6 Xi, 6
Denote the message 1B/ 2 B, whereB is the space of all i, andx &  Xxj, where is the standard scalar or

allowable messages in the network. Bat denote the value of Vector summation. Let us assume that the addition oper&tion
B as it departs fronv;; and letB; denote the value & as it denedin andM andis denoted by . If x; = X (e1), x2 =

leavese . Bothv; ande; are parts ofvg;er;:::;e5;vsi, along X (€2), 1= (&), 2= (&) x1 = ! (&), x2 = ! (&),
which B evolves as follows: and = he; i, thenwe say = x1 X2, = 1 2
B % .V oB. 1% B, % o B B orxX = X3 Xp.Tobe useful_ in a short_est-path z_;\lgonthm,,
0 1 1 2 J J andM have to obey certain algebraic properties.

Herev; ande, can be regarded as operatorse; 2 E : B | B In the next section, we outline these algebraic properties
given byB; = v;(B;) andBj;1 = &;(B;). For , the evolution and how these properties can be used to test whether a certain
operator is = v; e e; Vo, for j,itis ; = routing metric is “compatible” with the GDA, in a sense that
v e e; Vo, andfor j,itis ;= e vj 1 e; vo. the GDA will not produce a loop. _
Thus, j(Bo)= Bj and ;(Bo)= B;. With , we can now de nex , andx in terms of

Dene X : B B! M as a function measuring theXi» ijandx; using a generalized summation: =  Xx;,
Hamming distancet 2 M between a messag at Vo which = i andx = x;. The pairings of andM with

evolves intoB; at vy; wherevy andv; are connected by form algebraic structures which we call the B, andW
tvo;v;i, and M is the metric space. The distangefrom algebras, from th&, , and! functions, respectively.
Bi to Bjo is denoted byx = Xiio = X (Bi;Bio). Let X o Between two nodes, the optimal path is the path with the
denoteX (Bi;Bio). If €= hv;;Viei then we de ne the shorthand “shortest” path length frons to d when measured in thx, B
X (€)= X (Bi;Bjo). or W algebra (or metric). However, having, X, , and! is
BesidesBg, the messageB; atv; are random variables. NOt enough to calculate . We need to compare path lengths.
Therefore, Xo; are also random variables. Consider = Therefore we need a total orderon andM to evaluate
Xiio, the random variables measuring the distance betwe@fpressions likex X o, o,0rX X o.Once is
the message at and its image avio. De ne P(x; ) as the de ned, then we can de ne these optimal values @r
probability density ofx parameterized by a vector 2
For example, forx 2 R andP Gaussian, is the vector of
P's mean and variancg; ?2). The value = 1 denotes the
absence of connection between two nodes. Each edigethe x =min fx =x( ;)] 2 g (3)
network can be characterized by its parameter
Suppose the noddd V can resei( ;) of any path
that passes through 2 U, as long a<( j) < X max -

Xx =min fx j 2 g
=min f j 2 ¢

Preferrably, we would like to have the minima andx related
by the expressiorx = x( ; ). Indeed, this is true not only
for the g-ary symmetric channel arggary erasure channel [1],

Xoj = 0 vV 2UandXg;  Xmax but also for the constrained AWGN channel we present here.
Xo; ;v 2 U andXg; > X max Later in this paper, we prove that¥ \ U = ?, then the
lengthsx ;, , andx ; are non-decreasing functions pf

= Xoj v 2 VU (1) This means that on any path, the metdg; increases a$
We also assume that2 U. For a path , if V \ U 6 ? then increases. In this case, reliable communication (in thestvor
Xo; is a non-decreasing function pf case sense) becomes very dif cult to achieve except when the
Finally, we de ne theworst-case functiom( i; ) that com- values ; aresimultaneouslhfavorable (which could represent
putes the worst-case “possible” value xof where “possible” a very small delay or error probability).
valuesy are de ned as thosg with P(y; i) > . Often, this stringent level of QoS could be prohibitively
L . ) ] dif cult to achieve, forcing the engineers to settle for an
X( iz )= maxydxjPOG ) »x 2 Mg (2) unacceptably high catastrophic event probability. Howewih
In generalx( ) is a functional acceptin (x). However, here U, we later show that with our algorithm, everzero -worst-
we focus on probability densities with well-de ned paraerst case path is well within reach.



Non-negative-mean AWGN [1l. GENERALIZED DIJKSTRA'S ALGORITHM

In this example, the message is a scafar2 R* with Having de ned the channel model for each communication
non-negative-mean AWGN on each link. This message coyjgk, we now introduce the Generalized Dijkstra’s Algorith
represent the amount of non-negative degradation a pacfgbA) below [2]. The algorithm can operate on any metric of
has experienced so far. Therefore, the source always tinsmhoice as long as the metric obeys a set of algebraic preperti
Bo = 0. At each nodev; 2 V , two decisions are made:gSpeci cally, in this paper we would like to show that theand

if xi = Bi Bo exceedsxmax, then the message (or thex metrics of the AWGN channel de ned in the previous section
packet corresponding to the message) is discarded, oteitvi jg compatible with the GDA.

is retransmitted. Let us also assume that the nad@U V

1: procedure GDA (G;m;s)
can reseB (and x) back to_O. , > forall v2V do
The AWGN is characterized by = ( 0; <), where 3 IV 1

is the mean, and? the variance of the Gaussian density and4: M NIL
the transition probability density is given by: 5: o v

P(Bi+1jBi)=P(x;; ?) 6 I[s] O

(x )? 7 while Q 6 ? do
= P5=—=eXp 52 @) g u MINQ);Q Qnu
wherex = Bj,; Bj. The B algebra is de ned as follows. o for .‘"‘" nodev 2 N (u) .do
. . : if I[v] I[u] m (u;v) then

Two independentadjacent edges; and e; with parameters IV 1] m (uv)

1 and , can be treated as a single edge with parameter .
1 2= 1+ 2, where the + sign is the standard vector

summation operator. Sinoceis now continuous, we can solve Upon examination, the GDA is practically identical to the
for x analytically by solving Dijkstra's Algorithm (DA) except for the relaxation stephere

_ 1 .. oy _ the and operators act on a generalized metric spite
x=P (i 9= (instead of the equivalent step in DA, whereand operators
which has one solution i2 2 two solutionsx and act onR). We shall shortly de ne for our channel.
x* (withx < x*)if2 2< 2 andno solutioni® 2>

On line 9, N (u) denotes the set of all nodes adjacent to
2. Sincex represents the worst-case value fgwe always

vV u

+

2In(2 2 2); (5)

2 =

u. The argumenin is the lengths of the edges i each
assumex = x* . From this result, we can also compute: of which is an element iM , andm (u;v) is the length of

— 1/ . .2
X1 X2—P (, 1t 25 1+

5):

(6)

It is useful to think of 's as 2D vectors in a half strip=

R* f 2
X |
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R, that de nes an isocontours for each valuexof

R
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hu; vi. Lines 10-12 perform the relaxation step of the GDA.
This step depends on the de nitions & , , and . If
the GDA (in)correctly returns the path i®& with minimum
length measured iM , then(M ; ) and are said to be
(in)compatiblewith the GDA. The following is the required
properties for compatibility:

Proposition 1: An algebraA = (M ; ) and a total order
is compatible with the GDA if and only if it satis esll the
properties in the set denoted Bybelow:

P1 is a commutativenonoid that is, fora;b;c2 M

’ M is closedunder :a b2M ;

) ’ isassociativea (b c)=(a b c;

) ' O is theidentity:a 0=0 a= a;

: ’ is commutative a b=b a

P2 There existst 2Mj a 1 =1 a=1.
o ) P3 s atotal orderonM , i.e., is:
Fig. 1: Isocontour pro le ofx on < versus . .
re exive: a  a;
For example, in Figure 1, the contour plot for= 0:1 is anti-symmetricif a bandb athena= b;

shown. The contour increases from left to right, andat 0, transitive if a bandb cthena c;
the valuex reaches its limit of . If we denoteG's maximum total: for everya;b2 M eithera borb a.

path variance by 2., , then we must have 2

w2 =(2 ) so that for all 2

we claim that 2., is computed with théongestpath algorithm

2 —

max

, the valuex exists. For now, P5a ¢

P4 There exists the least elemdahthat satis esO
b cifa bandc2M flg
PrROOF Refer to [2] for a complete proof.

a.

O

on G with edge metrics 2 and usual addition. Later, we show Next, we prove that theB algebra we dened for the

that nding 2.,

is crucial to guarantee closure on

constrained AWGN channel is compatible with the GDA.



The proof requires us to de ne and useto compare any IV. OPTIMAL WORSTCASE QOS ROUTING
: 02 . Since R?* andR?* is not a totally ordered

. The preceding assertion — thats a non-decreasing function
set, we must de ne in terms ofx( ; ) as follows:

of - allows us to construct the optimal worst-case QoS
O x( :)<x( % )or routing algorithm. The path algebra fois is relatively simple.
N o 2 ® In the case of our constrained AWGN channel, since the
x(;)=x( % )and (7) . o
edges are independent, the operation is simply a vector

Graphically, this means that the isocontours de ned on  addition. In contrast, the algebra fardepends on computing
determines whether  © If they lie on the same contour line, ~ rst. First, we argue for the need of an optimal worst-case

then the variances break the tie. We also de nas follows: Q0S routing algorithm that routes information through erro
! correction nodes by proving our earlier claim:
= R0 ]l iy 2

2 @2 , [flg Proposition 3:1f V., \ U = ?, then ( ;) is an non-
fnax decreasing function of. The minimum ( ;) = O is only
is depicted by the shaded region in gure 2. For a xed valugossible if the edge lengthg =0 forallj =0:::J.
of 2, along anyx contour, the slope®= @ =@? is equal
forall andis maximized at?2,, . If ; ©have slopes larger
than © their sum lies in a higher contour.

Proor P5withO0O=a b= p,andc=p, , gives us

(i 2)=pP; . P; . P = (j) provingthat ( ;)
is a non-decreasing function pf The second part of the proof

0 , ] 6 . o ” can be derived directly frorR1. O]
» d y The preceding proposition shows the practical benet of
N N including error correcting nodes in the network. If the path

includesu 2 U, then for somej 2 [0;J], we can have
(j) =0 even withp; 8 0 for all j. This feature could be

added into most existing shortest-path based routing potgo
Suppose these protocols compute the path based Ampath
= hvi;vyi is feasible iff! (hs;v1i) '( ) Xmax — the

value ofx up tov; added to thex of must be less tharmax -

; > = Denote by the feasible paths in , and by ( vi;Vv2)

the feasible paths between; v,.

0 2 4 6
1

Fig. 2: The metric space (shaded). ] ] o o
Theorem 4:A path is the path with minimum ( ) iff it

Theorem 2:The algebrag = ( : ) de ned for the ANGN solves the Shortest Path Problem (SPP) giveGby (V% E9),

0—
channel and its total order satisfy all the properties iR, and whereV©"= fsg[ U‘_ 0
thus compatible with the GDA. An edge connecting two nodeg;v, 2 V®is the shortest

path in ( vi;v2), i.e.,
PrROOF P1 Except for closure, the other monoid properties o _ _ o
are obvious because is the standard vector addition. Because E = fargmin f1()j 2 (vi;v2)g vi;v22 Vg

does not occupy the full non-negative octant, but rathggoqoe Suppose containsn +1 segments ; connecting

bounded by 2 hax = max =2 ), in general closure is {ne nodes inV® = fs:U :dg, whereU = U\ V . In
not guaranteed. However, if we can compute: segment notation, is denoted bys Uy Uj d,
2> o nx 2° g Withfug=U ,ando j jUj.
max 2 iviv ! Then ;| must be the shortest feasible paths betyeen adjacent

nodes inv® andU  must be the set that minimizes ( ;).
Otherwise, a better path can be obtained by modifying;
or U , contradicting the claim that is optimal.

For the forward proof, note that®°= fs;d;U g V©

then closure is guaranteed. This value gf, can be obtained
by running the DA once o1, costingO(V?). In case one
(or both) of the operands i& , then as in g-SC and g-EC, by

de nition, the sum is alsol 2 . .
Further, since each; is a shortest path between nodesvif

E; $E2 p:gg; :‘zlltj)?/\cglig):rzotr;ecijojl;irgo?af and then it has a representation B, i.e., ; 2 E® Therefore
P is the solution to the SPP given I§°= (V%EY).

P4 Both terms in equation (5) are minimized when they are For the reverse proof, suppose is the SPP solution but is

zero,i.e.,, =0 andeither>=0o0r 2= 2=2 ). However, e )
o . not the minimumx path . From the forward proof, if
only =(0;0)2 , andis thus thé® element. L )
PS5 Obvious from aure 2 and the de nition of 0 minimizesx, then it also solves the SPP, thug¢ ) ! ( ).
9 ' However, if! () <! ( ), then is not the SPP solution
From the de nition of 0 it follows that a path'sc value — a contradiction. Thus, ( ) = ! ( ), and if path lengths
is a non-decreasing function of its values, which means thatare unique, = . Hence, the SPP solution is also the
the path with minimum is also the path with minimum. minimum x path. O



Theorem 4 essentially proves the correctness of the optimal
worst-case QoS routing algorithm listed below. Althouglhis [1]
paperx is linked to the worst-case value xffor the constrained
AWGN channel, other worst-case metrics can be used. 2]

1. procedure MIN-X-PATH (G;m ;s)
2: En= fe2Ej!(€)>Xmax O
Ve fv2Vjdegiv)=0g
for v; 2 V%do
SP; = GDA(G;m ;vy)
for v, 2 V96 v; do
E%= EO[hvy;vai
E°rm= f eP=(vi;v2) 2 ECje962( vi;W0) g
Vo= fv02VOidegv)=0g
SP, = GDA(G%m ;s) o

On lines 2 and 3, the algorithm prunes all infeasible edges.
Then, on line 5, it runs the GDA on alk 2 VO every time
producing a shortest path tr&®; rooted atv;. On line 7, the
edges connecting; andv, 2 V° are added int&E ° based on
SP;. This nishes the rst stage and starts the second stagd®]
On lines 8 and 9, the infeasible edgesHEN are pruned, and
any isolated nodes i ° are removed. On line 10, is nally
calculated using GDA. O

Let us denotgV Y by . The rst stage produces a completg; 1
graph with nodes and ( 1) directed edges by executing
the GDA times on line 5, and thus has a time complexit{*2]
of O( V ?) (if the GDA is implemented using Fibonacci heapy, )
then its complexity could reac®(V logV + E) [18]).

Lines 8 and 9 search linearly over them wid{ 2) time [14]
complexity. The GDA on line 10 has a time complexity
O( ?). Hence, overall time complexity i©(V 2+ 2), or [15]
conservativelyQ(V 3).

(3]

(4]

(5]

(6]

©® N U AR

10:

(8]

[10]

[16]
V. CONCLUSION AND DISCUSSION

In this paper, we extended the optimal worst-case Q(gg]
routing algorithm and metric de nition given in [1]. We pred
that in addition to theg-ary symmetric andg-ary erasure [18]
channel model, the necessary and suf cient conditions dd n
in [2] for the Generalized Dijkstra's Algorithm can be used
with a constrained non-negative-mean AWGN channel.

The generalization allowed the computation of the worst-
case QoS metric value for a given edge weight density. We
showed that this worst-case value can then also be used as the
routing metric. This also allowed an exact analysis for thgec
where some network nodes have error correcting capabilitie
The result is an optimal worst-case QoS routing algorithat th
uses the Generalized Dijkstra's Algorithm as a subroutiite w
a polynomial time complexity 0O(V3).

Future work includes supplementing the theoretical result
with simulation and experimental veri cation. We believeste
are still many important probability densities that are paii
ble with this routing framework. Speci ¢ implementationtbis
algorithm into existing and future protocols is also of het.
Finally, the parameter can be used to evaluate the worst-case
performance of real life communication networks.
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